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June 7, 2011 
 
Professor Michael Haas 
University of Cincinnati 
College of Applied Science 
2220 Victory Parkway 
Cincinnati, Ohio 45206 
 
Dear Professor Michael Haas: 
 
Attached is the final report for our senior design project, “Portable Password Bank”, 
which was approved by the ECET faculty with a deadline of June 7, 2011. 
 
The purpose of this report is to explain the importance of the Portable Password Bank 
and how it solves the current problems a computer user has with login systems. A 
timeline and budget for designing and constructing the Portable Password Bank is also 
given. In addition, a description of the Password Bank’s functionality, universality, and 
the benefits provided by the Password Bank is conveyed. 
 
Many thanks are owed to a couple of people for the completion of this project. First, 
thank you Daniel Picard for your assistance in explaining how to properly implement 
encryption and decryption on the graphical user interface used in our project. Secondly, 
thank you David Tashjian for your support with the utilization of the programming 
environment we used and advice given in priorities of what should be accomplished. Also, 
thanks goes out to Professor Haas for his availability and assistance with the project as 
the quarters went by.  
 
Thank you for all your time and consideration. If you have any questions, please feel free 
to contact us at (513) 503-6024 or pharon@email.uc.edu (for Nik) and (513) 300-1835 or 
robin2jt@email.uc.edu (for Justin). 
 
 
Sincerely, 
 
 
 
 
 
 
Niklaus E. Pharo & Justin T. Robinson 
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ABSTRACT 

 
The Portable Password Bank, PPB for short, is an all-in-one device that relieves 
computer users the task of memorizing passwords. This adds more simplicity to logging 
into a program or website.  In addition, it aids the user in creating more secure accounts. 
The PPB will create and store complex passwords to provide users with an easy and 
secure way of logging in to a website.  The Portable Password Bank is mostly hardware 
based, runs on any Windows XP, Vista, and Windows 7 PC and enters the stored 
password through USB without the need of any additional drivers.  It can be used on any 
website or login screen, including the Windows login screen.   
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INTRODUCTION 

 
The purpose of this final report is to summarize the design and construction of the 
Portable Password Bank. This document depicts how the software and hardware driven 
Password Bank serves as an all-in-one product that will save time and add security to the 
task of logging into a program or website. 
 
Currently the only methods to log into a website are memorization and external devices 
that require proprietary software or drivers installed on the computer in order to operate. 
The Portable Password Bank will relieve computer users from needing to memorize 
passwords. In doing so, it will improve the account’s security by increasing the 
complexity of the password and save the time it takes to enter the password by 
automatically filling in the password field when the desired password is selected on the 
device. Most computer users have several login screens that consist of websites and 
applications. This device can be used on any of the login screens and will easily allow the 
user to populate the password field with a complex password using the password bank. 
This report discusses the current problem, methodology, implementation, benefits, as 
well as providing the work schedule and total budget of this project. 
 
Problem 
The average PC, Personal Computer, user has several passwords to remember for various 
applications. This can be insecure because users often have the same password for 
everything, forget their passwords, and make their passwords too easy to guess. 
Passwords are used on several different devices and applications. There are passwords for 
email accounts, for logging into computers, and for other private data. Users sometimes 
will use the same password for all of their needs. The obvious advantage of this method 
is that there is, for instance, one password to remember. With this method, passwords 
could be complex but it is still insecure because only one password is used. So, if 
someone hacked one account, that person could hack all of that user’s accounts. 
Conversely, another method people may use is to make several passwords, one for each 
application. With this method, passwords are typically made to be less complex so that all 
of them can be remembered easily. This makes them an easier target to hackers. 
 
It can be a hassle to have to remember a complex password. A complex password must 
be used to prevent unauthorized access. But for optimal security, there should be a 
complex password for each application and login screen. With this method, there will be 
at least five or six complex passwords (depending on the number of login screens and 
other applications). Using this approach, it will be difficult for the user to remember all of 
the complex passwords. In addition to it being difficult to remember what each password 
is, it is also difficult to remember what each password is used for. Using any of these 
methods, a user may forget their password to the account to add more frustration.
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Solution  
Remembering a complex password and what it is used for can be difficult. Using the 
Portable Password Bank can abolish this. By using the Portable Password Bank, a user 
can have the device automatically generate complex passwords initially and then store 
them into the bank. After changing the password for an account, the user would then 
simply plug in the device to the computer with that login screen displayed, unlock the 
“master lock” by pressing a few button combinations, select a password, highlight the 
password field on the computer, and hit the “paste” button. This device will eliminate the 
need to remember passwords and can be used for login screens, any website, or other 
applications. It will also make the user’s accounts more secure by enabling him or her to 
have more complex passwords and unique passwords for each account. 
 
This device will prevent access from hackers who try to read the passwords from the 
computer by disabling the “pasting” of passwords until the master lock has been 
unlocked.  
 
Credibility 
Even though any computer user can easily operate the Portable Password Bank, skillful 
and ambitious students were necessary to design, implement, and manage this project. 
Additionally, it was essential to seek the knowledge of professionals in the field for 
assistance with proper functionality issues. Our experiences as well as people we 
consulted with for this project are listed below. 
 
 Qualification 

Over the years, we have gained experience with embedded systems through Co-
Ops and school courses. More specifically, through programming courses in C, 
C#, and Object Oriented Programming (OOP), we have attained the knowledge 
and skills needed to design and construct the Portable Password Bank. 

 
 Resources 

While researching information about the Portable Password Bank, it was 
necessary to speak with several University of Cincinnati faculty members. They 
provided background information and methods on how to interface our device 
using USB. 
 
With his background in C# and the technical skills he acquired at P&G, Professor 
Haas, was the main source for technical guidance. David Tashjian, with his 
knowledge of embedded systems, also provided technical guidance early in the 
project.  
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Project Goals & Brief Methodology 
An Atmel 89C5131 microcontroller, programmed in C, was used to allow the Portable 
Password Bank to interface to the computer. Once the programming was finished, the 
microcontroller could emulate a keyboard through USB. The microcontroller essentially 
sent hex code (as a keyboard normally would) to the computer. By doing this method, our 
device does not need any additional drivers. For added security, a master lock was used 
to prevent unauthorized users from using the stored passwords on our device. Initially, 
the device would not work until the master lock key combination is entered correctly. 
This key combination was predefined and is only known to the actual user. Figure 1 
shows a block diagram of how the Portable Password Bank prints a password to a user’s 
computer. 

 

 
Figure 1: Print a Password Design 

 

A user friendly Graphical User Interface (GUI), programmed in C#, was also included 
with the Portable Password Bank. The GUI has several menu options to help the user 
manage his/her passwords. It gives the user the ability to edit the passwords, change the 
master lock, save all the passwords to their machine, and output/generate a password for 
a particular slot. The software is only used on the home computer of the user. For 
improved security, the Password Configuration program is password locked. Only the 
user knowing the password to the Configuration program can access the options listed 
above. Figure 2 shows a block diagram on how the Password Configuration program 
could be used to manage a password. In addition, we added AES 128-bit encryption to a 
function that would allow the user to save all passwords to the computer, encrypted. This 
could only be decrypted by the GUI. 

 



 5 

 
Figure 2: Edit Password Design 
 

Overview 
The remainder of this report outlines how the project was completed. The report includes 
the following sections: project concept, design objectives, methodology, budget, timeline, 
problems encountered, and future recommendations. 
 

DISCUSSION 

 
This section provides an overview of the Portable Password Bank. A summary of the 
project objectives will detail the initial goals and their purpose. Also provided are the 
project budget, schedule, and the problems encountered during the construction of the 
Portable Password Bank. A description of further recommendations will also be 
illustrated. 
 
 
Project Concept 
The project idea began when both of us contemplated how insecure passwords can 
become. This seems to be usual for non-technical people since they often forget about 
computer security and the possibility that their accounts could be breached by 
unauthorized people. So the user has a couple of choices; they could make an easy 
password (so that they can remember it easily), or they could make a complex password 
and have a difficult time remembering it. In either case, it is more secure to have multiple 
complex passwords for different logins. It is difficult for anyone to remember 3 or 4 
complex passwords. These complex passwords could include: percent signs, numbers etc. 
Therefore, instead of having to remember a long list of complex passwords, the user 
could simply use the Portable Password Bank. The Portable Password Bank will even 
create the complex password for the user. All the user has to do is simply assign the 
newly created password to a specific slot (button) so that it can be retrieved later. By 
using the Portable Password Bank, there is no need to ever remember a password. 
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Design Objective  
The Portable Password Bank was meant to meet a number of objectives. While all of the 
major objectives were met, the fingerprint reader (used as a master lock) became less 
essential and was replaced by a specific key combination instead. By not implementing 
the fingerprint reader, the project was completed on time. It would have taken several 
months and additional funding to develop the software for the fingerprint reader and to 
integrate it with the Portable Password Bank. For simplicity, a key combination was used. 
 
The first objective was to use an embedded system to interface the Portable Password 
Bank through a computer’s USB port. This includes emulating a keyboard for the 
purpose of entering passwords into a password field without needing a driver. With this 
method, the device could be used on any Windows machine that has a USB device. 
 
The second objective was to allow the user to toggle between passwords using up/down 
arrows. Instead of this approach, one password was assigned to each button. Since there 
were four buttons, four passwords could be retrieved. The user would simply hold the 
button corresponding to the saved password and then press the password button. The 
buttons were numbered 1-4. At the same time, the menu to edit or print out passwords 
would be developed. 
 
The next objective was to create a Password Management Graphical User Interface that 
would allow users and/or system administrators to view and edit the passwords stored on 
the device. The Password Manager acting as a visual representation of the menu built into 
the Portable Password Bank would assist the user in editing passwords. This application 
also needed a password lock to prevent an unauthorized user from accessing saved 
passwords. 
 
The next objective was to design the Portable Password Bank so that user could retrieve a 
stored password at any time. The microcontroller needed to be able to read/write to the 
EEPROM at any time. The software programmed on the microcontroller would read from 
the EEPROM and know which password belonged to the button desired by the user. 
Again, since there were only four buttons on the Password Bank, the device could only 
store four passwords.  
 
The last objective was to create a master lock to prevent anyone from using the device 
except the owner of the device. As mentioned above, a key combination was used to 
unlock the device initially. There was also a blinking red LED indicating if the master 
lock was entered correctly. The red LED would blink three times if the master lock 
combination was entered incorrectly. However, if the combination was correct, the red 
LED would blink and stay lit for approximately three seconds and then turn off. 
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Methodology/Technical Approach 
To successfully achieve all the project goals, each objective had to be individually 
developed in order to verify proper operation and to allow for testing of each component, 
whether it be software or hardware. After finding a suitable development board, the next 
objective became developing the software for the device itself while also allowing us to 
test it at any point. Upon interfacing to the computer, the device was controlled by 
hardware and we later developed the Graphical User Interface to allow for better 
debugging and a visual representation of where the user was in the device’s menu. 
 

Before any designing began, we studied a lot of examples that showed how one could 
interface a microcontroller through USB. We also consulted with professors to verify that 
this project was feasible. In addition to this, we took some time to decide what the best 
qualities or features in such a project would be. After careful deliberation, we concluded 
that this project was indeed feasible and that the best attributes for a user would be 
security, convenience, portability, universality, and low cost. Through further discussions 
with our advisor and other professors, our main objectives were defined and construction 
began. 

 
Figure 3: AT89STK-05 Kit 
 

Using open source code and examples from Atmel, we learned how to emulate a 
keyboard. We used given open source code that detailed proper timing and the necessary 
communication standards used to implement the USB communication. After successfully 
emulating a keyboard and having proper setup to communicate through USB, we were 
able to connect the device to a computer and the computer would recognize it as a 
keyboard. Figure 4 shows the completed schematic of our device. 

Since the first half of the project was 
communicating through USB, it was 
essential to begin with developing the code 
needed on the microcontroller. We used the 
AT89STK-05 Kit to program and develop 
the software for our microcontroller, see 
Figure 3. Included in this Kit was the Keil 
μVision software that we used to develop 
and compile our code. We used Atmel’s 
Flip v3.4.2 to upload our code onto the 
microcontroller for testing. 
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Figure 4: Schematic 
 
Once that was complete, we used examples and developed code that allowed us to print a 
character to a text field in the computer. Once that was finished, the next step was to add 
additional push buttons to allow us the capability of navigating through menus we would 
later build into the project. While doing this, we created additional code for our device 
that would allow us to select a password. To do this we assigned each of the push buttons 
a memory location in the EEPROM. Once editing a password, the design we used made 
the user select one of the password slots, which would notify our program where in 
memory this password would be stored and later recalled from.  

 
Figure 5: Main Menu of GUI 
 

When the menu built into the 
microcontroller was partially complete, 
we started developing the “PPB 
Config”, the Graphical User Interface 
for the project. Developing this 
alongside with the Password Bank’s 
menu allowed us to make on the fly 
design decisions and quickly set up our 
menu. Figure 5 shows the Main Menu of 
the device after unlocking it. 
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In order for the microcontroller to read from the EEPROM, it was necessary for the 
microcontroller’s software to call a C program function. The microcontroller needed to 
be able to read/write to the EEPROM at any time. Every time that a button was held 
(corresponding to the chosen password) and the password button pressed, the software 
would call the “read from EEPROM” function and paste the saved password to the user’s 
login screen. Using the correct timing for USB, the text string was sent through the 
device’s USB cable to the computer.  

The master lock was created by 
first defining the correct key-
combination in the software. We 
also created a way for the user to 
change the master lock at any time 
by first typing in the old master 
lock and then typing a new one. 
As shown in Figure 5, the user can 
select option 2 to change the 
master lock. Once the user types in 
the new master lock, the key 
combination is saved to the 
EEPROM and this lock can be 
used even after unplugging the 
device and plugging it into another 

device. We wanted a way to show the user if the master lock was entered correctly. In 
order for this to function, we added a second circuit containing an LED, transistor, and a 
resistor. We took a wire from the transistor to a port pin on the microcontroller. We were 
able to turn off/on the light by the C code written for the microcontroller. As mentioned 
above, if the LED flashes three times, this indicates to the user that the master lock was 
not entered properly. However, when the LED turns on and stays on for three seconds, 
then turns off, this indicates that the master lock was entered correctly. A power light 
(LED) was also added to the device to show the user that the device is getting the 5 volts 
it needs from the computer through the USB connection. See Figure 6 for an image of the 
device with its indicator lights. 
 
Budget 
Table 1 shows an accurate account of the final budget for this project. The name of each 
component in the left column and its associated cost is directly across. As shown, the 
most costly component was the Atmel microcontroller development kit, as seen in Figure 
3. This was because the development kit came with extra components that were not 
needed in the project. These components include: RS-232 port, alternate power supply, 
and misc. small electronic surface parts.  
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Component Price 
AT89STK-05 Development kit $224.00 
Microsoft Visual C# 2010 Express Free 
LEDs $2.00 
Push Buttons $7.00 
Case $5.00 
Miscellaneous Parts $4.00 
Total Cost $242.00 

Table 1: Final Budget 
 

Timeline 
Figure 7 shows an accurate timeline for all the work performed. Each task relied on the 
completion of another in order to be integrated properly. It took longer than expected for 
all of the software to be completed. It also took longer to test/debug the Portable 
Password Bank. When the project was tested, another flaw was detected and needed to be 
corrected. In the end, however, the project was completed on time. The Password Bank, 
by design, also has room to be expanded. It seemed that regulating workloads and 
assigning specific tasks between both of us allowed our project to be completed on time. 
 

 
Figure 7: Final Schedule 
 
Problems Encountered/Analysis of Problems Solved 
This project was mostly successful but not without difficulties. The item that became the 
most challenging problem dealt with the memory management of the Password Bank. 
Another unexpected issue was the use of numerous faulty push buttons. Thanks to 
examples of memory management from Atmel and open source code as well as Dave 
Tashjian for his assistance in inspecting the push buttons, we were able to overcome 
these issues. 
 
First, only having an understanding of memory management in Assembly language, we 
had relatively no idea how to read from and write to the EEPROM. Thanks to Atmel’s 
sample code, some open source code and many hours of trial and error, we gained 
enough of an understanding to gain the ability to store passwords to the EEPROM and 
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call them when needed. This allowed us to keep the passwords saved upon disconnecting 
the power.  
 
The second, and most frustrating, issue was faulty push buttons. We initially programmed 
our device and tested the push buttons and they worked fine. A few weeks into the 
project, they stopped working. We spent nearly two weeks troubleshooting this issue. In 
this time, we checked our code, purchased new push buttons, testing and using those, 
having those fail as well, and verifying that the current and voltage going through the 
push buttons were within proper limits before we found out that it was indeed just the 
push buttons that were the problem. In total, we had 14 faulty push buttons. This was due 
to using push buttons from a store that was notorious for faulty parts and push buttons 
that were left in a dry basement for a few years. After finally solving this problem, we 
were able to complete our project according to our schedule. 
 
 
Future Recommendations 
One of the design decisions was to use four push buttons, one for each password. Using 
this method allowed us to complete our project on time but limits the user to storing only 
four passwords. Also, due to the time and budget constraints, we were unable to 
incorporate the fingerprint reader as the master lock.  
 
Having only a minimal understanding of how to manage the memory of an embedded 
device in C and time constraints, we were unable to incorporate additional password 
storage. All that would be required to implement this would be the use of “Up/Down” 
arrows and an understanding of how to cycle through memory locations corresponding to 
the button presses.  
 
The incorporation of the fingerprint reader would require more funding and time to 
develop. Additional time and code would be required to program the embedded 
fingerprint reader. To successfully implement this, one would need additional funding, 
and about a month or two of time to interface the embedded fingerprint reader to the 
microcontroller. Using this, would allow the user to have a more convenient and secure 
way of accessing the Portable Password Bank. 
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CONCLUSION 
 
 
This project turned out to be a practical solution for people using several passwords for 
their logins. There are passwords for email accounts, for logging into computers, and for 
accessing high security databases. It can be difficult for a user to remember a complex 
password for each application. By using the Portable Password Bank, people have the 
ability to use complex passwords without the need to remember them. This could be used 
by anyone with a Windows machine that has a USB port. For optimal security, there 
should be a complex password for each application and login screen. The Portable 
Password Bank’s master lock gives the user insurance that the device will be protected 
when it is not in use.  
 
This project has driven both of us from the beginning. We were able to take our 
knowledge from our Embedded Systems courses and programming courses, all taken at 
the University of Cincinnati, and apply it towards our project. We were able to create a 
design product that is not only practical, but that is also easy to use, portable, universal, 
and secure. The Senior Design project has proven how much we have learned and how 
our skills advanced through our education. Through hard work, long nights, research and 
determination, we were able to construct the Portable Password Bank. In summary, we 
are both certain, with our current abilities, that we can accomplish any future projects 
given to us accurately and efficiently. 
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APENDIX A: AT89C5131A Hardware Guide 
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APENDIX B: AT89C5131A Software Guide 
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