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ABSTRACT 
 

The IPv6 Network Implementation for the University of Cincinnati is an 

indispensable project that has been in pre-development for the past decade. 

The University of Cincinnati is in the process of upgrading their existing 

infrastructure to a dual-stack network that will have Internet Protocol version 4 as 

well as Internet Protocol version 6 network traffic. Using a specially-configured 

network segment, we have built a proof-of-concept for IPv6 that demonstrates 

the capabilities of this new protocol and the benefits it provides over IPv4.   

 

The IPv6 protocol has been available for years, but the upgrade process is 

strenuous and there are no detailed instructions to assist colleges and universities 

through the initial implementation.  To foster this transition, we agreed to assist 

the University with not only the initial upgrade to dual-stack but also with a Web-

based application to streamline the process for users as well. To ensure the 

campus production network was unaffected, we sculpted a virtualized scale 

network of UC’s infrastructure within the Network Operations Center to test every 

client and server operating system.  The Web application provides both Network 

Administrators and users assistance along with step-by-step instructions to ease 

the transition through the Internet protocol upgrade; ensuring the process is as 

seamless as a network upgrade can be. One of the University’s core routers had 

to be replaced to ensure compatibility with an IPv6 dual-stack network.   

 

The IPv6 Network Implementation for the University of Cincinnati was a colossal 

achievement for the University of Cincinnati and this project will provide them 

with the guidelines and impetus to keep pace with upcoming networking 

standards. 
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I. STATEMENT OF PROBLEM 
 

1.1  INTRODUCTION 
 

This technical project was constructed and implemented by three 

students in Information Technology studying at the University of Cincinnati 

with a primary major in Networking and shared interest in routing the 

networks of the world into a better state.  This proposal illustrates the 

details and process of that project, as well as the reasons it is a necessary 

upgrade. 

The transition of network infrastructure to Internet Protocol version 6 was 

set forth as a near-term goal of the University of Cincinnati Information 

Technology Department (UCIT). An initial meeting was held between the 

three undergraduate student partners and the principal representatives 

of the UCIT team – Mark Faulkner, Dianna Noelcke, and Dave Dessauer. 

The meeting allowed for requirements to be put forth and a timeline 

established, as well as a brief overview of what the anticipated 

milestones to be achieved would be. 

Access to the university’s Network Operations Center (NOC) was 

provided on a limited basis in order for the initial setup to begin. We were 

additionally introduced to another member of UCIT, Brian Ruehl, who was 

instrumental in assisting our work in the Network Operations Center off-

campus and on.  
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1.2  DEFINITION OF NEED  

At the moment, there exists a huge problem with the Internet 

Engineering Task Force (IETF) current standard of Internet Protocol.  The 

world’s Internet address provisioning standard is utilized by billions and 

there is an ever-growing severe shortage of public IPv4 addresses. IPv4 

lacks scalability as it only provides around 4 billion unique IPv4 addresses. 

The Internet Assigned Numbers Authority (IANA) manages the allocation 

of address space globally and the pool of IPv4 addresses is nearing 

depletion.  As of September 14th, two of the five Regional Internet 

Registries have exhausted their available IPv4 addresses. Unless 

businesses act now to safeguard their network, the future expansion of 

the Internet will be compromised.  

IPv4 allocates addresses poorly and adds unnecessary work for routers. 

The lack of security at the network level also adds a huge hole in privacy 

and anonymity when connected over the Internet. Another facet of the 

problem lies in the lack of support for a VOIP infrastructure within the IPv4 

framework. The university is pursuing the implementation of new a VOIP 

system, but IPv6 is an almost necessary component for an organization 

of its size. In order for the network to be able to provide proper quality of 

service (QOS) for the VOIP traffic, it needs the IPv6 protocol to handle 

that large of a volume of traffic.  The main problem with Internet 

Protocol version 4 is that there are just not enough unique addresses to 

go around.  
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1.3  CURRENT OPTIONS 

There are a limited number of options for Internet Protocol on large-scale 

enterprise networks.  Individually, at your private residence you would be 

able to contact your Internet Service Provider (ISP) and confirm that their 

networks are IPv6 proficient.  Then you can easily search the Internet or 

even discuss the upgrade with the fine gentleman at Time Warner, 

Cincinnati Bell, etc. They can walk you through the almost mindless 

process of getting an IPv6 IP address, ensuring that you have an 

operating system that supports it. (Most operating systems from the last 

decade provide support for this new protocol.) 

But for colleges and universities, there just isn’t a surefire way of 

upgrading the entire campus network seamlessly and providing the users 

(students) with the support they are sure to need mounting in the lack of 

knowledge and understanding of the Internet Protocol upgrade process. 

As a group, we discussed the best options for our project and most of all, 

the best options for the University of Cincinnati to not only initiate, but 

ease this transition well after we have graduated.  The decision was 

made to upgrade to a dual-stack network using the current IPv4 

backbone while adding the IPv6 protocol.  Testing would be done in a 

virtual environment to avoid the risk of problems on production, and a 

Web application would be created to ease the users through the 

transition period. 
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II. DESCRIPTION OF SOLUTION 
 

2.1  SOLUTION OVERVIEW 

Internet Protocol Version 6 can support about 3.4×1038 addresses and is 

the Internet Engineering Task Force’s (IETF) successor technology to IPv4.  

UCIT has asked for assistance in implementing IPv6 here at the University 

of Cincinnati. They have obtained approval from ARIN, the American 

Regional Internet Registry, and are on the cusp of starting the transition. 

We have worked with UCIT to begin standing up a series of servers and 

an IPv6 address stack within the Network Operations Center on West 

Campus. This will be a non-production network segment on which we 

can test UC’s critical operating systems, core applications, and various 

VPN and VOIP capabilities. 

In addition, there are many different operating systems that exist on the 

University of Cincinnati’s network that need to be compatible with IPv6. 

Therefore, we have strategically chosen the following operating systems 

to test: 

 Windows Server 2012 

 Windows Server 2008 

 Windows Server 2003 

 Windows 8 (64-bit) 

 Windows 8 (32-bit) 

 Windows 7 (64-bit) 

 Windows 7 (32-bit) 

 Windows Vista
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 Windows XP 

 Mac OSX 

 Ubuntu 

 Fedora 

 CentOS 

 FreeBSD 

 OpenSUSE 

 

Also, UCIT has asked us to identify any network components that will 

need to be changed or upgraded. We must also determine how 

different groups on campus will be affected by IPv6 along with the cost 

of new hardware and software. In addition to alleviating the shortage of 

IP addresses, the change of protocol will help UC in other ways as well. 

IPv6 includes IPSec security as well as being more efficient to route. UC 

has a vast internal network and its routing tables will be made more 

efficient. And, since IPv6 is more directly addressable and has better 

mobility capabilities, it will help ease the university’s transition to VOIP 

telephony. Our solution will be testing not only operating systems, but 

also applications on those systems, and the hardware connecting the 

systems.  

The final portion of our solution will be the testing of a fully-implemented 

and routed segment of the network. Once UCIT enables the segment, 

we will have the ability and responsibility for confirming that it performs 

as expected and that our preliminary test results are confirmed in 

production.  
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2.2  COST REDUCTION 

In the long run, upgrading and utilizing the IPv6 Address Space provided 

will save not only money for the university, but weeks of time and effort 

for the Network Operations Center in dealing with issues known to occur 

with IPv4.  

Also, testing in a virtual environment keeps the production network that 

students use every day unharmed and unaltered.  Virtualizing UC’s 

network allows us to match the scale and server capacity of an 

enterprise network, without the hardware cost and power throughput. 

In summary, to reduce cost we: 

 Initiated the upgrade to IPv6 

 Tested in a virtual environment 

 Virtualized all servers and clients 

 Set up a Website for easy access to tutorials 
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2.3  ACCESSIBILITY 

Access to the Network Operations Center at the University of Cincinnati 

is limited, and this data center is kept secure and intact.  Virtualizing this 

environment is an ideal solution so that we can test without breaking 

anything.   

But we chose to virtualize and house our virtual network within the 

Network Operations Center so that the IPv6 network and address space 

would be identical to the physical campus network we are going to be 

implementing on after testing. 

In order to ensure we have access after-hours when the N.O.C. is closed, 

we set up a few Routing and Remote Access Servers using XFCE (RRAS) 

and Windows Remote Connect.  We set it up so that each person would 

share a single session, so we could all access, collaborate, and test with 

maximum efficiency.  
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2.4  USER PROFILES 

The users that will be affected by this process will be the university’s 

faculty, staff, students, and prospective students. As many users now 

carry several different devices which utilize TCP/IP traffic (including 

smartphones, laptops, and tablets), they will be impacted several times 

over. 

 

 

FIGURE 1: Use Case 
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2.5  STUDENTS 

Users need to seamlessly (almost without knowing) get an IPv6 Address 

along with their IPv4 Address.  This allows for Internet access through a 

tunneled dual-stack network utilizing both IPv4 (current Internet Protocol 

Standard) and IPv6.  First and foremost, this project is for the students; the 

hundreds of thousands of users that will be accessing this network and 

will (even unknowingly) benefit from the IPv6 upgrade.  

2.6  FACULTY 

Everyone logging onto the University of Cincinnati network will need 

Internet access as well as the ability to access Blackboard and all of its 

resources.  The IPSec added security feature of IPv6 will also help 

professors and technical faculty remain secure online while grading and 

communicating with their students. 

2.7  ADMINISTRATORS 

After the initial upgrade to IPv6 or even an IPv4/IPv6 dual-stack 

environment; the interaction needed from Administrators should be 

minimal.  But just in case something would go wrong, the Network 

Administrators would need access to the entirety of the network 

features. This was kept in mind when initializing this upgrade, so that this 

project will continue to be scalable.  Network Administrators will connect 

as such, but with added Administrative capabilities to manage the 

network.
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III. DELIVERABLES 
 

3.1  OUR DELIVERABLES 

The deliverables we unveiled at the Technical Exposition were structured 

around the complete upgrade and initialization of IPv6 to the University 

of Cincinnati’s network. Those deliverables are: 

 Showing why IPv6 is not only an upgrade, but a necessity 

 Web Application detailing IPv6 upgrade tutorials for users 

 Portion of UC’s network running Dual-Stack flawlessly 

IPv6 is the next logical step for networking protocols, and this project will 

do everything it can to ensure the University of Cincinnati is prepared 

and diligent in its network upgrade process. We will be delivering 

complete documentation (in a Web Application form) on implementing 

a dual-stack environment on Windows, Mac, and Linux operating 

systems; complete documentation on implementing an IPv6 

environment on Windows, Mac, and Linux operating systems; and a 

working segment of the University of Cincinnati’s network in dual-stack 

which we showcased at the Technical Expo.  

The documentation will provide the University of Cincinnati everything 

they need to get their feet wet in the IPv6 Ocean, and any potential risks 

for implementing IPv6 in particular environments.   
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IV. PROJECT DEVELOPMENT 
 

4.1  SOFTWARE REQUIREMENTS 

Several different software requirements were essential to implement the 

Internet Protocol version 6 readiness assessment for the University of 

Cincinnati. VMWare Workstation version 9 was used to build a virtualized 

environment that emulated the University of Cincinnati’s production 

network. On the virtualized infrastructure, every operating system on the 

University of Cincinnati’s production network was installed. These 

operating systems include: 

 Windows Server 2012 

 Windows Server 2008 

 Windows Server 2003 

 Windows 8 (64-bit) 

 Windows 8 (32-bit) 

 Windows 7 (64-bit) 

 Windows 7 (32-bit) 

 Windows Vista (64-bit) 

 Windows Vista (32-bit) 

 Windows XP (64-bit) 

 Windows XP (32-bit) 

 Mac OSX 10.8 “Mountain Lion” (64-bit) 

 Mac OSX 10.7 “Lion” (64-bit) 

 Mac OSX 10.6 “Snow Leopard” (64-bit) 

 Fedora 17 (64-bit) 

 PC-BSD (64-bit) 

 Ubuntu 12.10 (64-bit) 

 openSUSE 12.2 (64-bit) 
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In addition to virtualization software and operating systems, other 

software was used to build the Internet Protocol version 6 readiness 

assessment application. The Internet Protocol version 6 readiness 

assessment application was built using the following user stories to gather 

software requirements: 

 As an administrator, I want to view a list of tutorials for configuring 

Internet Protocol version 6 on operating systems. 

 As an administrator, I want to view a step by step guide for 

configuring Internet Protocol version 6 on operating systems. 

 As an administrator, I want to view an image depicting the steps for 

configuring Internet Protocol version 6 on operating systems. 

 As an administrator, I want to know additional information about 

the steps for configuring Internet Protocol version 6 on operating 

systems. 

As an administrator, I want to know the differences between configuring 

Internet Protocol version 6 on 32-bit operating systems, and configuring 

Internet Protocol version 6 on 64-bit operating systems.  
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4.2  HARDWARE REQUIREMENTS 

There exist several hardware requirements to perform the Internet 

Protocol version 6 readiness assessment for the University of Cincinnati. 

First, a router that is capable of routing Internet Protocol version 6 traffic is 

mandatory. For the readiness assessment, we used Windows Server 2012 

as a router by installing and configuring Routing and Remote Access 

services. Alternatively, an enterprise border router capable of routing 

Internet Protocol version 6 traffic may be used, such as Dell PowerEdge 

M610x. Additionally, a switch that is capable of performing Network layer 

operations. This enables special functionalities such managing Access 

Lists (VLANs), which would be an expected function for an enterprise 

such as the University of Cincinnati.  

In order to perform adequate testing, client workstations were 

mandatory. These machines included multiple Lenovo ThinkPad T530s, 

and multiple Apple Macbook Pros. 

For the Internet Protocol version 6 readiness assessment application, the 

following are required: 

 Architecture: 32-bit required (64-bit recommended). 

 Free space: 256MB required (30GB recommended). 

  Memory: 64MB required (1GB recommended).
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4.3  TIMELINE 

Reaching from August to November is the planning process, while 

December to June is reserved for testing and final implementation. The 

virtual scale of the University of Cincinnati’s network was the backbone 

but we pushed to actually implement our IPv6 network upgrade onto 

campus.  

 

FIGURE 2: First Semester Timeline 
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To set goals and monitor progress of the project, it was separated into 4 

distinct phases:  

1. Scale Virtualization of UC’s Network 

2. Testing Dual-Stack Reliability of IPv4/IPv6 Networks  

3. Detailing Instructions and Results 

4. Finalization and Campus Network Implementation. 

           

 
FIGURE 3: Second Semester Timeline
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4.4  BUDGET 

The University of Cincinnati provided most of the hardware required to 

implement IPv6 on their infrastructure. In addition, the University of 

Cincinnati provides Information Technology students with access to 

Microsoft Developer Network accounts which provides those students 

with access to all Microsoft-based operating systems. All other operating 

systems are open-source and freely accessible.  

The estimates provided are based on a medium-to-large enterprise. 

Hours and cost per hour will vary depending on size of the enterprise and 

the varying software requirements, and hardware requirements. This 

budget includes tasks required to replicate the Internet Protocol version 

6 readiness assessments. In addition, expenses required to establish a 

testing environment where tests can be performed in order to provide 

necessary quality assurance are also provided.  

Lastly, estimates are provided for developing an Internet Protocol version 

6 readiness assessment application. These estimates are for gathering 

user stories, performing user analysis, user interface design, software 

development, quality assurance, testing, infrastructure, and user 

acceptance testing. 

The following figures detail our estimated cost and quantity totals:
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Task Hours Cost/Hr Total 

Analyze existing network infrastructure 30 $100 $3,000 

Implement existing infrastructure in virtual 

environment 

70 $100 $7,000 

Install existing operating systems in virtual 

environment 

20 $100 $2,000 

Configure operating systems in dual-stack 100 $100 $10,000 

Test operating systems in dual-stack 100 $100 $10,000 

Configure operating systems in IPv6 100 $100 $10,000 

Test operating systems in IPv6 100 $100 $10,000 

User Experience Design 80 $80 $6,400 

User Interface Design 80 $80 $6,400 

Web Application Development 100 $250 $25,000 

Web Application Functional Testing 100 $100 $10,000 

User Acceptance Testing 100 $100 $10,000 

FIGURE 4: Services Budget 

Expenses Quantity Cost Total 

Windows Server License 3 $5000 $15,000 

Windows Client License 4 $50 $200 

Macbook Pro (for OSX) 1 $1,200 $1,200 

PowerEdge M610x 3 $2000 $6,000 

Lenovo ThinkPad T530 9 $700 $6,300 

Apache Web Server 1 $1,000 $1,000 

Total   $139,500 

FIGURE 5: Hardware Budget
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4.5  NETWORK OPERATIONS CENTER 

The network operations center at the University of Cincinnati is a 

centralized network monitoring and control center for network 

communications. Inside of the network operations center exists the 

production infrastructure of the University of Cincinnati’s network. A small 

non-production segment was built to establish a virtualized network on 

the University of Cincinnati’s network. Additionally, the network 

operations center routes all traffic from the core of the network, to the 

edge of the network. All Internet Protocol version 6 traffic was routed 

from the border to the edge in the network operations center.  

4.6  PHYSICAL INFRASTRUCTURE 

The physical infrastructure used included Big Papa, a border router on 

the University of Cincinnati’s network inside of the Network Operations 

Center. Directly connected to Big Papa, was a layer-3 switch. This 

segment provided the physical infrastructure needed to implement a 

virtualized environment. Hanging off of the switch was two other physical 

machines, a Lenovo IdeaPad Y500P, and an XFCE toaster. 

The production segment included the East Core HPB router, which 

connected to the College Conservatory of Music Distribution router, and 

provided public Internet Protocol version 6 traffic to the Tangeman 

University Center network.
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4.7  VIRTUAL INFRASTRUCTURE 

The virtual infrastructure used was built in VMWare Workstation version 9. 

The virtual infrastructure existed on the two physical machines, a Lenovo 

IdeaPad Y500P, and an XFCE toaster. This virtual environment powered 

the foundation of powering the following virtual machines: 

 Windows Server 2012 

 Windows Server 2008 

 Windows Server 2003 

 Windows 8 (64-bit) 

 Windows 8 (32-bit) 

 Windows 7 (64-bit) 

 Windows 7 (32-bit) 

 Windows Vista (64-bit) 

 Windows Vista (32-bit) 

 Windows XP (64-bit) 

 Windows XP (32-bit) 

 Mac OSX 10.8 “Mountain Lion” (64-bit) 

 Mac OSX 10.7 “Lion” (64-bit) 

 Mac OSX 10.6 “Snow Leopard” (64-bit) 

 Fedora 17 (64-bit) 

 PC-BSD (64-bit) 

 Ubuntu 12.10 (64-bit) 

 openSUSE 12.2 (64-bit) 
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4.8  RISK ANALYSIS 

The Internet Protocol version 6 readiness implementation for the 

University of Cincinnati had high risk. There existed many external 

dependencies outside of our control. Before implementing a virtualized 

network, an Internet Protocol version 6 address had to be acquired from 

the American Registry for Internet Numbers. In addition to registering for 

the Internet Protocol version 6 address, the University of Cincinnati’s 

Internet Service Provider was required to route the Internet Protocol 

version 6 address. 

The readiness assessment relied heavily on internal resources too. 

However, these resources were often unavailable and absent response. 

Any routing that was necessary on the production network needed to 

be approved by the network operations center, and also implemented 

by the network operations center. 

In addition to absent resources, there was additional risk in the time 

constraints imposed on the network operations center. To manage this 

risk, a virtualized environment with routing and remote access was 

implemented. This provided us a way to continue progress regardless of 

the time constraints.  Because the network operations center was 

responsible for any routing done on the production environment, testing 

on production environment was impossible. We relied entirely on the 

internal resources at the University of Cincinnati to perform tests. 



 

  21 

 

FIGURE 6: Network Risk Analysis 

The highest risk with a network upgrade is on the hardware and existing 

network.  The threats are real, and the current network has done a good 

job of keeping them at bay. The network admin must be able to defend 

the networks core services and applications. 

Lastly, the virtualized infrastructure provided some difficulties too. Even 

though we utilized enterprise quality virtualization software, there is a 

point in which there are too many virtual machines running on one 

physical machine. Problems such as running out of memory and over-

heating the CPU posed high risk when trying to test. 
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V. PROOF OF DESIGN 
 

5.1  NETWORK DESIGN 
 

The diagram below is our initial testing environment with a dual-stack 

IPv4/IPv6 network.  This is a secure network separate from the UC 

production network, which allows for the testing of IPv6 applications 

without the risk of compromising the entire network college-wide.  The 

number scheme is shown below. 

 

FIGURE 7: Subnet Overview
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The virtual scale UC network compiled consists of many different servers 

and clients of various operating systems.  Network connections are 

tested by tunneling IPv6 connections through IPv4 and issues are 

monitored and fixed. 

 

FIGURE 8: Virtual Network Plan 

An overview of the plan for our virtual network is shown above.  
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Multiple server farms and forests housing client operating systems 

connected to our IPv6 dual-stack network to test before implementation 

on production can begin. As you can see below is the finalized IPv6 

Cloud Lab based on the previous network plan. The final virtualized lab 

of clients and servers is almost identical to the original plan that was 

drawn out.  We were able to test all variations of operating system and 

different network connections from physical to wireless to remote 

connections. 

 

FIGURE 9: Completed Virtual Network 

 

As stated before, this IPv6 Cloud Lab is housed in the Network Operations 

Center at UC on a few laptops and servers that we connect to remotely 

through a VPN connection to the University of Cincinnati’s campus 

network.
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             FIGURE 10: Production Testing Diagram 

 

Testing in the Great Hall of TUC and showcasing the IPv6 network for the 

Technical Expo was the best choice for production testing as well.  The 

diagram above illustrates the network being routed over multiple routers 

and distribution points to reach TUC. 
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To provide a better outlook on the scale of the University of Cincinnati’s 

network here are the Core Routers and Distribution centers. 

 

FIGURE 11: UC Distribution Diagram 

 

The Perimeter Router is at the bottom connected to HPBCore Svcs, 

where our IPv6 Lab is listed and connected to the Network Operations 

Center.  The East Core and West Core routers are listed which are the 

backbone that provides access to all of the University of Cincinnati 

campus and off-campus networks. 
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The Access portion of the network feeds from the East and West Core 

Routers into GRI, ERC, Sanders, NEW-MSB, MSB, CCM, Stetson, HPB, and 

Stratford.  Each of these different access categories and router farms 

provide network access to various parts of the University of Cincinnati 

Network. 

 

FIGURE 12: UC Access Diagram 

 

TUC is part of the CCM group and is where we chose to test our network 

on production.  We did this so we would also be able to display our 

working network as a deliverable during the Tech Expo.  
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5.2  DESIGN CONCEPTS 

It was decided early on in the process that though our research was 

delving deeply into the concerns UCIT had regarding the configuration 

of the protocol, we ought to focus our final deliverables toward the 

student, faculty, or staff users and that our resources should be very easy 

to use. The design focus was shifted toward instructions and aids that 

would help a non-expert user configure their IPv6 connection under 

various operating systems. The design of the Web application was 

tailored to be agnostic of platform utilized and to be responsive. The 

advantages that this proffered were substantial, allowing the Web 

application to be accessible from various devices and providing a 

seamless and consistent experience on each.  

Additionally, it provided a means for the student body to utilize on-

demand and in a format that they could easily digest in the incarnation 

of mobile browsing. The final parts of design were accomplished using 

the best practices of Website and interface design, making the controls 

as intuitive as possible and delineating the purposes of any controls that 

were unclear. It was decided that all operating system screen captures 

would be performed at a standardized screen resolution and provided 

as both a full screen capture and a thumbnail. This, along with the step-

by-step instructions for each operating system, allowed users to see a full 

level of detail for each necessary task.
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5.3  WEB APPLICATION 

Initially, the University of Cincinnati was expecting a very lengthy Word or 

PDF document which contained the testing results of the Internet 

Protocol version 6 readiness assessment.  

However, word documents and PDFs suffer from a few critical flaws. 

Word documents are not user-friendly. Word documents do not provide 

a convenient method for users to search and sort information. Lastly, 

Word documents are not nearly as accessible as a Web application 

would be. 

In order to provide the University of Cincinnati with a better quality 

product, and a better user experience, we developed IPvSealTeam6 

(http://ipvsealteam6.com/).  

This Web application enables users to search and filter for the operating 

systems he or she is looking to establish an Internet Protocol version 6 

address on.  

Once located, the user may click-through to find a detailed, step-by-

step guide on enabling Internet Protocol version 6 traffic on their 

operating system. Additionally, each step includes a visual guide to help 

assist them in the process of receiving an Internet Protocol version 6 

address. 

http://ipvsealteam6.com/
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Lastly, we wanted to provide the University of Cincinnati the best user 

experience as possible. Because most Web applications are accessed 

on mobile devices, we developed the Web application using responsive 

design. Therefore, no matter what device connects to the Web 

application, they will be able to utilize the Website in an optimized 

format. 

 

FIGURE 13: Web Application – IpvSealTeam6 

Above is a screenshot from our Web Application showing the list of 

operating systems in an appealing, searchable, mobile-friendly format.
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IPvSealTeam6 is a client-side Web application built on AngularJS, a 

JavaScript Model-View-Controller framework developed Google. It 

leverages a combination of HTML5, CSS3, JavaScript, and JSON, and 

resides on an Apache Web Server provided by MeditaTemple, an 

enterprise Web hosting company. The domain name, ipvsealteam6.com 

is registered through MeditaTemple. 

 

FIGURE 14: IPvSealTeam6 - Tutorial
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Tutorials are shown including a number of steps, each accompanied by 

an image that you can click on which opens a pop-up window within 

the browser to zoom in and show you what the steps are entailing.   

For example, if I clicked on an image in the Windows 7 tutorial this image 

would pop up (shown by the diagram below). You can then click the 

“close” button or just click outside of the pop up to return to the full 

tutorial. 

 

FIGURE 15: IPvSealTeam6 – Image
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Tutorials are grouped by Operating System. 

You can search for your own operating system that you are running, and 

the results will filter and update in real-time. If you were to search 

“Windows” you get the results listed below in the diagram. 

 

FIGURE 16: IPvSealTeam6 - Search Windows 
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This works on your mobile device as well. If you were to search “Linux” 

you get the results listed below in the diagram. 

 

FIGURE 17: IPvSealTeam6 - Search Linux 

This real-time search function brings you the tutorial that will help you as 

fast and efficiently as possible. Tablets and mobile devices can also bring 

up the tutorial in case you wanted to assist a friend, or keep your screen 

clear.  If you were to search “OSX” for Macintosh computers you would 

get the results listed in the next diagram.
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FIGURE 18: IPvSealTeam6 - Search Mac 

IPvSealTeam6 was developed using traditional software development 

environments. It was initially built in a development environment on a 

local machine. After code was completed it was pushed into a testing 

and quality assurance environment that existed on a remote Web 

server. After testing was completed, any defects found were fixed in the 

development environment and pushed back to the testing 

environment.  

When all defects have been logged as fixed, the testing environment 

was pushed into a staging environment that existed on a replicate of 

the production environment. Following a final test on the staging 

environment, if all things were cleared they were pushed onto the 

production environment. 
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5.4  ADMINISTRATIVE TOOLS 

The administrative tools utilized to keep the project on budget, on time, 

and on task included Microsoft Visio and Microsoft Project. The bulk of 

inter-team communication was handled either in-person or via email 

and the team often met using Google Hangouts, a product and 

component of Google Plus.  

Microsoft Visio was used to keep careful track of all virtualized network 

environments and their IPv6 addressing on the non-production segment 

during the testing phase of the project. Later, Visio was utilized to 

convert UCIT’s analysis and internal networking paths to easy-to-

understand graphics that could be used for the group’s poster. Visio was 

also useful in allowing the team to track changes to the testing 

environment over time. 

Microsoft Project was useful for the purposes of analyzing our budget 

and dividing the project up into increments and stages. These individual 

stages were stratified across time periods and tracked carefully to keep 

the team on schedule; each phase of the project had to be completed 

as originally outlined in order to ensure that the project would have 

adequate time to prepare for the final presentations. 

Google Hangouts were useful for practicing the speech-giving portions 

of the project and allowing the group to interact with one another when 

we were unable to meet face-to-face. 
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5.5  PRODUCTION DEPLOYMENT 

The production deployment for the project consisted of several 

simultaneous endeavors; first and foremost, the Network Operations 

Center personnel within UCIT were informed of the necessary routing 

destinations necessary to route traffic to the site of the Technical 

Exposition. Though UCIT would not allow us to perform the routing 

ourselves due to the inherent sensitivity of the network devices installed, 

we were responsible for obtaining all the information that would serve 

them in their efforts. 

The next effort of the team involved the population and deployment of 

the Web application so that it would be a vital tool once the roll-out 

phase occurs for the university. The site was designed and tested on an 

internal network to certify full functionality and validity and then was 

published to a production hosting solution. Once publicly visible, the site 

was tested thoroughly once more and each of its specific operating 

systems certified a final time. 

The project was actually changed from “IPv6 Network Assessment for the 

University of Cincinnati” to “IPv6 Network Implementation for the 

University of Cincinnati” after pushing the Network Operations Team to 

allow us to route our network to UC’s campus. This made the IPv6 

upgrade more of a reality, than just a god idea in theory. We mapped 

the best place to route our network to production and got to work on 

testing
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VI. TESTING RESULTS 
 

6.1  TESTING PROCESS 
 

The very first step in the process was to plan how we would ideally 

implement this change with the least amount of impact to the current 

infrastructure. The tactic we found worked best would be a core-to-

edge approach – implement IPv6 addressing on the core routers for the 

university, test functionality using a non-production segment, and then 

eventually configure additional routers to do the same, working our way 

towards the edge of the network. In this case, the edge is designated by 

the routers that provide direct access to client workstations. 

The core-to-edge approach would first be used to test the functionality 

of a dual-stack configuration, with both IPv4 and IPv6 enabled. This 

would give us an early glimpse at any non-compatible components or 

elements, so that we could provision their replacement or retrofitting in 

advance of full-scale IPv6 implementation.  

It was found through this approach that one of the university’s two core 

routers would need replacing, and this threatened to throw the entire 

project off schedule and our final deliverables into question. UCIT and 

the NOC team specifically were polled often for updates on the project 

status and harried into getting the replacement performed in advance 

of the allotted deadline. It was a necessary component for routing traffic 

beyond the core of the network. 
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While the router was being replaced, we continued the work on our 

array of devices and platforms operating from a non-production 

segment using dual-stack addressing. These operating system 

configurations were instrumental for us in determining the extent of steps 

that would be necessary to implement IPv6 for each environment. The 

steps involved contributed to the Web application’s development and 

prepared us for the final portion of testing; configuring IPv6 on a 

production segment of the university’s network. 

In advance of Tech Expo, the NOC team routed IPv6 traffic from the 

core router, through distributing routers (such as the large one serving 

the vicinity of CCM) and to the very edge of the network, culminating in 

a single jack of TUC’s Great Hall. This was accomplished using a VLAN 

and tested in advance of Tech Expo to ensure that, once properly 

configured with IPv6, a client computer could operate using the dual-

stack address. 

Testing on this VLAN in TUC completed shortly before Tech Expo and 

demonstrated several other findings that would need to be reported to 

UCIT. Chiefly among these concerns was the need to accommodate 

IPv6 DNS on any segment where dual-stack addressing was present, 

otherwise the clients would not be able to communicate or pass traffic 

beyond that specific network segment. After dispensing with this issue, 

the segment was found to be fully functional and ready for Tech Expo 

and served as conclusive evidence that our approach worked.
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6.2  VIRTUALIZED ENVIRONMENT 

The decision to utilize a virtualized environment within the network 

operations center for the purpose of configuring each operating system 

with IPv6 ultimately presented not only the option of convenience, but 

also turned out to be imperative. We were admittedly quite lucky that 

we had the backing of the University for this project; we were initially 

offered sufficient resources to have handled several different operating 

system installations at a time and to run them on dedicated hardware. 

However, for the sake of expediency and ease of access for our team 

(due to the limitations placed upon us in regards to physical access to 

the Network Operations Center), we opted to create a series of 

virtualized environments that could perform the functions that we 

required. 

Since virtualizing this environment is a cheaper, more efficient way to 

scale and test the University of Cincinnati’s network, why not take it one 

step further? We decided it would be ideal to keep our network housed 

in the Network Operations Center so that the hardware and operating 

systems are virtual but the IPv6 network will be physical and exactly the 

same as what will be pushed to production. Due to the scale of UC’s 

network and the many different and varied constraints placed upon us 

in the testing of these operating systems, it allowed us to perform a 

careful division of labor and resources in order to complete the project 

within the timeframe.
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6.3  DUAL-STACK TUNNELING 
 

This virtual network was set up over 2 physical servers located within the 

UC Network Operations Center (NOC).  This network will test not only 

different operating systems, but variations of those operating systems. The 

best ways to ensure all problems are caught early and documented 

along with a detailed fix for the issue. Below is a list of the various 

operating systems completing the virtual scale model of the University of 

Cincinnati campus network which provides the backbone and testing 

platform for this project. 

Servers – XFCE RRAS (Remote Desktop), Microsoft Windows 2003, 

Microsoft Windows 2008, Microsoft Windows 2012, Mac OSX Server 10.6, 

Mac OSX Server 10.8, Ubuntu Server 12.04 

Clients – Microsoft Windows XP (32-bit), Microsoft Windows XP (64-bit), 

Microsoft Windows Vista, Microsoft Windows 7 (32-bit), Microsoft Windows 

7 (64-bit), Microsoft Windows 8 (32-bit), Microsoft Windows 8 (64-bit), Mac 

OSX, Ubuntu, CentOS, Fedora, OpenSUSE, FreeBSD. 
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6.4  IPv6 CAPIBILITIES 

IPv6 comes with tons of new features and upgrades, but here are a few 

that are massive improvements from IPv4 and directly coralline to our 

project: 

 Massive address space 

 Multicasting 

 Stateless Address Auto-configuration (SLAAC) 

 Internet Protocol Security (IPsec) 

 Seamless Mobility 

 Advanced Privacy 

IPv6 has a lot of upgrades features not listed here, but this is not a 

research project. We strive for physical results. 

 

6.5  CAMPUS PRODUCTION 

The best place to test production is TUC, in the middle of campus, for the 

Information Technology Expo.  Figure 10 illustrated this into a nice 

diagram, and despite the fact that the network jack was reconfigured, 

we were able to get it working about a half hour beforehand. 
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6.6  COMPLICATIONS 

Like all massive-scale projects we ran into a few complications. The 

Network Operations Center is heavily secured and allows for limited 

access. We set up Routing and Remote Access Servers (RRAS) to relay 

our network securely through a VPN so that we could access our 

network after hours and off campus. 

VMware always caused some issues, as a virtual environment mimics a 

physical environment but it is not perfect.  Sometimes the operating 

system would have no trouble with the Internet protocol upgrade, but 

VMware had some issues refreshing the network adapters and allowing 

for the changed network to pass through. 

Most legacy operating systems didn’t even know about IPv6 so the 

support there is either minimal or non-existent. 

The Network Operations Team was also in the middle of replacing one of 

core routers (to prepare for the upgrade) so routing the network to 

campus was delayed for months.  

 

6.7  INFRASTRUCTURE ANALYSIS 

After months of testing and coding we have confirmed that the virtual 

environment was a perfect alternative to accommodate our budget 

and university limitations. 



 

  44   

VII. CONCLUSION 
 

7.1  IN CONCLUSION 

The IPv6 Network Implementation for the University of Cincinnati was a 

colossal achievement for the University of Cincinnati and this project will 

provide them with the guidelines and impetus to keep pace with 

upcoming networking standards.  The upgrade to Internet Protocol 

version 6 is a necessary and imminent solution to an outdated TCP/IP 

backbone.   

While not only helping the university with this new Internet protocol 

implementation, the skills and minds of the team members assigned to 

this project have become heightened, enlightened, rejuvenated, and 

re-protocoled due to the technical collaboration necessary to fulfill the 

results listed here.  Though there were bumps along the way, including 

one of the team members having a baby in the middle of March 

(congrats Jim), we struggled through and came out on the other side 

better students and better men. 

The steps that have been taken will help ensure the University’s integrity 

through a transitional dual-stack network which will eventually be 

replaced by a purely IPv6 network.  The future is now, IPv6 is live. 
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7.2  RECOMMENDATIONS 

When this project was merely in the pre-planning stages, the idea was 

brought up that ideally a network upgrade that would span over many 

years would need a foundation that could be easily built upon. 

The IPv6 Implementation for the University of Cincinnati was built with this 

core concept in mind.  It is our recommendation that the university 

continues to route our dual-stack network to the bulk of UC’s campus 

networks. 

Looking at Figure 10 you can see the various levels of UC’s network and 

all of the routers and distribution points located all over and around 

campus. When the network administrators are able to roll out and test 

the IPv6 traffic across these other distribution points, they will be ready to 

implement IPv6 to all of campus.  Our testing into TUC has shown that this 

is possible. 

Years down the line, it may be taboo for enterprise networks to switch 

over to IPv6 traffic entirely.  The transition from a dual-stack network 

running IPv6 and IPv4 together respectively to an IPv6-only network is far 

easier and more ideal than a transition to IPv6 without the dual-stack 

middle man, so to speak.  
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7.4  APPENDICES 

Various coding and commands used throughout the duration of this 

project. 

XP COMMANDS 

netsh interface ipv6 install 

netsh interface ipv6 add address "Local Area Connection 2" [ipv6 address] 

netsh interface ipv6 add route ::/0 "Local Area Connection 2" [default gateway 

ipv6 address] 

netsh interface ipv6 add dns "Local Area Connection 2"  [ipv6 address] 

netsh interface ipv6 add dns "Local Area Connection 2" [ipv6 address] index=2 

netsh interface ipv6 show neighbors 

netsh interface ipv6 show routes 

 

view-source:http://ipvsealteam6.com/#/systems 

<html lang="en" ng-app="ipvsealteam6"> 

<head> 

<meta charset="utf-8"> 

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1"> 

<title>Configuring IPv6 | IPvSealTeam6</title> 

<meta name="description" content="IPvSEALTEAM6 is an elite group of networking 

consultants dedicated to providing your enterprise with the tutorials necessary to 

enable IPv6."> 

<meta name="viewport" content="width=device-width, initial-scale=1, maximum-

scale=1"> 

<link rel="stylesheet" href="css/bootstrap.css"> 

<link rel="stylesheet" href="css/bootstrap-responsive.css"> 

<link rel="stylesheet" href="css/main.css"> 

<script src="js/modernizr.js"></script> 
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</head> 

<body> 

<header id="header"> 

<div id="header-container" class="container"> 

<div class="row"> 

<div class="span12"> 

<h1><a href="#/systems">IPvSealTeam6</a></h1> 

</div> 

</div> 

</div> 

</header> 

<div ng-view></div> 

<script type="text/javascript"> 

(function() { 

var config = { 

kitId: 'fwl2dan', 

scriptTimeout: 3000 

}; 

var h=document.getElementsByTagName("html")[0];h.className+=" wf-

loading";var 

t=setTimeout(function(){h.className=h.className.replace(/(\s|^)wf-

loading(\s|$)/g," ");h.className+=" wf-inactive"},config.scriptTimeout);var 

tk=document.createElement("script"),d=false;tk.src='//use.typekit.net/'+config.kitId

+'.js';tk.type="text/javascript";tk.async="true";tk.onload=tk.onreadystatechange=fu

nction(){var 

a=this.readyState;if(d||a&&a!="complete"&&a!="loaded")return;d=true;clearTime

out(t);try{Typekit.load(config)}catch(b){}};var 

s=document.getElementsByTagName("script")[0];s.parentNode.insertBefore(tk,s) 

})(); 

</script> 

<script src="js/angular.js"></script> 

<script src="js/angular-bootstrap.dialog.js"></script> 

<script src="js/app.js"></script> 

<script src="js/controllers.js"></script> 

</body> 

</html> 

 

 

‘ 

 

view-source:http://ipvsealteam6.com/css/main.css 

/*body{ 

    background-color:#1e1e1e; 

    color:#898989; 

    margin-top:80px; 

    margin-bottom:20px; 

} 

h1,h2,h3,h4,h5,h6,h1 a,h2 a,h3 a,h4 a,h5 a,h6 a,h1 a:hover,h2 a:hover,h3 

a:hover,h4 a:hover,h5 a:hover,h6 a:hover,a, a:hover{ 

    color:#0093d0; 

    text-decoration: none; 

} 

.operating-system{ 

 margin-bottom:20px; 

}
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#header{ 

 background-color: #0093d0; 

 -Webkit-box-shadow: 0px 1px 5px 5px rgba(0, 0, 0, 0.3); 

 box-shadow: 0px 1px 5px 5px rgba(0, 0, 0, 0.3); 

 display: block; 

 height: 60px; 

 left: 0; 

 position: fixed; 

 top: 0; 

 width: 100%; 

} 

#header h1{ 

 color:#FFFFFF; 

}*/ 

body{ 

    background-color:#1e1e1e; 

    color:#898989; 

    margin-top:80px; 

    margin-bottom:20px; 

} 

h1,h2,h3,h4,h5,h6,h1 a,h2 a,h3 a,h4 a,h5 a,h6 a,h1 a:hover,h2 a:hover,h3 

a:hover,h4 a:hover,h5 a:hover,h6 a:hover,a, a:hover{ 

    color:#DD4814; 

    text-decoration: none; 

} 

.operating-system{ 

 margin-bottom:20px; 

} 

#header{ 

 background-color: #141414; 

 -Webkit-box-shadow: 0px 1px 5px 5px rgba(0, 0, 0, 0.2); 

 box-shadow: 0px 1px 5px 5px rgba(0, 0, 0, 0.2); 

 display: block; 

 height: 60px; 

 left: 0; 

 position: fixed; 

 top: 0; 

 width: 100%; 

} 

#header h1 a{ 

 color:#FFFFFF; 

 text-align: right; 

 text-shadow: 0 1px 3px rgba(0,0,0,.4), 0 0 30px rgba(0,0,0,.075); 

 text-decoration: none; 

} 

.step{ 

 margin-bottom:60px; 

} 

.step .step-title{ 

 border-bottom: 1px solid #464341; 

 color:#FFFFFF; 

} 

.step .step-image{ 

 margin-top:55px; 

} 

.sub-page{ 

 margin-top: 270px; 

}
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.sub-header { 

  position: fixed; 

  padding: 10px 0; 

  margin-bottom:20px; 

  color: #fff; 

  text-shadow: 0 1px 3px rgba(0,0,0,.4), 0 0 30px rgba(0,0,0,.075); 

  background: #020031; 

  background: -moz-linear-gradient(45deg,  #020031 0%, #6d3353 100%); 

  background: -Webkit-gradient(linear, left bottom, right top, color-

stop(0%,#020031), color-stop(100%,#6d3353)); 

  background: -Webkit-linear-gradient(45deg,  #020031 0%,#6d3353 100%); 

  background: -o-linear-gradient(45deg,  #020031 0%,#6d3353 100%); 

  background: -ms-linear-gradient(45deg,  #020031 0%,#6d3353 100%); 

  background: linear-gradient(45deg,  #020031 0%,#6d3353 100%); 

  filter: progid:DXImageTransform.Microsoft.gradient( startColorstr='#020031', 

endColorstr='#6d3353',GradientType=1 ); /* IE6-9 fallback on horizontal gradient */ 

  -Webkit-box-shadow: inset 0 3px 7px rgba(0,0,0,.2), inset 0 -3px 7px rgba(0,0,0,.2); 

     -moz-box-shadow: inset 0 3px 7px rgba(0,0,0,.2), inset 0 -3px 7px rgba(0,0,0,.2); 

          box-shadow: inset 0 3px 7px rgba(0,0,0,.2), inset 0 -3px 7px rgba(0,0,0,.2); 

  top:60px; 

  left:0; 

  width:100%; 

} 

.sub-header .system-name{ 

 color:#FFFFFF; 

 font-size:60px; 

} 

.sub-header .system-info{ 

 color:#FFFFFF; 

 font-size:24px; 

 font-weight: 400; 

} 

@media (max-width: 480px) { 

 .sub-header{ 

  padding: 10px 0 !important; 

 } 

 .sub-page{ 

  margin-top:150px !important; 

 } 

 .system-name{ 

  font-size:30px !important; 

  line-height: 30px !important; 

  margin-bottom:2px !important; 

  margin-top:2px !important; 

 } 

 .step .step-title{ 

  font-size:20px !important; 

  line-height: 20px !important; 

  margin-bottom:2px !important; 

  margin-top:2px !important; 

 } 

 .system-info{ 

  font-size:12px !important; 

  line-height: 20px !important; 

  margin-bottom:2px !important; 

  margin-top:2px !important; 

 } 

}
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FIGURE 19: Code – Dialog 

 

FIGURE 20: Code - Application
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FIGURE 21: Code - Controllers 

 

 

 


