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Abstract 

When a company needs to manage hundreds or thousands of client machines and 

hundreds or thousands of servers, they are going to need a tool to help them accomplish such a 

large task. Software deployment, operating system deployment, endpoint protection, and 

reporting services are all crucial aspects to consider when deciding on a management tool. One 

such tool is Microsoft System Center 2012 Configuration Manager (SCCM), which is part of the 

Microsoft System Center 2012 product suite. SCCM is a tool with many applications but its most 

powerful are its abilities to perform software deployment, operating system deployment, 

endpoint protection, and reporting services. This project demonstrates SCCM’s capability to 

perform these tasks by configuring a mock business environment and using SCCM to deploy 

multiple operating systems within the environment, deploy software to the environment, provide 

endpoint protection to workstations and servers, and provide robust reporting services to the 

environment. This project also demonstrates a trend in the business world known as bring your 

own device (BYOD) and how SCCM is used to facilitate it in a business environment. 
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1. Project Description and Intended Use 

1.1 Problem Need 

 Suppose you are part of the IT department for a mid to large-scale enterprise. For an IT 

department to efficiently conduct business in this type of setting the employees in IT need tools 

to help them do their job efficiently. One process that can greatly improve efficiency in an IT 

department is the automated deployment of a standardized operating system. Standardizing the 

operating system in use on workstations and servers throughout the company can increase the 

efficiency of troubleshooting issues that may arise. By eliminating variables an IT professional 

can more quickly narrow down the cause of the issue presenting itself. Going one step further, 

automating the deployment of this standardized operating system image can also be very helpful. 

When an issue presents itself on a user’s workstation there should be an evaluation of how long 

the person will spend troubleshooting the issue before they simply reimage the machine. With an 

automated deployment process implemented the troubleshooter can simply backup the user’s 

data, reinstall the standardized operating system image, and restore the user’s data. Many times 

this process will be quicker and easier than a long drawn out troubleshooting process. Also 

suppose that your company does not have an effective way to deploy their standardized operating 

system. You may be deploying the standard image in a “one off” fashion or even worse you may 

be configuring the OS from the base install media. 

At the same time you may be deploying software in a “one off” fashion by going to each 

workstation and running the installation media manually. Instead of performing this time 

consuming task every time a user needs software, you can package the software with a 

standardized installer and deploy it to the user remotely over the network. This will save you the 
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time and hassle of going to each user individually and waiting for the installation to complete 

and allow the IT personnel to focus on other projects. 

 Next, your boss asks you for a report on all the workstation or server assets in the 

company and what software they have installed on them. “I hope you have been keeping good 

records on who you have installed software for.” With a tool that provides reporting services this 

panic could be avoided and your boss can get the report he/she needs in a timely manner. With 

the right implementation he/she could even run the report without the need to come to you and 

ask for it. 

Finally, there is a current trend in the workplace known as bring your own device 

(BYOD) where end users wish to use their own computers or other devices for work. In the past 

IT administrators have resisted this trend because of the lack of management and control over the 

devices. In the past, if a user has company data on their device and the device is lost then that 

data is open to the world. This is no longer the case as there are technologies to facilitate the 

management of end user’s personal devices. 

1.2 Solution 

The tool that satisfies all these situations is Microsoft System Center 2012 Configuration 

Manager and a proper deployment of the tool. As Microsoft states on the System Center website, 

System Center 2012 Configuration manager “Provides a single, unified tool to manage all your 

client desktops, thin clients, mobile devices, and virtual desktops”(Microsoft System Center 2012 

| Configuration Manager | Benefits, n.d.). SCCM 2012 combines operating system deployment, 

software deployment, endpoint protection, reporting services, and BYOD support all into one 

centrally managed console. 
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1.3 User Profile 

 The user profile for this project ranges from a Tier 3 SCCM Administrator to the end 

users themselves. The SCCM Admin would, as the title implies, administer the SCCM 

environment. They administer the creation, and maintenance, of the OSD task sequence, the 

software deployment, endpoint protection deployment and definition updates, and the reports for 

reporting services.  

Another user is a Tier 2 PC Support Technician. The PC Tech would have the ability to 

delegate software to users, deploy the operating systems, and run reports on the environment 

based on their needs.  

A third user is a Tier 1 Helpdesk Associate. The Helpdesk would have the ability to 

delegate software to users, after approval through an approval process, and the ability to run 

reports on the environment based on their needs. 

The end user would have the ability to visit a portal where they can submit a request for 

software they need or access the installation for software they have been approved for.  

The final user is someone in IT Management. The IT Manager would be able to run 

reports on the environment to gather an accurate state of the environment for whatever purposes 

they deem necessary. Refer to Figure 1 for a graphical view of how users interact in the 

environment. 
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1.4 Use Case

End UserTier 1
Helpdesk

Tier 2
PC Support

Tier 3
SCCM Admin

Create 
Reporting 
Templates

Deploy OS
Deploy 

Software
Request 
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Run Reports
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Ex
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n
d
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System Center 2012 Configuration Manager

Create OS Task 
Sequence

Create Software 
Deployment 

Packages

IT Manager

 

Figure 1 - Use Case Diagram 

 

2. Design Protocols 

 This project utilizes a number of technologies to be successful. These technologies 

include Microsoft Windows Server 2008 R2, Windows 7, Apple iOS, Mac OS X, VMware 

Workstation, Active Directory, SCCM,  Microsoft SQL Server 2008, Internet Information 

Services (IIS), Windows Intune, Windows Azure Active Directory, Active Directory Certificate 

Services, Windows Deployment Services (WDS), and Background Intelligent Transfer Service 

(BITS). 
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 Windows Server 2008 R2 is a server operating system by Microsoft and is used to host 

various services throughout the environment. 

 Windows 7 is a client operating system by Microsoft and is used by the end users. 

 Apple iOS is an operating system used by Apple mobile devices such as iPhone’s and 

iPad’s and was used on an iPad to demonstrate bring your own device support. 

 Mac OS X is an Apple client operating system for their laptop and desktop products and 

was used in this project on a laptop for demonstrating native Mac OS X support in SCCM 

2012 with SP1. 

 VMware Workstation is a hypervisor by VMware that was used to host most of the 

clients in this environment and all of the servers in the environment. 

 Active Directory is a directory services product that is used for user creation and 

authentication for the environment. It is also a prerequisite for SCCM. 

 Active Directory Certificate Services is used to provide a Public Key Infrastructure to the 

environment and provide certificates for secure connections between the clients and the 

server. 

 Microsoft SQL Server 2008 is the database that SCCM runs on and stores all relevant 

data for the server and its clients. SQL is a prerequisite for SCCM. 

 Internet Information Services (IIS) is a Windows service that is used to host the website 

that SCCM uses for communication to the clients and where the clients connect to for the 

Application Catalog. IIS is a prerequisite for SCCM 

 Background Intelligent Transfer Service (BITS) is a service that runs alongside IIS to 

provide bandwidth control for the SCCM environment. It also allows clients to resume 
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downloads in the event that they are interrupted before they can complete. BITS is a 

prerequisite for SCCM. 

 Windows Intune is a cloud service offered by Microsoft. It is used to manage mobile 

devices through a connector to SCCM. 

 Windows Azure Active Directory is a cloud service that is used to host a directory 

service environment in the cloud. In the project Windows Azure Active Directory is 

configured to sync with the local Active Directory environment. 

 Windows Deployment Services (WDS) is a service hosted on the SCCM server that 

makes a boot image available over the network via PXE booting. In this project WDS is 

used to host boot images that allow devices to boot into Windows PE so they can run task 

sequences advertised through SCCM. In this environment SCCM manages the WDS 

service. 

 VMware Workstation hosted all of the servers and clients in the environment except for 

one laptop with Windows 7 and the Apple devices. SCCM was installed on a Windows Server 

2008 R2 virtual machine that hosted IIS, Active Directory Certificate Services, and a SQL Server 

2008 database for SCCM. Active Directory was hosted on a virtual machine that was configured 

as a Domain Controller for the environment. All of these technologies play an important role in 

the project and were crucial to its success. 

3. Deliverables 

 The deliverables for this project can be categorized into operating system deployment, 

software deployment, endpoint protection, reporting services and BYOD. 
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3.1 Operating System Deployment 

 For the operating system deployment aspect of this project the deliverables include a 

functional deployment method for both server and workstation operating systems. For the 

workstation operating system, Windows 7 was deployed through a custom task sequence that 

was delivered through PXE booting. The task sequence: 

 Formats and partitions the workstation hard drive 

 Installs the operating system 

 Installs the appropriate drivers based on WMI queries that differentiate between hardware 

 Configures windows settings 

 Installs the Configuration Manager client 

 Installs appropriate software 

 Installs all software and operating system updates that are required 

The server task sequence is very similar except that it installs Windows Server 2008 R2 instead 

of Windows 7. See Figure 4 in Appendix B for a visual representation of the Task Sequence. 

3.2 Software Deployment 

 Software deployment in this project focuses on application deployment. The deliverables 

for software deployment are a functional Software Center and an Application Catalog that users 

can connect to and choose from a list of applications they want to install on their computer. 

Some applications in this list are available to all users while other applications require approval. 

The goal of the Application Catalog is to let users choose for themselves what software they 

want to install based on what they are comfortable with and their own opinion of what they think 

will make them the most productive. 

In addition to the “Software Center,” some applications are installed during the operating 

system deployment process. This is done for applications that the administrator deems necessary 

for all users to have by default, such as Microsoft Word, Excel, PowerPoint, or Outlook. 
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3.3 Endpoint Protection 

 Endpoint Protection is deployed to each server and workstation in the environment. 

Deliverables for Endpoint Protection include deployment of the software, configuration of 

automatic deployment rules, and configuration of antimalware policies. Deployment of the 

software is relatively straightforward thanks to Microsoft’s foresight to include the Endpoint 

Protection client with the Configuration Manager client. This allows activation of Endpoint 

Protection as opposed to having to use network bandwidth to supply the installation package to 

the clients. The automatic deployment rules are rules that are managed on the SCCM server for 

each Endpoint Protection client. These rules are enforced on the client and contain items such as 

how often the client should check in or receive definition updates. The antimalware policies are 

also rules distributed to the client and include items such as how the client reacts when malware 

is detected on the machine. 

3.4 Reporting Services 

 Reporting Services are a very powerful tool in an enterprise environment, or any 

environment with a large number of assets to track. The deliverables for reporting services 

include the configuration of the Reporting Service role on the SCCM server and the reports 

themselves. The reports are queries on the SCCM site database. These queries are completed 

within the SCCM console and can be saved. They are based on both SQL and WQL. These 

queries can also be used to populate collections of computers based on certain criteria of the 

query. An example report is a list of all computers in the environment that have Adobe Acrobat 

installed. The report lists the computer name, last logged in user, and the version of Adobe 

Acrobat that is installed. 
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3.5 Bring Your Own Device (BYOD) Management 

 With the emerging trend of users bringing their own personal devices to the work 

environment and expecting to be able to actually use them to access company data, there needs 

to be a way to manage these devices. With SCCM 2012 with Service Pack 1 this can be 

accomplished through a Windows Intune Connector. Windows Intune is a cloud based service 

from Microsoft that allows users to enroll their devices to receive company applications and 

allow IT administrators to collect data from their device. Windows Intune also facilitates remote 

device wipe features that allow the user or administrator to remotely wipe all data from an 

enrolled device and restore it to factory defaults to prevent corporate or personal data from being 

compromised in the event that the device is lost or stolen. Once configured within SCCM, all 

Windows Intune management can be completed within the SCCM console, further reinforcing 

the consolidation of service management into a single pane of glass management scheme. 

4. Project Planning 

4.1 Budget 

 The budget for this project was $1,500. The main cost was for hardware capable of 

supporting a large amount of virtual machines to host the servers and clients in the environment. 

I already had some hardware to demonstrate OS deployment to and the remainder was deployed 

to virtual machines. The SCCM software or per client charges do not apply since I am a student 

and it is included with our MSDN membership. 

If a company was interested in implementing this software they need to obtain a few 

types of licensing. The first type of licensing they need to obtain would be a licensing for their 

SCCM servers. The cost is based on the number of physical processors on the hardware or the 

number of operating systems hosted on the hardware; whichever is greater. The standard edition 
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server license is $1,323 per license and includes 2 physical processors. So if you have a server 

that has 3 or 4 physical processors you will need to obtain 2 licenses for that server (Microsoft 

System Center 2012 | Configuration Manager | Buy, n.d.). 

 The other type of licensing is the client license. A client is any machine that is managed 

by SCCM. The cost per client for SCCM is $62. The cost per client for Endpoint Protection is 

$22. However, both of these licenses are included in the Core CAL and the Enterprise CAL that 

Microsoft offers. The highest cost savings can come if the company is already paying for the 

Core or Enterprise CAL but not utilizing these tools, or they may even be paying for other 

licensing for software that accomplishes the same goal. An example is a company with the 

Enterprise CAL paying for McAfee, or any other third party, virus protection on their clients 

when they already have licensing for Endpoint Protection  (Microsoft System Center 2012 | 

Configuration Manager | Buy, n.d.). 

4.2 Timeline 

 

Figure 2 – Project Timeline 
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5. Proof of Design 

5.1 Technical Approach 

 The foundation of all the core technologies in this project revolves around the Microsoft 

Windows Operating Systems, and Active Directory Domain Services is a crucial part in the 

implementation of SCCM. The basic steps for the implementation of the project are as follows: 

1. Installed Windows Server 2008 R2 on a virtual machine to host Active Directory (AD) 

Domain Services (Active Directory Server in Figure 3 in Appendix A). 

a. Promoted to an Active Directory Domain Controller 

b. Installed and configured Domain Name Service (DNS) 

c. Installed and configured Dynamic Host Configuration Profile (DHCP) 

d. Created test users for the domain environment 

2. Installed Windows Server 2008 R2 on a virtual machine to act as an SCCM Primary Site 

Server (SCCM 2012 in Figure 3 in Appendix A). 

a. Joined server to the domain. 

b. Installed Microsoft SQL Server 2008 to host the back end database. 

c. Installed SCCM 

d. Created domain service accounts for SCCM to use and applied appropriate 

permissions to the accounts. 

3. Configured SCCM Discovery Methods 

a. Active Directory Forest Discovery 

b. Active Directory Group Discovery 

c. Active Directory System Discovery 

d. Active Directory User Discovery 

4. Configured Default Site Boundaries in SCCM 

5. Installed the Application Catalog Web Services in SCCM 

6. Created a custom client policy in SCCM 

a. To tell clients how often they should check in to their management point 

b. Set the default site for the application catalog 

c. Enable Software Updates 
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7. Added the Windows Server Update Services (WSUS) role to the SCCM server 

a. Installed IIS and BITS in the process 

8. Added the Software Update Point (SUP) role to SCCM and configured it for the 

environment 

9. Created and configured an AD Group Policy Object (GPO) to point computers in the 

domain to the SCCM Server for software updates. 

10. Configured machines in the domain to receive an automatic installation of the 

Configuration Manager client through WSUS and Windows Update. 

a. Once the Configuration Manager client was installed the clients were able to 

access the Application Catalog through the Software Center included with the 

client. 

11. Packaged an application, imported it into SCCM, made it available in the Application 

Catalog, and tested its installation on a recently created Windows 7 client. See Appendix 

C for a visual representation of the Application Deployment process. 

12. Configured Operating System Deployment (OSD) in SCCM 

a. Created x86 and x64 boot images 

b. Enabled PXE support in SCCM 

i. On the site 

ii. On the boot images 

c. Enabled unknown computer support to facilitate bare metal deployments 

13. Build and Captured Windows 7 x64 image 

a. Imported Windows 7 x64 setup files into SCCM 

b. Created a task sequence to apply the OS and then capture it to a Windows 

Imaging Format (.wim) file 

c. Made the task sequence available to a specific computer 

d. Ran the task sequence and the output was a .wim file 

14. Created a Deployment task sequence for Windows 7 x64 

a. See OSD deliverables for more information on the deployment task sequence 

15. Repeated the steps for Windows Server 2008 R2 

16. Installed the Endpoint Protection role on the SCCM Server 
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17. Configured Endpoint Protection for servers and workstations in the environment 

including: 

a. Automatic deployment methods 

b. Antimalware policies 

18. Installed Reporting Services Role 

19. Configured client Software Inventory and Hardware Inventory to compliment reporting 

services 

20. Prepared prerequisites for SCCM 2012 Service Pack 1 (SP1) installation to facilitate 

Bring Your Own Device (BYOD) and Mac OS X management. 

21. Installed SP1 

22. Setup Windows Intune subscription and configured administrative user 

23. Configured Windows Intune subscription within SCCM console 

a. Enabled iOS device management 

24. Installed Windows Intune Connector Site role 

25. Configured Windows Intune to sync with Active Directory in the environment 

a. Registered a domain name with a domain registrar, in this case GoDaddy.com 

b. Added the publicly registered domain as a domain in the Windows Intune 

subscription 

c. Added the new domain name as a UPN in Active directory. 

d. Downloaded and ran Microsoft’s DirSync tool for Windows Azure Active 

Directory to sync users in the environment to Windows Intune 

26. Configured iOS device management within SCCM console 

a. Created Apple Push Notification (APN) request 

b. Used Apple ID that was created for this environment 

c. Downloaded the certificate from Apple 

d. Imported the certificate into SCCM 

27. Enrolled a test iPad via Windows Intune and tested the deployment of applications and 

hardware and software inventories. 

28. Prepared environment for Mac OS X clients 

a. Set up a Public Key Infrastructure (PKI) in the environment 

b. Created certificates for the web, Mac client, and distribution point. 
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c. Installed certificates and configured SCCM and IIS to use them appropriately 

d. Downloaded Mac OS X native client for SCCM 

29. Finally I tested the enrollment of Mac OS X clients by installing the client, which is a 

manual process, and connected it to the SCCM management point. 

6. Testing 

 Testing for this project was typically pretty straightforward. Most of the time once a part 

of the project was implemented it was tested a few times and if it worked I would progress to the 

next step. Since many of the parts of the project build upon each other, typically I couldn’t move 

on unless the previous part was working properly. If something didn’t work properly I would 

consult the logs on the SCCM server and the client itself. SCCM has excellent logging features 

for each component that is installed in SCCM. The logs are typically located in the installation 

directory under the “Logs” folder and they are named appropriately according to what 

component is being referenced in the logs. There are also helpful logs located under the directory 

that IIS uses for hosting the SCCM web services. A set of test data for Operating System 

Deployment and Application Deployment can be found in Figure 8 in Appendix D. 

7. Conclusions and Recommendations 

 In conclusion, I would recommend this product to any medium to large size business that 

has a large amount of predominately Windows devices to manage. While SCCM is capable of 

offering management of Mac OS X devices, there are probably better tools out there that can 

perform better than SCCM on that front. That being said, SCCM does a surprisingly good job at 

managing devices in conjunction with Windows Intune. The ideal implementation would be a 

mostly Windows environment with the possibility of a small number of Mac clients and an 

allowance for users to bring their own devices. User devices can include iOS devices like iPads, 

Windows tablets like the Surface, or Android devices like Galaxy Tabs. SCCM requires a 
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significant amount of configuration to accomplish these tasks but once implementation is 

complete it pays off in potential cost savings by replacing other management software and time 

savings due to the consolidation of multiple roles into a single pane of glass management 

console.  
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9. Appendix A (Network Diagram) 
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Figure 3 - Network Diagram 
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10. Appendix B (OSD Task Sequence) 

 

Figure 4 - OSD Task Sequence 
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11. Appendix C (Application Deployment Screenshots) 

 

Figure 5 - Application Deployment - Software Center 

 

Figure 6 - Application Deployment - Application Catalog 
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Figure 7 - Application Deployment - Success 
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12. Appendix D (Testing Data) 

Deliverable:

Operating System 

Deployment

Item Test Case # Expected Output Actual Output Pass/Fail Reason for Success/Failure Date

PXE Booting 1 Successful PXE boot to custom boot image Error Fail

Unknown computer support was not enabled in WDS 

on Server 1/22/2013

PXE Booting 2 Successful PXE boot to custom boot image PXE Booted into custom boot image Pass I enabled unknown computer support in WDS 1/22/2013

Capture OS Image 1

captured .wim file should be created in the 

specified directory Task Sequence Error Fail

the account didn't have sufficient rights to write to the 

specified directory 1/23/2013

Capture OS Image 2

captured .wim file should be created in the 

specified directory .wim was created Pass

I changed output directory and ensured the account 

had sufficient rights 1/23/2013

Deploy OS Image 1 successful deployment of Windows 7 Image

Error- could not resolve task sequences 

for the machine Fail

The task sequence for deployment was not configured 

to deploy to unknown computers 1/23/2013

Deploy OS Image 2 successful deployment of Windows 7 Image

Error- could not resolve task sequences 

for the machine Fail

Not sure…configurations were correct…the server may 

have needed time to reflect changes 1/23/2013

Deploy OS Image 3 successful deployment of Windows 7 Image Windows 7 was deployed Pass

No changes were made because I was sure config was 

correct. I believe the server just needed time to reflect 1/23/2013

Deploy OS Image 4 successful deployment of Windows 7 Image Windows 7 was deployed Pass

No changes…just confirming that it was still working 

correctly 1/24/2013

Deliverable:

Application 

Deployment

Item Test Case # Expected Output Actual Output Pass/Fail Reason for Success/Failure Date

Log in to Application Catalog 1 Successful login Page cannot be displayed Fail Windows Firewall was blocking the port 11/17/2012

Log in to Application Catalog 2 Successful login Application Catalog loaded in IE Pass

Firewall ports were opened on client and I checked to 

make sure the same was true for the server 11/17/2012

Install Firefox from 

Application Catalog 1 Successful Installation of Firefox Firefox installed Successfully Pass

Firefox was packaged and the correct deployment 

configurations were in place

 

Figure 8 - Testing Data 

 


