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Abstract 

Novell ZENworks simplifies the management and delivery of resources throughout 
varying computer environments. It provides support for Windows, Linux and NetWare 
environments. The College of Applied Science Uptown campus currently implements this 
software for their imaging needs. The current setup, however, does not work properly. It will not 
implement automatic imaging, map network drives, or apply file permissions. The first portion of 
this project is aimed at rebuilding the ZENworks server from scratch to eliminate any and all 
bugs within the system. The second portion includes applying the file permissions and the 
automation of adding to a domain. The final part includes local drive backups, mapped network 
drives, and printer policies. 
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Novell ZENworks Imaging and Policy Management 

1. Statement of the Problem 

There are many imaging processes within the colleges of the University of Cincinnati. 

The College of Applied Science Uptown campus (CAS Uptown) uses Novell ZENworks for 

managing and imaging machines. However, the way the current network is set up on CAS 

Uptown, many of the features belonging to Novell ZENworks do not function correctly. These 

features include the following: automated imaging, group policies, printer policies, automated 

patch management, protection of user data, simplified software packaging (application chaining), 

and proper configuration of remote services (3,6). Additionally, automatic network drive 

mapping does not work, and file backup management does not exist (6).  

With the current setup at CAS Uptown, the preceding policies do not work due to poor 

administrative setup.  One of the biggest problems is the file management and backup. Before a 

technician can begin imaging a machine, he/she has to manually backup all the user data. This 

task can take anywhere from three minutes to eight hours, depending on how much data the user 

has to back up. There is no standard of file backup currently in place, so the imaging process 

cannot begin until this task is complete. Furthermore, there are over 150 faculty and staff within 

the CAS Uptown network; so manually backing up all that user data can be very time 

consuming.  

Secondly, the next problem involved is the automatic imaging process. The way imaging 

works is that the ZENworks Server is supposed to grab every machine selected on the network, 

reboot it, and reformat it. However, due to the current setup, a technician needs to go to every 

machine and manually set it up for imaging. With over 300 machines, this can be a very tedious 

task. Furthermore, after the imaging is completed, the machine needs to be manually rebooted 
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again and then added to the domain. When ZENworks is set up properly, the newly imaged 

machine will automatically be added to the domain.  

In addition, after the imaging is complete, the printer policy is supposed to take effect 

when a user logs in. However, with the current setup, the printer policy fails and does not add the 

required network printer. The technician is forced to go to every machine once more and 

manually add the network and local printers to the respective machine. If there is a local printer, 

the drivers must be manually downloaded and installed. This process can add up to an additional 

ten to twenty minutes, depending on the availability of the printer drivers on the manufacturer’s 

Web site. 

 One of the most important features that are included with ZENworks is automatic drive 

mapping. Each faculty member has a single network drive that they use to store all of their 

documents. This setup is critical in the event of a computer malfunction because, since data is 

not stored on the computer itself, there is only a small chance of data loss. The problem occurs 

when a faculty’s machine is re-imaged. When the faculty member logs in for the first time, the 

network drive is not automatically mapped, so if a technician is not available, the faculty 

member will not be able to access any personal documents. This leads to delays in productivity, 

since work cannot be done until a technician shows up to add the network drives. These issues 

are of great priority, both in terms of security and time management. 

 Due to the malfunction of the ZENworks imaging process, a technician needs to spend 

approximately three hours or more on a faculty machine. The process includes: file backup, 

imaging, and post imaging tasks, which are file/folder restoration, network printer setup, addition 

to the domain, and registration with the ZENworks server.  
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Our key objectives during Senior Design were to research, plan, and successfully 

implement the following tasks: setting up a ZENworks server; installing Novell ZENworks 

Desktop Management; configuring and implementing ZENworks policies and policy packages; 

performing application and workstation-management tasks; performing general administrative 

tasks; and designing a ZENworks Desktop Management implementation based on the CAS 

Uptown current setup. 

 

2. Product Description and Intended Use 

Novell ZENworks simplifies the management and delivery of resources throughout 

varying computer environments. It provides support for Windows, Linux and NetWare 

environments. CAS Uptown Campus at the University of Cincinnati currently employs this 

technology, which is used to support 102 faculty and staff, 137 staff computers, and 159 lab 

computers. The CAS Uptown group is independent of UCit and operates mainly out of Sander 

and French Halls. 

Several policies within Novell ZENworks help make it a useful tool for standardizing 

faculty and lab machines. Using the standards in place makes it easy to enforce group and print 

policies for enhanced security and functionality. The automatic imaging system makes 

administrators more time efficient to deal with other issues in the group. In addition, the 

automatic drive mapping, which creates a personal My Documents on the network, helps ensure 

a backup of documents exist on the mapped drive. 
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3.  Description of the Solution 

With a proper setup of the Novell ZENworks host and deployment servers, file 

management and backup is now possible. When the user logons onto the machine, a script runs 

in the background which copies new files and folders which were created since the last time the 

user was logged on, and places the documents in specified folders within their respective 

network drives. In addition, the same script runs during logoff to ensure the documents have 

been copied successfully.  

Furthermore, besides the file backup script, there is also a mapped drive script which runs 

during the user’s logon. When this script is deployed, it automatically adds the user’s home 

folder on the network, along with the other network drives that they need. This not only ensures 

that the user will have documents readily available during logon, but it also prevents the 

dropping of network drives, which had previously occurred.  

The final logon script is one that only runs when the local administrator logs on. This 

script is used to automatically add the machine to the ad.uc.edu domain. So once the machine is 

reimaged, the administrator needs to login briefly, then restart the machine, and it will have been 

added to the domain. Once this is completed, the administrator can drop off the user’s machine, 

and does not have to be around to set up anything once the user comes back. 

New images have been created to ensure that all applications are fresh and uncorrupt. 

This includes the fresh installation of the ZENworks Adaptive Agent which, when installed 

correctly, registers itself with the ZENworks server. In addition, registration keys have been 

developed in order to register each machine with a specific folder within the ZENworks server. 

This works by creating certain policies for each folder, or department, and specifying it to a 

specific registration key. Once the key is applied, the specific policies attached to the key are 
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downloaded to the machine. This includes group policies, printer policies, and other settings, 

which are specified during key creation.  

New policies have been created to implement specific settings and devices. This includes 

the printer policy. A printer server has been setup, and printers have been added to the 

ZENworks server and registration key, so that once the key is applied, the ZENworks Adaptive 

Agent will run and install the network printers that are registered to the specific key. This policy 

runs during every logon to ensure the printer is still installed. In addition, if the user accidentally 

removes the printer, it will automatically be added again within minutes. 

 
3.1 User Profiles 
Sources: (6) 

 

The users of the current network are anyone with login credentials at the current UC CAS 

Uptown location. This includes students and faculty members as well as the Administrators on 

the server side of the network. The policies implemented on the network will differentiate 

between the permissions of the users and the administrators, and administrative rights will only 

be given to the network administrators. The two separate images are different, one for student 

users and one for faculty member users. The two user groups have different applications installed 

in their image, which makes them unique from each other. 

The following is a breakdown of the user hierarchy: 
 
Administrators  

• Able to change another user’s login privileges.  

• Able to add/remove hardware and software 

• Able to set permissions 

• Able to use remote administration 
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Faculty/Staff 

• Limited remote administration 

• Ability to add/remove programs 

• Folder Mapping 

Students 

• Create and edit files 

• Printing 

• Limited application list 

 

Within the active directory itself, users are organized into groups.  

• Administrators 
 

• Faculty – each faculty is grouped within a specific group depending on their 
department 
 

• Students – Each student is filed in a specific student group depending on their 
major 

 

3.2 Design Protocol 

Sources: (4) 

 The user does not have any interaction with the design or end result other than a 

logon/authentication screen when the computer boots up. This looks very similar to the Windows 

logon screen that normally appears. Since this product runs in the background to the users, there 

will not be any necessary icons or color schemes available to them. The bootup for the 

administrator is the same; however, the administrator will be able to log on to a web server that 

hosts an inventory of the machines on the network. From there, the administrator will be able to 

view the current status of the machine, remove or move it from a particular zone, remote 

control/view the machine, add policies, and transfer files.  
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 In addition to the ZENworks web server interface, the administrator also has the ability to 

add/remove programs, add printers, and image the machines. The follow is a flowchart showing 

the administrator duties: 

 
 
 
 
    Figure 1 Admin Hierarchy 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

Administrator 
ZENworks 
Web Server 

View computer health 

Remote Control 

Transfer files 

Policies and Permissions 

Add/Remove programs 

Add printers 

Image computer 
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The following diagram shows a depiction of our current network setup: 

 

Figure 2. Network Diagram 

 The ZENworks server is connected to all the machines through the network connection. 

Since these computers reside on the same subnet, a router is no necessary to connect to one 

another. The ZENworks server can take control of the computers on its network; push down any 

and all mandatory updates, and holds the images. There is not a primary domain controller on the 

CAS Uptown campus; otherwise it would reside underneath the ZENworks server. The windows 

2003 imaging server controls the ZENworks Control Center, where the scripts are uploaded, 

inventory of network machines is held and policies are inputted. The clients are all underneath 

the server, and receive anything the image or ZENworks server pushes out. French and Sander 

Halls are where the client machines are located. 
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4. Deliverables 
 

The deliverables of this project were determined during Senior Design II in the design phase.  
 
They are described in the following list: 
 
1. Setup test servers and workstations 
 
2. Create images 

a. Determine which image receives which software 
b. Create a separate image for labs and staff 
c. Create image for XP and Vista  

 
3. Test images 
 
4. Write scripts 
 
5. Create policies 
 
6. Create desktop management backup/transfer 

 
7. Create manuals and reports 
 
 
5. Developments and Design 
 
 During the course of Senior Design, there were many aspects that needed to be taken into 

consideration for the project. Before the project could be started, we needed to consider many 

variables. We needed to determine how much the project would cost, both retail costs and costs 

incurred. A timeline for the project had to be developed to figure out when certain tasks needed 

to be done and when they needed to be done. In addition, a list of hardware and software needed 

to be gathered to determine what was needed to begin the project.  
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5.1 Budget 

Source (5, 7) 

 Cost Incurred Actual Cost 

HP xw6800 Server 
 

$270.00 $0.00 

HP 4600ws Workstation $269 ea.  

1076.00 total 

$0.00 

Novell ZENworks 10 $13000.00 $0.00 

Microsoft Office 2007 $120.00 $0.00 

Total $14466.00 $0.00 

 

 Our budget consists of the Novell ZENworks licensing fees for unlimited use, an HP 

6800 server, four workstations, and Microsoft Office 2007. The cost for an unlimited license for 

Novell ZENworks is $13,000(1). The other fees consist of a server and workstations costing 

about $300 each. (2) In addition, Microsoft Office costs $120.00, however, the university will be 

supplying us with all the hardware and software, so we will not be incurring any cost.(3) 

 

5.2 Timeline 

 The following is a breakdown of the timeline we have been following for this project. 

The actual timeline is included after the breakdown: 

Fall Quarter 

- Research topics 

- Progress reports 

- Calculate costs 
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- Acquire hardware and software 

- Proposal Presentation 

Winter Quarter 
- Setup server and workstations 

- Create images 

- Create Permissions 

Spring Quarter 
 

- Test and develop images 

- Test permissions 

- Write Scripts 

- File backup  

- Drive mapping 

- Create Printer Server 

- Tech Expo 
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Figure 3. Timeline 
 
5.3. Hardware 
 

• ZENworks Server – HP xw6800 Server 
The ZENworks server is the main part of the entire project. This server controls 
the ZENworks environment from its web application. It stores all the images on 
the hard drive, and is where all the machines receive their interactions. 

 
• Workstations – HP 4600ws Workstation 

These workstations were the test machines we implemented the images and 
policies.  
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5.4. Software 
 

• Windows XP 
One of the operating systems required to run on the workstations 

 
• Windows Server 2003 

One of the operating systems required to run ZENworks 10 
 

• Windows Vista 
One of the operating systems required to run on the workstations 

 
• ZENworks 10 

The software used to implement images and policies 
 

 
6. Testing the Project 

 The project consisted of a server running Windows Server 2003 with ZENworks 10. 

There are currently two Windows XP workstation images. One image is used for the faculty and 

staff and the other image is used for the CAS Uptown labs. There is also currently a Vista image 

that will be deployed during summer quarter when reimaging the faculty and staff machines. The 

XP images have been deployed and tested on both labs and faculty machines.  

 The Windows XP lab image was the first image that was tested. A machine in the tech 

lab in Sander Hall was the first to be imaged with the lab image. After the imaging and testing 

was a complete success, the image was deployed on a row of machines in each of the labs in 

Sander Hall. The following is what was supposed to happen after the machine was imaged: it 

would automatically be added to the ad.uc.edu domain. This process was successful, so the CAS 

administrators will begin deploying this image when the quarter is over and when it is time to 

reimage the labs. The image is identical to the current image, however, with the additional script 

to add the machine to the domain.  

 The second Windows XP image that was tested is the image used for the faculty and 

staff. This image also has the script that adds the machines to the ad.uc.edu domain; however, it 
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also has a couple other logon features. Each time a faculty member logs into their machines, all 

of the documents that are stored on the local machine are copied to specified folders on their 

network drive. This acts as a backup so, in the event of a computer crash, the only data lost will 

be any unsaved work from that day. Testing began by putting this image on a few tech lab 

machines, and each trial was successful. The user was unaware the backup was occurring; so it 

was not distract full either. The only thing that appeared was a box on the taskbar that 

disappeared after approximately 20 to 30 seconds.  

 
7. Risk Management Plan 
 

Risk Severity 

Compatibility Issues Mid 

WMWare Failure Mid 

Server Crash Mid 

Hardware Failure Low  

Software Failure Low 

 

 Part of our risk management has been the installation process. We had difficulty getting 

the Windows Server 2003 and Server 2008 software to accept the ZENworks install. Every 

attempt to get it to install on the virtual machine was unsuccessful. We eventually gave up on the 

virtual machine and successfully installed it on the actual machine. Our working solution is as 

stated above with Server 2003and ZENworks 10. 

The rest of our risks with this project were fairly standard and pretty low to medium. If 

we happened to run into any hardware problems, we would easily to replace it with spare parts. 
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With software crashes, we would be able to reinstall the software. The major risks that we had 

were a potential server crash and failure of the WMWare. We backed up our server on a regular 

basis, so if a crash did occur, we wouldn’t lose any data. In addition, we had already experienced 

a WMWare failure, due to the inability to install ZENworks on a virtual machine. This setback 

was only temporary, since we went ahead and installed our software in a live environment.  

8. Proof of Design 

8.1. File Backup Registry 

 When the local administrator logs on for the first time, a registry editor is launched, that 

maps the user’s H: drive and sets the desktop, local my documents, and favorites on the network 

drive. That way, when the user creates a file or document within these folders, the file is 

essentially automatically backed up on the network drive. 

 

 

 

Figure 4. Backup Script 

This script runs in the background, so the user does not have any interaction with it, nor does the 

user notice it running.  
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8.2. Mapped Network Drives Logon.bat Script 

During user logon, a script is set to automatically map the users’ network drives, including the 

users’ home folder on the network. This enables less downtime in the event the network drive 

had previously been dropped.  

 

 
     Figure 5. Network Drives Script 
 
This script runs in the background, so the user does not have any interaction with it, nor does the  
 
user notice it running. 
 
 
8.3. Script adding machine to ad.uc.edu 
 

When the administrator logs into the machine after it has been images, a script runs that 

automatically adds the machine to the domain. It runs in the background, however, the 

administrator can tell it ran because the machine will prompt a message saying a reboot is 

required.  
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    Figure 6. Domain Script 

8.4. Zen.bat registers with ZENworks 

This script will add a newly imaged screen to ZENworks after the imaging process is 

complete. This allows us to edit machine and permission settings in the ZENworks control 

center. Administrator runs this manually once the machine has been added to the domain. 

 

    Figure 7. ZENworks Registestration 

 

8.5 ZENworks Web Application Server 

 The ZENworks web application server is an online server that stores all the 

information about all the policies and machines connected to ZENworks on the server. From 

here, policies can be deployed and a list of machines will be shown that are associated with 
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ZENworks. Furthermore, groups can be created to store specific machines, to make it easier to 

distinguish where the machine belongs or in which department the machine is located. 

 

    Figure 8. ZENworks Web Server 

This web server also shows the health of the machines, along with the success or failure 

of a deployed policy. 
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8.6. ZENworks Printer Policy 

 Once the machine is registered with ZENworks, it will download all the files and 

policies associated with the registration key. During this process, the network printers will be 

downloaded and installed automatically.   

 

      Figure 9. Printer Policy 

In the event the user accidentally removes the printer, ZENworks will automatically rescan and 

re-add the associated printer within minutes.  
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8.7. ZENworks Imaging – Creating an Image for Similar Machines 

 There are multiple ways to create an image to use for the same machine or multiple 

machines with the same hardware and software configurations. This process is accomplished by 

using the restore image function within the ZENworks imaging, or by multicasting.  

 

Figure 10 – Restore Image 

 

When restoring the image, an image first has to be created (Appendix A.1.11).  Assuming 

the machine receiving the image has the same configurations as the machine used to create the 

image, the administrator may begin restoring the image to said machine. Once the image is 

complete, it will run though the setup process.  

 When multicasting, an image does not need to be created. A master machine is selected, 

which all connecting machines will use to copy their image.  
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Figure 11 - Multicasting 

 This process is used when there are too many machines to individually image at the same 

time.  

 

8.8. ZENworks Imaging – creating an image for different machines 

 Creating and distributing an image for machines with different hardware configurations, 

such as audio and video cards, is similar to creating a normal image. However, before first 

creating the image, details need to be gathered about the different configurations. Afterwards, the 

administrator will download the drivers for the select hardware, and place the in folders within 

the C:\DRIVERS folder.  
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Figure 12 – Drivers Folder 

This folder is the default folder ZENworks uses to update the machines drivers during the 

imaging process. Once all the drivers are downloaded and placed within this folder, the image 

can be created and distributed normally. During the setup, ZENworks will automatically 

determine which machines receive the selected drivers, and the load Windows once the setup is 

complete.  

 

8.9. ZENworks Imaging – adding software to an image 

 Adding software to a specific image is not a tedious task. The administrator will log onto 

the machine that is selected as the image master (a machine that is specifically used to create 

images, which is never used.) and download the specific software. Once the software is installed, 

the administrator will create the image and prepare it for distribution. 
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8.10. ZENworks Imaging – creating an image for Windows Vista/Windows 7 

 To create an image for different operating systems, such as Windows Vista, the 

administrator will need to create a fresh installation of the operating machine on a machine. 

Then, the drivers and any other software that will be distributed with the image will be 

downloaded. The drivers for every machine will need to be downloaded and placed within the 

C:\DRIVERS folder. Once this is completed, the image will be ready to be distributed.   

 

9. Conclusion 

In conclusion, this project was crucial for the CAS Uptown team. Once the project is 

implemented correctly, it will save a massive amount of time for the technicians. In addition, it 

will increase productivity. With more work being done automatically, the less time faculty and 

staff would have to wait for their issues to be resolved.  

 We faced many challenges along the way while working on this project. Trying to 

determine what mistakes the previous administrator made while creating the server was a tedious 

task, since the previous employer had retired. However, we were able to overcome this task by 

simply following installation instructions and thinking of ways that may help improve the current 

system. In the end, we were able to successfully determine what the problems were, and how to 

fix them. We highly recommend that an individual be hired to manage this implementation, due 

to the fact that, without adequate supervision and management, the implementation will once 

again fail.     
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Appendix A 
Installing and Configuring ZENworks Configuration Management 

 
 
A.1. Install Windows Server 2003 
Source (5) 

Note: The following are the system requirements for Windows Server 
2003 per Microsoft: 
CPU speed: 133MHz (550MHz recommended) 
RAM: 128MB (256MB recommended; 4GB maximum on Standard Server) 
 Disk space for setup: 1.5GB 
 CD-ROM drive: 12X 
Monitor: Super VGA capable of providing 800 x 600 resolution 

 
A.1.1 Begin a Clean Installation 

I. Insert the Windows 2003 installation CD1 into your CD-ROM drive, then restart the 
machine. 

 
II. The Windows Licensing Agreement appears. After reading the licensing information, 

press F8 to continue. 
 
III. Windows Setup will display the disk partition screen. 

a. If there is currently a partition, delete it by pressing D.  
b. Once the screen displays “Unpartitioned Space” press C to create partition 
c. Once partition is created, press Enter to install server software 

 
IV. You are asked to format the new partition. You are provided with a choice of NTFS or 

FAT. Choose NTFS Quick. 
 

Note: Setup will now automatically take over. Installation will now begin 
 

V. Windows Setup will prompt you to set regional and language options. Click the 
Customize and Details buttons, select the appropriate check boxes for the correct 
regional options, then click Next. 

 
VI. On the next screen, provide your name and organization. Then click Next to continue. 

 

VII. Enter the product key, then click Next. 
 

VIII. The next screen asks you to select your licensing method. You can license your network 
either per server or per seat. Select per server. 
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IX. Enter a computer name for the server and an Administrator password. 
Note: Password has to be a strong password. 

 
X. The next screen enables you to set the time zone for your computer and the current 

date and time. 
 

XI. You can choose whether this server belongs to a workgroup or a domain. Select 
Workgroup. 

Note: Installation will finish without any more user input. 

XII. After the installation is complete, the server reboots. 
 

XIII. After the server restarts, press Ctrl+Alt+Del to log on. 
 

A.1.2 Installing ZENworks Configuration Management 
 
I. Begin by logging onto the Windows Server 2003 machine. 

 
II. Insert the Novell ZENworks 10 Configuration Management installation DVD. 

 

III. Select the installation path. By default, the path is C:\Program Files\Novell\ZENworks. 
Click Next 
 

IV.  The installation will determine if all software is up to date. If all prerequisites are met, 
continue with installation. 
Note: The installation will prompt you to install software when needed. Follow the 
prompts, and install the necessary software and/or updates. Once all requirements have 
been met, the installation will continue. 
 

V. An option to install a New Management Zone or install an Existing Management Zone 
will appear. Choose New Management Zone. 

 
VI.  For ZENworks 10 Configuration Management, a database must be established. The 

following options will appear: 
Embedded Sybase SQL Anywhere 
Remote Sybase SQL Anywhere 
Microsoft SQL Server 
Oracle 
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Choose Embedded Sybase SQL Anywhere. This option will automatically setup the 
database on the server. 

 
VII. An option to select whether to use an internal or external certificate authority will 

appear. Select external.  
 

VIII. The Installation will complete by displaying a summary of changes. Click finish and 
reboot the server to finalize the installation. 

 
A.1.3 Setting up ZENworks Server in the ZENworks Control Center 
 
I. Begin by logging onto the Windows Server 2003 machine. 

 
II. Navigate to the Novell ZENworks Control Center by clicking Start – All Programs – 

ZENworks --  ZENworks Control Center 
 

III. A web page will appear. Input the administrator username and password that were 
configured during the installation. 

Note: The management zone will already be set to the name that was set during 
installation. This further shows the installation was successful.  

IV. Click on Devices, located in the panel on the left hand side of the screen. 
 

V. Click on the Servers folder icon. 
 

VI. Below Servers Click New – Server Group 
 

VII. A dialog box will appear. Fill in the credentials by setting the name of the server, and the 
details. Click Next. 
 

VIII. Type in the IP address of the ZENworks Server.  
Note: This will be the IP address of the Windows Server 2003 machine 
 

IX. After setup is complete, a dialog box will appear displaying the addition of the server is 
successful. 
 

A.1.4 Installing ZENworks Client Adaptive Agent and registering client machines on the 
ZENworks Server 
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I. Log onto the client machine using the local administrator credentials. 
Note: The client machine has to be located on the network, with Windows XP or Windows 
Vista already installed 

II. Navigate to the ZENworks Control Center using Mozilla Firefox. The address will be 
Http://zenworksserver/zenworks-setup 

III. Download the Adaptive Agent for the Standalone install type. 
Note: Windows XP will use the x86 Architecture (32 bit) installation, whereas Windows 
Vista will require the x86_64 Architecture (64 bit) installation 

IV. Run the ZENworks Adaptive Agent when download is complete. 
Note: A command prompt window will open and begin the installation. During this 
process, ZENworks may require administrative login credentials. After setup is complete, 
a dialog box will appear and require a reboot 

V. Reboot client machine when installation is complete. 

VI. Login to client machine using the local administrator credentials when reboot is 
complete. 

VII. A blue “Z” will appear on the taskbar. Double click it to verify the ZENworks Adaptive 
Agent has been registered to the correct ZENworks Server. 
Note: The Management Field, Server DNS, and Server Address will automatically be 
filled.  

VIII. Register the client machine to the ZENworks Server 
Note: A script will need to be manually created in order to register the client machine to 
the domain. Use Appendix B.4 to create the script in notepad. Save file as a .bat file. 

IX. Reboot client machine once the registration is complete to refresh any policy that may 
have been downloaded. 

 
A.1.5 Creating a ZENworks Registration Key 
 
I. Begin by logging onto the Windows Server 2003 machine using the administrator 

credentials. 

II. Navigate to the ZENworks Control Center and login using the administrator credentials. 

III. Click on Configuration, located in the panel on the left hand side of the screen. 

IV. Under Registration Keys, click new – registration key 
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V. A dialog box will appear. Input a name for the registration key, and then give the key a 
description (optional). Then click next. 
Note: A limit may be set per the number of times the key may be used. For practical 
purposes, use Unlimited. 

VI. Select the folder where client machines will be placed and then click next. 
Note: By default, the folder will be /Devices/Workstations. Select a specific folder if one 
has been created, otherwise leave path to default 

VII. (Optional) Input the Department, Site, and Location of the client machines, and then click 
next. 

VIII. Select the folders and/or groups to be included with the registration key, then click next. 
 

IX. A summary of the preceding events will display, and allow any changed to be made 
before being finalized. Click Finish to complete task. 

 
 
A.1.6 Adding Client Machines to a specific group 
 
I. Begin by logging onto the Windows Server 2003 machine using the administrator 

credentials. 

II. Navigate to the ZENworks Control Center and login using the administrator credentials. 

III. Click on Devices, located in the panel on the left hand side of the screen. 

IV. Under Workstations click new – Workstation Group. 

V. A dialog box will appear. Input a name for the group, and then give the group a 
description (optional). Then click next. 

VI. Under Specify the members for this group click add 

VII. Select the devices that are going to be added to the group. When they are selected, they 
will appear in the right side of the dialog box underneath Selected. Once all machines 
have been selected, click OK. 

VIII. The Dialog box will disappear and the ZENworks Control Center will display all the 
machines selected to be added to the group. Click Next. 

IX. A summary of the preceding events will display, and allow any changed to be made 
before being finalized. Click Finish to complete task. 
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Note: This task can also be completed by selecting the registration key from Configuration – 
Registration – Registration Key, and clicking add on the Group Membership. 
 
 
 
A.1.7 Adding Client Machines to a specific folder 
Note: This will add existing groups to the folder 
 
I. Begin by logging onto the Windows Server 2003 machine using the administrator 

credentials. 

II. Navigate to the ZENworks Control Center and login using the administrator credentials. 

III. Click on Devices, located in the panel on the left hand side of the screen. 

IV. Under Workstations click new – Folder. 

V. A dialog box will appear. Input a name for the folder, and then give the folder a 
description (optional). Then click next. 

VI. Select the machines to be added to the newly created folder 

VII. Under Workstations, click Action – Add to Group. 

VIII. An option will appear to either add selected machines to an existing group or to create a 
new group with selected items. Choose existing group. 
Note: If New Group is selected, repeat steps V-VI 

IX. Click add to groups to the folder 

X. The Dialog box will disappear and the ZENworks Control Center will display all the 
groups selected to be added to the folder. Click Next. 

XI. A summary of the preceding events will display, and allow any changed to be made 
before being finalized. Click Finish to complete task. 

 

A.1.8 Creating and Managing Network Printer Policies 
 
I. Begin by logging onto the Windows Server 2003 machine using the administrator 

credentials. 

II. Navigate to the ZENworks Control Center and login using the administrator credentials. 

III. Click on Policies, located in the panel on the left hand side of the screen. 
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IV. Under Policies, click new – policy. 

V. Select Printer Policy from the policy types, and then click next. 

VI. Input a name for the policy, and then give the policy a description (optional). Then click 
next. 

VII. Select Iprint, and then click next. 

VIII. Input the location of the network printer. 
Note: The location will be similar to ipp://acme.com/ipp/servername.  

IX. (Optional) Click the check box to update the Iprint Printer Driver, and then click next. 

XII. Click next until the summary page. A summary of the preceding events will display, and 
allow any changed to be made before being finalized. Click Finish to complete task. 

X. Click the checkbox next to the printer policy, and click assign policy to device 

XI. A dialog box will appear, and will display machines, folders and groups for the policy to 
be assigned. Select the desired location for the policy, and click next to complete the 
policy assignment.  

Note: The policy will take affect the next time the client machine communicates with the 
ZENworks Server. This will occur during the next logon, or when the ZENworks Adaptive Agent 
is refreshed. 
 
 
A.1.9 Creating and Managing Remote Management Policies 
 
I. Begin by logging onto the Windows Server 2003 machine using the administrator 

credentials. 

II. Navigate to the ZENworks Control Center and login using the administrator credentials. 

III. Click on Policies, located in the panel on the left hand side of the screen. 

IV. Under Policies, click new – policy. 

V. Select Remote Management Policy, and then click next. 

VI. Input a name for the policy, and then give the policy a description (optional). Then click 
next. 

VII. Select the options that are necessary for the Remote Management Policy, and then click 
next. 
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Note: Each page will display different options. Select the options that are required, and 
click next until the summary page 

VIII. A summary of the preceding events will display, and allow any changed to be made 
before being finalized. Click Finish to complete task. 

A.1.10 Creating a ZENworks boot CD 
I. Begin by logging onto the Windows Server 2003 machine using the administrator 

credentials. 

II. Go to C:\Program Files\Novell\ZENworks\bin\preboot. 

III. Copy the boot.iso file, and then paste it on the desktop. 

IV. Open the boot.iso file. 
Note: An ISO Editor may need to be downloaded. The software can be found online 

V. Open the settings.txt file. 

VI. In the ProxyADDR section, remove the quotation marks and input the host address of the 
ZENworks Server.  

VII. Save the text file, and then save the ISO file. 

VIII. Burn the ISO file to a compact disk. 

 
A.1.11 Creating an image using Novell ZENworks 
Note: The ZENworks boot CD will be used for the following process. 
 
I. Insert the boot CD into the CD-Rom of the client machine and then reboot using the boot 

from CD option 

II. From the boot menu, select Manual Mode 
Note: the machine will automatically load the ZENworks Imaging Application 

III. From the ZENworks Imaging Menu select F5 to capture the image from the client machine. 

IV. Follow the following prompts, giving the image a name, and storing the image on the server. 

V. Click continue to begin capturing the image. 

VI. A dialog box will appear when the image is complete. 

VII. Reboot machine. 

 
A.1.12 Restoring an image using Novell ZENworks 
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I. Insert the boot CD into the CD-Rom of the client machine and then reboot using the boot 

from CD option. 

II. From the boot menu, select Manual Mode. 
Note: the machine will automatically load the ZENworks Imaging Application 

III. From the ZENworks Imaging Menu select F6 to restore the image to the client machine. 

IV. Select the Server option to restore the image from the server. 

V. Input the name of the image in the path field and click next. 

VI. The image will restore on the client machine. A dialog box will prompt when restoration 
is complete. 

VII. When image restoration is complete, reboot computer and Windows Setup will begin. 

VIII. When setup is complete, a Windows Logon dialog box will appear. 
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Appendix B 
Code Snippets 

B.1. Mapping Network Drives 

net use H: \\casfs1.ad.uc.edu\home\%USERNAME% 

net use S: \\casfs1.ad.uc.edu\software 

net use Z: \\casfs1.ad.uc.edu\public 

 

B.2. Copy local files to network drive 

xcopy /e /d /c /r /h /i /k /y C:\temp h:\temp 

 

B.3. Add Computer to domain 

Const JOIN_DOMAIN             = 1   

 Const ACCT_CREATE             = 2   

 Const ACCT_DELETE             = 4   

 Const WIN9X_UPGRADE           = 16   

 Const DOMAIN_JOIN_IF_JOINED   = 32   

 Const JOIN_UNSECURE           = 64   

 Const MACHINE_PASSWORD_PASSED = 128   

 Const DEFERRED_SPN_SET        = 256   

 Const INSTALL_INVOCATION      = 262144   

    

 strDomain   = "ad.uc.edu"   
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 strPassword = "Coolguy1"   

 strUser     = "baharar"   

 Set objNetwork = CreateObject("WScript.Network")   

 strComputer = objNetwork.ComputerName   

    

 Set objNetwork = CreateObject("WScript.Network") 

strComputer = objNetwork.ComputerName 

Set objComputer = _ 

    GetObject("winmgmts:{impersonationLevel=Impersonate}!\\" & _ 

    strComputer & "\root\cimv2:Win32_ComputerSystem.Name='" _ 

    & strComputer & "'") 

ReturnValue = objComputer.JoinDomainOrWorkGroup(strDomain, _ 

    strPassword, _ 

    strDomain & "\" & strUser, _ 

    NULL, _ 

    JOIN_DOMAIN + ACCT_CREATE) 

 

B.4. Register computer to the domain 

zac reg  -u baharar  -p password https://zenhost.sanh.uc.edu:443 

 

B.5. Register computer to the domain 

Zac add-reg-key hostkey-1001 

https://zenhost.sanh.uc.edu/
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B.6. Registry “Hack”  

Windows Registry Editor Version 5.00 

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell 

Folders] 

"Desktop"="H:\\Desktop" 

"Favorites"="H:\\Favorites" 

"Personal"="H:" 

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 

"NoSimpleNetIDList"="1" 
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