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Abstract 
 
 

The Secure Camera Monitoring System is a web based application for multiple 

clients and multiple cameras.  The application will allow clients to globally login to a 

secure authentication system in order to use the application.  Each client has a profile.  

The client profile will determine whether they are an administrator or normal user.  The 

profile determines which camera privileges normal users’ have been granted.  Footage 

from cameras will be captured and archived. The administrator must be able to 

add/remove cameras, add/remove users, view archives, and delete archives.  The 

application was created using PERL, MySQL 4.1 database, and Windows Media 

Encoder.  The overall purpose of the application is to provide people with viewing access 

over objects of interest when they cannot be their in person. 
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1. Statement of Problem 
 

Facility owners and managers are in need of a way to be able to monitor their 

establishments from afar.  Facility owners and managers would like a globally accessible 

system that will allow them to view their establishments.  It is required that only 

authorized people can have viewing privileges.  In addition, owners and mangers would 

like to have the ability to add viewing locations and remove viewing locations. 

They also would like to determine which locations the user of the system may view.  

Owners and managers have deemed it important to be able to archive footage for retrieval 

at a later date, and to be able to maintain archived footage. 

  

2. Description of the Solution 

The solution to the problem can be described as a web based application for 

multiple clients and multiple cameras.  The solution will allow clients to have world wide 

access over the internet to a secure authenticated login system in order to use the 

application. 

 

Each client will have a profile.  The client’s profile will determine whether they 

are an administrator or a normal user.  The client’s profile will also determine which 

cameras the normal user has been granted privileges to view. 

 

Footage from the cameras will be captured and archived.  The archive size will be 

determined by the administrator along with the amount of time it will be archived.  The 
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administrator must be able to add a camera, remove a camera, add and remove user, view 

archives, and delete archives. 

 

2.1 User Profile 

There are two groups of users for the Secure Camera Monitoring System (SCMS). 

 

1. Administrators: 

This group of personal will be trained on how to use the Secure Camera 

Monitoring System.  They will be able to use most of the systems 

functionality.  They will be able to create and delete users, add and remove 

cameras, view archived footage, delete archived footage, and determine the 

length of an archive.  In addition, the administrator can assign cameras to 

users. 

2. Normal Users: 

This group of personal will be limited in their ability to use the Secure Camera 

Monitoring System’s full potential.  They will have global access via the 

internet and the normal user group will be able to view the footage from the 

cameras to which they have been granted access. 

 

2.2 Design Protocol 

The Secure Camera Monitoring System has multiple components interacting with 

each other.  There are two user groups and other various functions.  Figure 1 shows the 

prototype design accurately as having one database, one web server, one streaming media 
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server, and two cameras used in this prototype.  The two cameras feed input into the 

streaming video server.  The streaming video server can push video content to the 

internet and it can create archived footage.  When a client performs a successful login, 

the web server informs the streaming media server to push the video the client.  The 

client can view the live streaming video content after the web server notifies the 

streaming video server to push the video footage.  
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  Figure 1.  Solution Diagram 
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The general protocol that all users must follow is the authenticated login.  When 

each user performs a login several actions take place.  There is first a check to ensure 

both username and password have been entered into the home page text fields.  If the first 

check returns true, then the username and password are validated against the database to 

verify that the user exist.  In the result of a valid user, the creation of a session identifier 

is executed.  Without a session identifier the client will not be allowed to enter the web 

site and will be forced to login.  Last, there is a check to determine whether the user is an 

administrator or a normal user.  There is an after login page for an administrator as well 

as one for a normal user and the user will be directed appropriately as shown in figure 2. 

 

 
 
 

Figure 2. Login Fork 
 

 
Depending on the clients user type there are two different paths available.  One 

path is for an administrator and the other is for a normal user.  As mentioned earlier, the 

administrator can control the key features of the Secure Camera Monitoring System.  
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Administrator Privileges include: 

• Add/remove users 

• Add/remove cameras 

• Modify normal user profiles to restrict camera access 

• Set archive length 

• View archives 

• Delete archives 

 

 

Normal User Privileges include: 

• View camera footage 

 

 

 

2.3 Technologies 

There is an integration of open source technologies and Microsoft Corporation products 

used to create the Secure Camera Monitoring System Prototype.   

 

Microsoft IIS 6.0 

• This is the web server used to host the web pages produced using PERL code. 
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Microsoft Windows Media Encoder 

• This windows utility digitizes the video footage and streams it to internet 

making it accessible to Secure Camera Viewing System clients. 

PERL 

• This is an open source scripting language.  It was used to create the web pages 

and their functionality.  The PERL code allows for interface with the database 

to create an authenticated login and enforce normal user camera restrictions. 

MySql 4.0 

• This is an open source database.  The database makes it possible to have 

authenticated login, maintain information on cameras, and establish 

relationships between normal users and cameras governing limited 

restrictions.  Figure 3 shows the tables in the database and the relationships 

between them. 
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Figure 3. Database Tables and their Relationships  
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3. Deliverables 

a. Secure Authenticated login for each client 

b. Normal users can only view assigned cameras 

c. Administrators can add and remove cameras 

d. Administrators can add and remove users 

e. Administrators can view archives 

f. Administrators can delete archives 

g. Protect application by implanting Secure Sockets Layer (SSL) to encrypt 

back and forth data transfer 

4. Design and Development 

4.1 Timeline 

 There are multiple tasks associated with this project attaining the current level of 

completion.  Below, Figure 4 shows the divide of time and how it was allocated between 

research, acquiring approval, planning, hardware setup, coding, and testing. 

 

 
Figure 4. Timeline 

 
 

 Sept. October November December  January  February March April May 
Research                   
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Coding                   
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4.1.1. Senior Design I Accomplishments: 
During Senior Design I the following was accomplished: 

• Researched applications similar to SCMS 

• Considered needs of targeted audience 

• Designed web application concept 

• Developed proposal and oral presentation 

During this phase of senior design there were hours spent looking into similar 

applications and attempting to justify the need for existence for this type of application.  

Originally, this ideal was application for parents to view their children at daycare while 

they were at work. It had been concluded that the application being proposed for 

development could satisfy the wants and needs of a potential client. 

 

4.1.2. Senior Design II Accomplishments: 

 During Senior Design II the following was accomplished: 

• Generalized application 

• Designed database with web portal 

• Created user interface 

• Created authenticated login 

• Implemented restrictions on camera viewing 

• Prepared design freeze documentation and oral presentation 

In the second phase of Senior Design the application was generalized to meet the needs 

of a larger audience.  It became a multiple camera and multiple user application.  The 

database tables were created to capture and hold all information.  The camera viewing 
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portion of the web application had been created.  The viewing portion limits the camera 

access provided to the users and after an authenticated login has been completed. 

 

4.1.3. Senior Design III Accomplishments: 

 During Senior Design III the following was accomplished: 

• Implemented administrative abilities 

• Conducted unit testing to test for quality 

• Participated in Tech Expo 

• Prepared final senior design documentation 

In the final phase of Senior Design implementing the administrative capabilities was the 

main focus.  This phase was comprised of providing administrators the ability 

add/remove users, add/remove cameras, assignment cameras to users, and allow 

administrators to view archives.  There was testing conducted to ensure that the database 

captured the actions performed by the administrators. 

 

4.2. Budget 

The proposed budget for this application includes the items listed in the Technical 

Details section.  The total retail cost of the project is $8,543.00.  However, most supplies 

are provided by the IT computer lab or there is no commercial license necessary, 

therefore my incurred expenses for the project are zero.  The itemized budget can be 

reviewed below in Figure 5. 
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 Figure 5. Budget 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Item Description Retail Cost Cost Incurred 

Streaming Video Server Provided by IT computer lab $3,000.00 $0.00 

Web Server Provided by IT computer lab 3,000.00 0.00 

MySQL 4.1 Database Open source database, free via 
download 
 

495.00 0.00 

Server 2003 Ent. Edition 
(2) 

Provided by IT computer lab 2,048.00 0.00 

Windows Media Player Included in Microsoft 
Distribution 
 

0.00 0.00 

Windows Media Encoder 
x64 Edition 9 Series 
 

Downloaded freely from 
Microsoft web site 

0.00 0.00 

PERL Provided free as open source 
software. 
 

0.00 0.00 

Logitec Web Camera (2) Have 0.00 0.00 

 Retail Total: $8,543.00  

 My Total:  $0.00 
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5. Proof of Design 
 

This section shows how the deliverables were fulfilled. 

5.1 Authenticated Login and Camera Viewing 

When a normal user performs a login, their username and password are validated 

against the database and the cameras they are granted permission to see become visible 

on the page after login.  During the prototype demonstration there were three different 

test users.  The first could view two cameras, the second could view one camera, and the 

third could view zero cameras.   

 

The first test user has the user name “user1”.  When user1 performs a login they 

will be able to see two cameras as shown in Figure 6 and 7. 
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Figure 6. Test user, “User1” login screen 
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Figure 7. Test user1 Camera Privileges 
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Next, there is a second test user, “user2”.  This user has one camera assigned to 

their profile.  Below, in Figure 8 and 9, a demonstration shows the user performing a 

login and having viewing permissions for one camera. 

 

    Figure 8. Test user, “user2” performs a login 
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Figure 9. User2 can has one camera assigned to their profile 
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Last, the final test user, “user3” has no cameras assigned to their profile.  When 

user3 performs a login there will be no screens available to show camera content.  This 

demonstration is shown in Figure 10 and 11.  

 

Figure 10. User3 performs a login 
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Figure 11. User3 has zero cameras assigned to their profile 

 

 

 

5.2 User Management Page 

In this section the administrator can add users to the system, remove users, and 

edit user information.  The user management page has a database backend.  This page 

utilizes the database by retrieving information about the users through the use of select 

commands. 
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As displayed below in Figure 12, user information has been entered into the form 

on the web page.  After clicking on the “create user” button the user instance will be 

created and added to the database.  The administrator will have a success page displayed 

informing the administrator that the query has been successfully completed. 

 

 

Figure 12. User Management Page 

 

The User Management Page also captures the ability to allow the administrator to 

edit the information of a user.  The administrator must select a user to edit by clicking on 

a target in the radio box, and then clicking the “edit user” button.    Afterwards, the 

information of the user will appear in editable text fields as seen below in Figure 13.  

Once the changes have been completed the administrator clicks the “save edit” button.  
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When the new edits have been saved to the database the administrator will view a success 

page. 

 

 

    Figure 13.  Editing User Information  

The User Management Page will allow the administrator to remove a user.  The 

administrator must select the user from the list using the radio button and select the 

“remove user” button.  Upon completion the administrator will see a success page. 

 

5.3 Camera Management Page 

The Camera Management Page allows the administrator to add cameras to the 

system, remove cameras from the system, and edit camera information.  The data saved 

for a camera is the name, description, and the viewable path.  This page utilizes the 
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database backend by retrieving information about the cameras through the use of select 

commands.   

 

As displayed below in Figure 14, camera information has been entered in the form 

on the web page.  After clicking on the “add camera” button the camera information 

instance will be created and entered into the database.  The administrator will be shown a 

success page after the database entry has been completed. 

   

 

  Figure 14. Camera Management Page 

 

The Camera Management Page also allows the administrator to the edit 

information for each camera.  On the page, there is list of all the cameras.  The 

administrator can search the list and select the camera of interest by clicking a radio box.  
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After clicking radio box, the administrator should click the “edit camera” button.  The 

information for the selected camera will appear in the editable text fields as shown below 

in Figure 15.  Once all changes have been made the administrator can click on the “save 

changes” button.  When all the changes have been saved to the database, the 

administrator will see a success page. 

 

 

Figure 15. Editing Camera Information 

 

The Camera Management Page will allow the administrator to remove a camera 

from the system.  The administrator must select a camera from the list using the radio 

check box and the select the “remove camera” button.  Upon completion the 

administrator will see a success page. 
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5.4 Camera User Management Page 

The Camera User Management page allows the administrator the create 

relationships between cameras and users, and allows the administrator to terminate those 

relationships.  This page displays the cameras available and shows the users available for 

matching who are not administrators.  This page also shows the existing camera/user 

assignments.  This page utilizes the database backend by retrieving information on the 

camera users through the use of select commands. 

 

When the administrator wishes to create an assignment between a camera and a 

user, all information is present.  The administrator must select a user from the drop down 

list of non-administrator users and select a camera from the drop down list of cameras as 

shown in Figure 16.  When the combination has been made the administrator will click 

the “create assignment” button.  The combination will added to the database and the 

administrator will see a success page. 
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Figure 16. Creating a Camera Assignment 

 

Additionally, the administrator can remove camera assignments.  The 

administrator must select an assignment from the list by clicking the radio check box.  

Once the administrator has chosen the assignment for deletion they can click the “remove 

assignment” button.  Once the database transaction has been completed, the administrator 

will see a success page.   

 

5.5 Archives Management Page 

 The Archive Management Page will allow administrators to view and delete 

archives.  The page was not able to be made accessible via the internet.  Administrators 

must login to the web server machine in order to manage the archives.  There is a virtual 
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directory on the web server to the location where the web camera archives area saved.  

When logged-in to the web server the archives files can be played and removed. 

 

5.6 db_com.pl 

 The db_com.pl file is a PERL script that handles most of all of the database 

activity.  Any insert, update, or deletion uses the db_com.pl script.  It was created to 

handle the retrieval of all information passed from forms that is necessary to complete the 

queries administrators attempted to execute. 

 

 The db_com.pl file accomplishes its varying task through the use of a “mode” 

variable that is passed with form data.  The mode instructs the file to use a certain sub-

routine to handle a certain situation.  The sub-routine will have instructions guiding it to 

look for the information needed in order to plug it into queries. 

6. Testing Procedures 

 The SCVS was tested modularly and as a unit to ensure that it functioned 

properly.  The modular testing was used to divide the SCVS into smaller parts and test 

each one individually.  Individually, it was easier to identify and troubleshoot problems.  

When a module had worked properly after several rounds of testing it would be included 

in a series of unit testing.  The unit testing involved using the different modules in 

random sequence to verify their functionality would not diminish.  After a module 

performed well in modular testing and unit testing it was considered satisfactory.    
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7. Conclusion 

 In conclusion, the project was great.  As a student, much was learned about self-

management.  The overall project was a success.  However, two of the deliverables were 

not achieved.  Those two were implementing SSL to encrypt transmitted data and 

creating a page to view and delete archives that is web accessible. 

  

The SSL implementation failed due to cost of acquiring a valid certificate.  This 

project is a prototype and the actual implementation of a SSL certificate worth the cost.  

The actual implementation is not very challenging and there is documentation readily 

available on the internet to walk a person through its implementation. 

  

The Archive Management Page is an achievable goal.  It was not implemented 

because there was an attempt to use IP cameras in the project.  The cameras have a 

different way of creating archives than the software already being used.  In addition, the 

cameras had been pre-programmed with software and would possibly require re-

programming on my behalf.  The combination of unfamiliar technology and limited time 

made for the Archive Management Page to be reduced to a virtual directory accessible 

from the web server.  
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