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Abstract 
 

     This project is intended to study a directory services rollout between the CAS Victory 
Parkway and Clifton campuses.  It would be useful to provide common services such as 
authentication between both campuses.  Lightweight Directory Access Protocol (LDAP) 
is the core protocol behind these services.  The feasibility and effects of providing these 
services on the current network are unknown.  To study these effects I have built a 
simulated model of the CAS network in OPNET IT Guru.  OPNET IT Guru allows the 
creation of a virtual network consisting of relevant hardware, protocols, and application 
software.  This network is a purely software entity that can run on an individual 
workstation.  This model contains all nodes currently located on the network including 
switches, PCs, servers, and printers.  The model will offer a current and up-to-date 
“snapshot” of the network layout and configuration of the two campuses.  I will use this 
model to study, analyze, and optimize centralized network performance.  Specifically, I 
will study improvements that can be made in regards to LDAP implementation on the 
network.  A complete model of the improved network layout will then be constructed 
using OPNET IT Guru to verify the effects of the changes/improvements made. 
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1.  Statement of Problem 
 
          Lightweight Directory Access Protocol (LDAP) is a networking protocol for 

querying and modifying directory services running over TCP/IP.  A directory is a set of 

information with similar attributes organized in a logical and hierarchical manner (3, 11).  

The College of Applied Science Victory Parkway campus (CAS) currently implements 

LDAP using Windows Server 2003 Active Directory.  CAS Clifton campus currently 

implements LDAP using Novell NetWare 6.5 eDirectory. 

          LDAP is the core protocol behind Active Directory.  All directory access is 

performed through LDAP.  Any time a client performs a search for an object in Active 

Directory, such as for users, computers, or printers, LDAP is being used in one form or 

another to perform the search and return the results (1, 2). 

          CAS currently experiences several network problems that would benefit from a 

detailed model created of the current network with modifications made to the current 

design.  The current network wiring and switch configurations have been inspected using 

detailed knowledge of switch configurations and floor wiring layout.  Previously, the 

switch configurations and wiring were known only by University of Cincinnati 

Information Technologies (UCit), with the exception of the fourth floor Administration 

Building wiring.  It is obvious that there are several network problems that exist in the 

College of Applied Science (CAS) network that will benefit from detailed modeling and 

inspection.  It is useful to be able to study the current LDAP implementation on the 

network and how this current implementation can be improved. 

 

 



  

   8 

2. Description of the Solution 

     OPNET IT Guru allows the creation of a virtual network consisting of relevant 

hardware, protocols, and application software.  This network is a purely software entity 

that can run on an individual workstation.  Routers, switches, servers – almost anything 

found in real networks – can be duplicated in an IT Guru virtual network.  It can be 

scaled from just a network of two workstations to one representing tens of thousands 

running in a Wide Area Network (WAN) (4, 5, 10).   

     To study the effects of changes in LDAP implementation I have built a simulated 

model of the CAS network in OPNET IT Guru.  This model contains all nodes currently 

located on the network including switches, PCs, servers, and printers.  I have used this 

model to study, analyze, and optimize centralized network performance.  A second model 

has also been created to reflect these changes. 

     An up-to-date virtual model of the CAS network has been created using OPNET IT 

Guru.  This model has been created with the supervision of the CAS networking staff to 

ensure complete correctness.  This virtual network is a valuable tool to the network 

analysts currently working at CAS and for future networking students to study.  Once the 

virtual network is created, it could be manipulated in various ways – for instance, routers 

could be added or subtracted, protocols altered, servers added or discarded – any 

permutation imaginable. 

     This model consists of a complete virtual model of the CAS Victory Parkway and 

Clifton campuses, offering a current and up-to-date “snapshot” of the network layout and 

configuration of the two campuses.  This could be useful to CAS professors for live 

network analysis in classroom use.  The network model has been inspected, using best 
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practices, to look for improvements that could be made to the design of the network - 

specifically, improvements that could be made regarding LDAP implementation on the 

network.  A complete model of the improved network layout was then constructed using 

OPNET IT Guru to verify the effects of the changes/improvements made.  This improved 

model has been presented to UCit, offering them the opportunity to implement any or all 

of the suggested changes.  

2.1 User Profiles 

          The project’s intended users are network administrators.  UCit could use this 

network model to study and implement changes in the current network architecture and 

configuration. This model will enable network professionals to be able to understand and 

analyze any positive or negative effects that the changes might produce. Also, visual 

graphs of performance and stability reports of the current network may be presented to 

authorities to demonstrate the need for the changes. Department IT administrators could 

also use this model to study any effects on the network created by the addition of 

services. 

     Additionally, the model would be useful to CAS professors for network analysis in 

classroom use.  Students could use the model of the CAS network for detailed network 

analysis in the classroom environment. 

2.2 Design Protocols 

     The network model that is built is a simulated replica of the network at CAS.  This 

model has been used to gather statistics to provide a baseline for network performance.  

Once this was established, the network was redesigned using best practices.  The revised 
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model focused on the provision of services, namely centralized directory services 

between the two CAS campuses.  

3.  Deliverables 

          The current network model of the CAS network has been completed.  A model of 

the improved topology has also been completed in order to have a complete before-and- 

after model of the CAS network. These network models and analysis data have been 

made available to UCit and IT networking staff. 

 
     There were two major deliverables: 
 

1. OPNET model of current CAS network topology 
 

2.  OPNET model and analysis data of improved CAS network topology 
 
 

4.  Design and Development 

4.1 Budget 

     The total retail cost for this project would be $51,989.98.  OPNET IT Guru is a 

powerful and expensive network modeling and design program and is meant for large 

businesses, universities, or government users.   Fortunately, OPNET provides a free 

academic license for an older version of their software.  I have used my home computer 

and the computers provided in the networking lab to develop and test the models.  The 

network topologies were first created in Microsoft Visio 2003 for ease of readability.  A 

256MB flash drive was used to transport and store the project files.  The Wireshark 

Network Protocol Analyzer was used to capture and analyze network traffic (See Figure 

1). 
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4.2 Timeline 

     The majority of the time on the project was spent developing the model.  Initially, my 

focus was gathering accurate information about the locations of all switches, servers, 

printers, and PCs was gathered.  This included the need to research the interconnectivity 

of all the objects.  This information must be highly accurate in order for the model to 

accurately reflect the topology of the CAS campus.  My next step was gathering baseline 

statistics from the network in order to accurately reflect network performance in the 

model.  Once this was completed, I conducted a thorough inspection of the network to 

locate improvements that could be made in the provision of servers and services.  These 

improvements were reflected in the OPNET model, and this information was presented in 

the final presentation and report (See Figure 2). 

Figure 1 - Budget 
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5.  Proof of Design 

     In order to meet the list of deliverables, I needed to learn how to use the OPNET IT 

Guru software. This product is an extremely advanced network design tool used for 

enterprise application performance management, network configuration analysis, and IT 

capacity modeling/planning. Because this software is so advanced and powerful, the 

majority of my effort on this project dealt with learning how to use this tool effectively. 

     Once research on the CAS network was completed, I needed to document all of the 

equipment on the network and its layout.  I created a diagram of the network in Microsoft 

Visio to serve as a guide for creating my simulated network model (See Figure 3). 

Figure 2 - Timeline 
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     I began by creating a complete virtual model of the current CAS network, which 

included the Victory Parkway and Clifton campuses.  This model includes all nodes 

currently located on the network and accurately models the traffic on the network.  The 

following figure illustrates the top level of the virtual model of the CAS network.  This 

includes the Administration, Science, and North Laboratory buildings on the Victory 

Parkway campus, and Sander and French Halls on the Clifton campus.  In the case of the 

Victory Parkway campus each floor of each building is its own subnet, with the exception 

of the 1st and 2nd floor of the Administration Building and the CAS Library, which are 

grouped together.  All switch stacks within each subnet run to a Cisco 6509 in the 

Figure 3 – Visio Layout 
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auditorium basement in a collapsed backbone configuration.  The Victory Parkway and 

Clifton campus are connected via a 20Mbps link. 

 

 

     I then configured the applications and profiles that the network should model.  These 

applications include LDAP authentication, web browsing, email, file transfer, database 

access, and file printing.  Each workstation was configured to its assumed purpose.  

These assumptions were based on discussions with IT networking staff.  After each 

workstation was set up with an application configuration, I specified which server would 

provide the associated services for the application(s).  Consequently, each server was 

configured to support the specified applications and services.  The following figures 

Figure 4 – Top Level of Model 



  

   15 

illustrate an example of how profiles and applications were configured (See Figures 5 & 

6). 

 

 Figure 5 – Profile Configuration 
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     Of primary concern is the virtual model of the Victory Parkway Administration 

Building fourth floor.  This floor has the highest link utilization of any subnet on the 

Victory Parkway campus (See Figure 7). 

Figure 6 – Application Configuration 
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All authentication traffic currently flows through the fourth floor.  The link utilization on 

this floor was of primary concern, and a large portion of the traffic represents 

unnecessary LDAP authentication.  Therefore, the most important traffic to model was 

LDAP authentication.  OPNET IT Guru provides many “built-in” application 

configurations to accurately model the traffic for a variety of real world applications, 

such as web browsing and email access.  However, OPNET IT Guru does not offer a 

“built-in” model of traffic for LDAP authentication.  To accurately model authentication 

traffic I used Wireshark, which is a free protocol analyzer, or packet sniffer.  The 

program enabled me to get the traffic and packet size details for one single LDAP logon.  

Figure 7 – Administration 4th Floor 
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With this data, I was easily able to extrapolate the traffic information to as many 

workstations as necessary. 

 

 

     Once the applications were configured and each workstation was set up with the 

appropriate application profile(s), I was ready to conduct the Discrete Event Simulation. 

This is where I determined which statistics I wanted to collect. The below screenshot 

illustrates some of the statistics I included for this project.  The primary concern was 

point-to-point link utilization (See Figure 9). 

Figure 8 – Wireshark Packet Capture 
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     Running the Discrete Event Simulator produced the results I needed to generate the 

baseline statistics needed to outline the current network performance, in regards to LDAP 

implementation, at the College of Applied Science. Now that the baseline was 

established, I began testing various scenarios. 

     Once these statistics were gathered, I was able to extract chunks of the network and 

consolidate them into LAN objects while still maintaining the accuracy of the model and 

Figure 9 – Statistics Collected 
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traffic flows.  This was done to observe individual segments on the network and to 

decrease the amount of time it took to run the simulations, while maintaining accuracy.  I 

ran the necessary simulations on the original network to get an idea of the traffic 

congestion that exists, mainly on the fourth floor link which is where LDAP 

authentication is currently located.  Currently, all authentication traffic flows through the 

fourth floor.   

 

 

     The figure above illustrates an example: if a user is logging on from the fifth floor, 

logon traffic must travel from the fifth floor to the basement, and then to the 

authentication server on the fourth floor.  Traffic must then travel back from the fourth 

floor to the basement, then back to the fifth floor.  This is a wasteful way of routing logon 

Figure 10 – Old LDAP Implementation 
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traffic, as the traffic never needs to travel to the fourth floor.  All this does is create an 

unnecessary load on fourth floor link utilization.  The fourth floor already sees heavy 

traffic and utilization so eliminating unnecessary traffic on the fourth floor is important. 

 

 

     For the revised models, I moved the LDAP server into the auditorium basement and 

re-configured the traffic flows to route authentication through the basement and not the 

fourth floor.  As illustrated by the previous example, now when a user logs in from the 

fifth floor logon traffic travels from the fifth floor to the basement, and then back to the 

fifth floor, never utilizing the fourth floor link.  The above figure shows how the traffic 

has been re-routed.  I then re-ran the simulations, and the results were favorable.  They 

show a marked decrease in link utilization on the fourth floor when the LDAP server and 

Figure 11 – New LDAP Implementation 
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all related authentication traffic run directly to the auditorium basement.  The following 

two figures describe link utilization on the fourth floor before and after LDAP traffic has 

been re-routed (See Figures 12 & 13). 

 

 

     When all authentication services route through the Administration Building 4th Floor, 

the link sees very high utilization.  The high utilization on the link is near 100%, with a 

minimum of approximately 60% utilization. 

  

Figure 12 – Fourth Floor Utilization before LDAP Move 
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     When authentication services are moved from the Administration Building 4th Floor, 

a large amount of link utilization is freed.  The high utilization on the link is near 70%, 

with a minimum of approximately 45% utilization 

     The other link that was to be studied was the 20Mbps link connecting the Victory 

Parkway and Clifton campuses.  The following figure illustrates the average utilization of 

the link between the campuses.  This figure has been provided by UCit’s Network 

Operations Center (See Figure 14). 

Figure 13 - Fourth Floor Utilization after LDAP Move 
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     The green lines represent average usage on the 20Mbps link between the Victory 

Parkway and Clifton campuses.  The following figure represents my results from the 

OPNET model for average link utilization on the 20Mbps link between campuses (See 

Figure 15). 

Figure 14 – NOC Graphic 
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     The model I built in OPNET yields the same results as the network operations center 

report.  The 20Mbps link has an average of 80% utilization.  This link is over-utilized, so 

I would not recommend adding any additional services, such as LDAP authentication 

across campuses, until this problem is rectified. 

6.  Conclusions and Recommendations 

     In conclusion, this model is a complete and up-to-date virtual model of the CAS 

network that could be used by IT staff to test future changes to the network before costly 

real-world changes are attempted. I recommend moving authentication traffic off of the 

Figure 15 – 20Mbps Link Utilization 
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fourth floor.  This floor sees very high link utilization anyway, and will benefit from any 

decrease in traffic.  By moving authentication traffic off the fourth floor, they will see an 

average decrease in link utilization of 32%.  Additionally, the 20Mpbs link between the 

Victory Parkway and Clifton campuses is saturated.  At this time I would not recommend 

running directory services across campuses until that link can be upgraded.  
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