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Abstract 

 

 University of Cincinnati needs a network that teachers and students 

can use to conduct research and experiments, as well as for personal use 

for those students living on campus.  As you can imagine the potential 

security issues this presents.  Firewalls, anti-virus protection, 

and SIEMs do a great job in handling these potential issues but what if we 

are able to decide why these security issues are present?  How can we 

be more proactive with these issues from the mass amounts of data we 

send and receive?  Our proposal would be to leverage as much of these 

applications and use LYNXeon to conduct research in how UC’s network is 

behaving under the constraint of its users.  The findings could help 

solidify UC’s network without degrading usability. 
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Network Behavior Analytics 
 
 

1.  INTRODUCTION 

 

1.1 Problem/Statement of Need 

 Large enterprise networks have become more and more 

advanced.  The onset of unstructured data has proven difficult to 

understand and maintain from a security prospective.  What we need 

is a device and/or a program that is able to sift through large data to 

make sense of it.  Thus giving a security professional a hand up in 

their infrastructure.  We know that firewalls, intrusion prevention 

system (IPS), intrusion detection system (IDS), and security 

information and event management systems (SIEMS) are just not 

enough to do so (1). 

What the University of Cincinnati and our group discussed was a 

way to supplement and enhance the university’s current security 

practices.  What we want is a robust tool that can visually provide the 

IT team a proactive solution to monitor and analyze its network 

infrastructure.  The appliance that we would use for this research 

would be LYNXeon from 21CT.  This appliance will produce visual data 

sets that will be collected and analyzed to find patterns in user activity 

and behavior that can show malicious activity.  
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1.2 Solution/Finding Value 

Reporting and analytics are two separate entities.  Reporting 

shows you data, and analytics generates information out of that 

data.  This data is used to forecast, optimize, and give predictive 

modeling and solutions (2).   

 The challenge of implementing and determining how 

valuable LYNXeon is to the university all depends on the outcome of 

our research.  Greg Gunung, from 21CT, previously stated 

that LYNXeon has not been implemented into any university or 

school.  21CT provides queries developed by top Network Security 

Professionals, as seen on the video "Visualizing a Data Loss 

Breach".  The queries will be used to test UC's infrastructure and the 

effectiveness of UC's security appliance.  What, if any, vulnerabilities 

and anomalies we encounter with such an open network.  
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1.3 How the Data Flows 
 

 
The figure above shows how LYNXeon is collecting the data from 

internal and external sources.  The LYNXeon appliance uses various 

data sources to collect and analyze.  These sources could 

include NetFlow, Bro, FireEye, Snort, SourceFire, Threat Feeds, as well 

as static lists of data (blacklist/whitelist).  These data sources collect 

all packets coming into and leaving UC’s routers.   

The router provides a port for the appliance to connect to.  So it 

may ingest data from any of the sources provided.  UC provided us 

with NetFlow data from the router, although they do have 

a SIEM (Dragon), we were not able to connect because 21CT did 

not have an agent to interface it with.  Threat feeds from online 

sources were also integrated with the appliance. The appliance then 

uses all these connections and outputs them to a LYNXeon client 

Figure'1 Network Diagram 
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installed on a computer.  It would then be up to the user to analyze 

and interpret the data and report any findings or create alerts 

to notify the proper channels of malicious or unknown activity. 

1.4 User Profiles 

 Each user will be placed in a category for certain alerts.  There 

are three alert categories that are established.  Each category will 

essentially tell a user that something has occurred out of the 

norm.  These are not concrete because they can be administered to 

anyone with the proper security credentials.  These categories are 

divided up into these three levels: 

  

1. Warning Alerts:  These are given to Help Desk or Network 

Technicians who may not understand how to inspect packets at a 

deeper level but can navigate and understand how nodes are 

connected and interact with each other. 

Figure'2'User'Profiles'
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2. Error Alerts:  These are issued to the Network Operations Center 

because Network Administrators can manage the queries and 

decide what course of action to take. 

3. Critical Alerts:  These are issued to Network Security and/or 

Computer Forensics investigators who can analyze, draft, and 

make proper changes to the system. 

 

2. DISCUSSION 

 

2.1 Budget 

 Our Proof of Concept determines the cost of the product.  The 

appliance costs range from $100-$350k depending on the capacity and 

performance required.  The minimum size is 1Tb of hard disk space.   
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2.2 Technical Requirements 
 
Figure 3 LYNXeon Servers 

Minimum  Recommended 

A dedicated Linux server  

Red Hat Enterprise Linux v5 or 6  

2x Quad-Core processors 4x Quad-Core processors 

4GB RAM 64+ GB RAM 

250GB internal storage  

(RAID-10, 15k RPM SAS drives) 2+ TB internal storage 

Gigabit Ethernet Adapter 
Gigabit Ethernet adapter 

 

 
Figure 4 LYNXeon Analyst Studios 

Minimum  Recommended 

Windows XP, Windows 2k3 Server  
Or Windows 7 
Mac OS 

 

A dual-core processor  

2 GB RAM 4 GB RAM 

4GB RAM 64+ GB RAM 

10GB Free storage  

 

        There are no special requirements needed for the server.  It is an 

appliance that connects to the border router or routers.  The analyst 

studio is installed on a client computer and is connected to the 

appliance through its IP address.  It was also recommended to have a 

fast Internet connection. 
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2.3 Gantt Chart 
 

 This Gantt chart provides the completion of our project at the time of 
this writing.   
  

Figure'5'Gannt'Chart 
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2.4 Methods 

 

2.4.1 NetFlow 

 

A NetFlow exporter is typically a device or appliance that is 

purchased to get data from different network elements such as Wide 

Area Networks and Local Area Networks (3). These types of appliances 

or devices are usually routers and/or switches.  The source of 

information that allows LYNXeon to collect NetFlow data is sent from 

these devices, as shown in figure 6.   

 The above figure displays the basics of how NetFlow works. The 

data flows are generated from the router coming from WAN or 

LAN.   It then exports the flows from the device to the collector, where 

the collector stores the flows. The analyzer is the tool that analyzes 

the data, in our case LYNXeon.   

 Table 1 shows us the descriptors of what NetFlow provides. The 

more elements a Key can generate the more flows it has.  This comes 

Figure'6'Basic'NetFlow'Diagram 
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at a cost when a greater number of flows must be generated, it will 

require more processing time to generate the reports. The memory 

and CPU requirements will also be needed from the device, as well as 

storage (4). 

KEY FIELDS ACCOUNTING OTHER 
Src/Dest IP Packets Bitwise OR 
Src/Dest Port Octets Src/Dest AS and IP 

Mask 
ToS (Type of Service) Start/End Time Packet Format add 

seq. numbers for 
detecting lost exports 

Input Interface Output Interface IPv4 
  IPv6 (NetFlow v.9) 
Figure 7 NetFlow Descriptors 

 
 
2.4.1.1 NetFlow Uses 

According to Amrit Williams, whom was interviewed by Richard 

Stiennon, there are five critical uses of NetFlow data for security (1): 

1. Application Discovery 

This allows IT personnel to learn what their users are doing on 

their network and aids in enforcing acceptable use policy.  This 

can be done with application control through UTM (unified threat 

management) devices such as Palo Alto Networks, FortiNet, and 

Watchguard.  

2. Anomalous Network Behavior 

Allows a network administrator to change what occurs in their 

baseline or “normal” network traffic. 

3. Identification of Comprised Hosts 
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A continuous update of new IP addresses which are associated 

with malicious sites or botnets that can compromise internal 

hosts. 

4. Insiders Engaged in Nefarious Actions 

NetFlow can identify users that may be downloading large 

amounts of data, hacking, or any activity that may be harmful. 

5. Policy Enforcement 

Policies can be violated still but NetFlow can now be used to 

enforce those policies better or create new policies. 

 To put it more simply NetFlow can identify problems and help 

administrators solve them.  Traffic can be identified depending on their 

protocols, which can then be analyzed depending on the need.  

NetFlow provides administrators huge amount information from 

network packets. 

 

2.4.2 Threat Feeds 

 Thread intelligence feeds gives administrators up to date 

awareness of malicious activity on the Internet.  These threat feeds 

are then digested and are compared to data logs to protect an 

enterprise network from infection or loss of data.  Threat feeds can 

include phishing URLs, malicious URLs, Botnets, or any compromised 

blacklisted URLs. 
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3. RESULTS 

 
3.1 Top 10 Internal SSH Destinations 

 

 One of the queries we ran is the Top 10 Internal SSH.  It was 

developed by SSH Communications Ltd.  Secure Shell allows a 

program to log into another computer over a network remotely.  This 

protects a network from attacks such as IP spoofing, IP source routing, 

and DNS spoofing (2).  What is so important about this query is that it 

shows us any external nodes (computers with flags) connected to 

internal nodes (computers with blue screen) that may be considered 

malicious.  The figure above shows a compressed layout of a few 

external sources connecting to multiple computers.  WAFSEC is a free 

analysis tool that verifies known websites and outputs a WAFSEC score 

(higher rating = malicious site) as well as a honeypot score (3).   

 The output of the search showed various countries connecting to 

internal clients.  Some clients were connecting to the same external 

node or a client connecting to multiple external nodes.  By finding the 

Figure'8:'Top'Internal'SSH'Destinations 



16 | P a g e  

hostname and verifying the AS (Autonomous System) we were able to 

eliminate external nodes that were harmless.  Some were returned as 

an educational institution, in which case they were tagged for easy 

verification in the future.  What was interesting is that there were 

external nodes known to be malicious and WAFSEC rating higher than 

20 connected via SSH. 

 
3.2 Top BitTorrent Connections 
 

 Peer-to-Peer computer networking is a collection of computers 

connected together to share equal resources and responsibility.  

Typically peer-to-peer networks are most common in LAN.  Peer-to-

Figure'9'BitTorrent'Connections 
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Peer networks can also include torrenting.  Torrenting is when users 

connect to a network and download small bits of files from many 

different peers at the same time (4).  Torrenting is very unpopular 

with many copyright authorities.  Mainly because it invites people to 

download software, movies, music, any digital content without 

purchase.  The reason UC does not completely restrict such sites is 

because researchers sometimes require them to be utilized.  We 

decided to search BitTorrent because it provides an overview of who, 

what and where the most activity is occurring.  We found that while 

students do use such sites, the culprits that use the most are the 

“.edu” domains.   

 The benefits of this query is that the network security officer can 

pin point certain areas of interest.  The “.edu” domains and where 

their computers reside are subject to vulnerabilities because of this.  

Students were also found, by cross-referencing with a SIEM, 

downloading/uploading data.  

 
3.3 Most External Connections 
 
 The search for internal hosts getting the most connections 

provided us an interesting view of the router.  What we know is the 

router had an internal IP of 192.168.X.X.  According to the network 

engineer this IP does not exists.  What we were finding were several 

external nodes contacting this specific address, several thousand 

within a 30-minute time frame.  Exploring further into it, we verified 
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that several external entities were in fact connecting to this specific 

address at various intervals, as well as sending bits at varying length. 

 
Figure 10 TCP "Three-Way Handshake" 

 

 What does this imply?  We must first establish what a TCP 

“Three-Way Handshake” means (see figure 6).  A client, in our case is 

the external entity, will send a segment with a SYN flag.  This includes 

Initial Sequence Number that marks the beginning of sequence 

numbers for the data that the client device will transmit.  Once the 

server, in our case UC router, receives the TCP segment it will return 

its own TCP segment with a SYN-ACK.  The last and final step is the 

client sends an ACK to establish an open connection.  This is a typical 

handshake of a TCP protocol, but the connections that were being 

established to the IP in the router only does step one; which, is a SYN 

request.    With the variety, length of bits, and amount of these 

request we can assume that this may be a DDoS attack.  Prolexic 
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publishes the top 10 DDoS attack trends of 2013, where SYN and ICMP 

floods were number 6 on the attacks (5).   

 
CONCLUSION 

 

4.1 Review 

21CT provided UC a Proof of Concept to test their LYNXeon 

appliance against UC’s network infrastructure. For a few weeks we 

were able to run some tests. The results and our conclusions to this 

product will be discussed further in this document. During the initial 

installation we were connected to one router but as we progressed we 

were provided with another router from the network team. This 

allowed us to receive more NetFlows and therefore gather more data 

for our analysis. What we found was interesting.  

We found internal sources that were vulnerable because they 

were connecting to well-known honeypots along with blacklisted sites 

(according to McAfee) that were known threats from fraud, email, and 

network. As well as an unknown internal IP address that was receiving 

tens of thousands of TCP/IP requests within minutes. Each received 

byte different from each other and connecting at different intervals, 

which is very interesting because it is supposed to be a nonexistent IP.  

We did find that most countries that were connected to an 

internal node(s) were from China. Some or most connections could be 

seen connecting to social networking site such as Twitter and 

Instagram. While these may not make anyone worry too much, it is 
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something that was returned in the queries. With all these queries 

however, it would benefit the Information Security Officer once alerts 

and emails are made to specific behaviors. 

 
4.2 Thoughts  
 
 Although we found some interesting things, we do not believe 

we can make a recommendation for the use of this appliance for the 

University of Cincinnati.  It would require much more time to properly 

configure the device with high value assets to achieve a clearer view of 

the network.  UC could not provide us with those assets and with a 

very small window it was an incredible daunting task to manually 

establish all those assets.   

 From UC Incidence Response Team:   

While they could spend days finding interesting behaviors, UC 

does not have policies in place to say if any of the findings are allowed.  

The list of priorities that UC have, 21CT does not meet.  The amount of 

information was so voluminous that UC cannot provide enough bodies 

to help manage this appliance (6). 

 

  



21 | P a g e  

References 
1. Stiennon, Richard. Five Critical Uses of Netflow Data For Security. 

Forbes. [Online] May 05, 2013. 
http://www.forbes.com/sites/richardstiennon/2013/05/15/five-critical-
uses-of-netflow-data-for-security/. 

!
2. Quinstreet Enterprise. SSH. Webopdia. [Online]  
!
3. WAFSEC. WAFSEC. [Online]  
!
4. Gil, Paul. Torrents 101: How Torrent Downloading Works. About.com. 

[Online] February 2014. 
http://netforbeginners.about.com/od/peersharing/a/torrenthandbook.
htm. 

!
5. Prolexic. Prolexic Publishes Top 10 DDoS Attack Trends for 2013. 

Prolexic. [Online] January 21, 2014. http://www.prolexic.com/news-
events-pr-prolexic-releases-2013-top-10-ddos-attack-trends.html. 

!
6. Morgan, Emily. Thoughts or Suggestions on LYNXeon. [interv.] Emil 

Batac. March 5, 2014. 
!
7. Violino, Bob. How to Use Network Behavioral Anaylsis Tools. CXO. 

[Online] Nov 10, 2008.  
!
8. The Bro Network Security Monitor. The Bro Network Security 

Monitor. [Online]  
!
9. Press, Cisco. Cisco. Cisco IOS Netflow. [Online] May 2012.  
!
10. Feiman, Joseph, et al. Cool Vendors in Security Intelligence. 

Gartner. [Online] April 29, 2013.  
!
11. Gartner. Gartner Your Source for Technology Research and 

Insight. Gartner. [Online]  
!
12. Genung, Greg. UC & 21CT LYNXeon - Webex Demo/Discussion. 

[interv.] Mark Faulkner and Greg Genung. Nov 4, 2013. 
!
13. 21CT. Know Your Network with LYNXeon. 2012. 
!
14. Nather, Wendy. 21CT's LYNXeon Brings Intelligence to Security 

Analytics for Data of All Sizes. The 451 Group. [Online] 2012.  
!
15. Reese, Brad. Intrusion Detection Systems vs. Network Behavior 

Analysis: Which Do You Need? Network World. [Online] Nov 9, 
2008. 

  
16. Sommer, Robin. The Bro Network Security Monitor. s.l. : 

Berkley.edu. 
!



22 | P a g e  

17. Tatum, Malcolm and Harris, Bronwyn. What is Network 
Behavioral Analysis. WiseGeek. [Online] Oct 11, 2013.  

!
18. Caligare. What is Netflow. Netflow Portal. [Online]  
!
19. Wild Packets. Network Monitoring with NetFlow and sFlow - How 

Does it Work? April 21, 2011. 
!
20. Regnauld, Phil and Allen, Hervey. Netflow Overview. APRICOT 

2012: Network Monitoring and Management Tutorial. Feb 27, 
2012. 

!
21. Charles M. Kozierok. TCP Connection Establishment Process: The 

"Three-Way Handshake". TCP/IP Guide. [Online] Sept 20, 
2006. 
http://www.tcpipguide.com/free/t_TCPConnectionEstablishm
entProcessTheThreeWayHandsh-3.htm. 

 
 

 

 

 


