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Abstract 
Brown County General HealthCARE (BCGH) was in need of a new data network 

and voice solution. The old network was not taking full advantage of a fiber backbone at 
the main hospital nor the point-to-point fiber between the five remote sites. They are also 
managing different Public Branch Exchanges (PBX) at each site. There is not a wireless 
network in place for doctors or patients to use. 

The new network consists of a complete Cisco solution. This solution is replacing 
all of the current network equipment at the main hospital and the 5 remote si tes, replacing 
all of the current telephony environments with a new Voice over IP environment, and 
introduces BCGH to a wireless data and voice network. 

The new environment will be more robust, adaptable and manageable, as well as 
be a cost savings for BCGH. The new environment will run on dedicated point-to-point 
fiber between the remote sites and the main hospital and take advantage of a gigabit fiber 
backbone on the main hospital. Cost savings will be due to four-digit dialing between all 
the sites and toll-bypass as well as reduction of plain old telephone system lines and 
reduction in other means of remote connection, like Digital Subscriber Lines (DSL) and 
fractional Tl s. 
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Network Convergence: 
IP Telephony, Data and Wireless Implementation 

for Brown County Regional HealthCARE 

1. Statement of the Problem 

1.1 Definition of Need 

Brown County General HealthCARE (BCGH) is the medical center for Brown 

County, Ohio and was opened in 1952. The hospital 's main campus is located in 

Georgetown, Ohio. The hospital has five remote sites; the farthest is twenty-two miles 

from the main hospital: 

• Fayetteville 

• Bethel 

• Peak 

• Brown County Surgical Group (BCSG) 

• Mt. Orab 

BCGH wanted to lower the over all operating and maintenance costs of the data 

and voice environments as well as increase the reliability and functionality of the 

network. See Appendix A for the previous monthly reoccurring costs of the voice and 

data network. 

The data environment was fragmented with multiple connection types between 

remote sites. They had already installed point-to-point fiber connections but were not 

using them. They were also not taking advantage of a gigabit backbone that was already 

in place at the main hospital. There is no current wireless data network in place. See 
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Appendix B for a diagram of the old remote site connections, Appendix C for a diagram 

of the old data environment. 

The old telephony environment was also fragmented, with five different Public 

Branch Exchange (PBX) systems being used throughout the enterprise. Some of the 

PBXs were not scalable and not cost effect to operate and maintain. The main hospital 

was using a wireless phone system from NEC that had limited capability in terms of 

functionality. See Appendix D for a diagram of the old phone environments. 

Part oflowering the operating cost was to lower the monthly long distance bill. 

The Bethel location is in a different Local Access and Transport Area (LATA) than the 

rest of the enterprise. Bethel falls into the Cincinnati/Northern Kentucky LATA and the 

rest of the sites fall under the Dayton LATA. This means that calls sent between these 

sites, and any calls sent from the Dayton LATA to the Cincinnati/Northern Kentucky 

LATA were long distance. See Appendix E and f .for the LATA maps . 

2. Description of the Solution 

To improve the performance of the network, and to lower operating costs, BCGH 

decided to completely replace the current data and voice environments. The new network 

is a converged network, combining both data and voice into one environment. 

2.1 New Data Environment 

The new converged environment is a Cisco solution. All of the old networking 

equipment was replaced with new Cisco routers and switches. A requirement for the 

upgrade was to have the capability to carry both data and voice traffic, while maintaining 

quality of service for Voice over Internet Protocol (VoiP) phone service. The hospital is 
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now taking advantage of the gigabit fiber core between the closets as well as the point-to

point three megabits per second fiber connection between the remote sites. See Appendix 

G for the new remote site and Internet connection diagram. See Appendix H for the new 

data environment diagram for the main site. See Appendix I for the remote site closet 

diagrams, and Appendix 1 for the routing scheme. 

2.2 New Telephony Environment 

A new Cisco Voice over Internet Protocol (VoiP) solution was implemented at 

the hospital. The current digital phones were replaced with power-over Ethernet (PoE) 

YolP phones. We are using CaliManager 6.0, which is the call processing server from 

Cisco. We are also using Cisco's Unity voice mail server, an Automatic Call Distributor 

(ACD) server and Call Center. 

2.2.1 VoiP Savings 

Going from a standard time division multiplexing (TOM) phone system to VolP 

system has many distinct cost savings. The most apparent is that all traffic is merged 

onto the same network. This setup allows for Jess infrastructure to be bought and 

maintained. Buildings usually require a separate phone cable and network cable run to 

every desk to support the computer and the phone. With VoiP, this is no longer the case, 

resulting in a substantial savings. The phone and the computer use one network jack to 

connect to the same network. 

The new phone environment will also save on the phone bill. The users will be 

able to use four-digit dialing to call anyone on the enterprise phone environment. This 

will reduce the long distance calling between Bethel and the other sites for BCGH. 

I 
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Toll-bypass will also be used to further reduce the phone bill. Any calls from the 

remote sites and the main hospital going to Cinci1mati or Northern Kentucky will be 

routed from Georgetown to Bethel, and out of Bethel's Public Rate Interchange (PRJ). 

This will make the calls appear to come from a local area and therefore not be considered 

a long distance call. It will also allow calls from Bethel to the Dayton LATA to be 

considered local calls since those calls will be routed through the PRI 'sat Georgetown. 

See Appendix K for a toll-bypass diagram and Appendix L for a comparison of the 

monthly operating costs. 

2.3 Wireless Data and Voice 

The new environment will also introduce a wireless network into the hospital and 

the remote sites. The wireless network has been something that was requested by doctors 

and patients for some time. It will support both wireless data and voice. The coverage for 

the wireless phones will be 100% at all locations. The wireless phones will also be usable 

at all the sites, so a user's extension can travel with them as they go between sites. 

2.4 Manageability 

The new converged environment will be much more manageable than the old 

environments. Since it is converged, everything can be managed from one location. 

Using Cisco tools, the IT staff can monitor the routers and switches across the network. 

The IP phones have built in software that allows remote administration and 

troubleshooting. Since everything is put onto one network, it is easier to manage than one 

data network, plus six different PBXs. 

If a phone in the new VoiP environment needs moved, it is as easy as just 

unplugging it and moving it to the new location and plugging it back in again. The phone 
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will keep the same extension and settings. There is no more need to trace cables and re

punch wires. 

A lot of work also went into cleaning up the old wiring that was in the closets of 

the main hospital. The Server Room, Ambulatory and East Wing Basement closets were 

the worst. We had to re-punch data lines, create new patch cables, and run new fiber to 

help clean up the wiring. Some of the closets took over 8 hours to complete. See 

Appendix M for the before and after pictures of these closets. 

2.5 Security 

Security is a big part of any information technology project. Being a hospital 

environment, the Health Insurance Portability and Accountability Act (HIPAA) was 

taken into consideration throughout the project. This Act required the Department of 

Health and Human Services to develop national standards for the security and privacy of 

health care data, both physical and electronic records. A portion of HIPPA, the Security 

Rule, lays out security standards in three areas: technical, physical and administrative. 

This gives the required specifications which must be followed and optional 

specifications, which can be implemented as desired per situation, for each area [I]. By 

law, administrators must strive to resolve network vulnerabilities and secure patient data 

as best as possible [2]. 

When using VoiP, the telephony system becomes vulnerable to viruses, worms, 

hacks and the host of problems that a regular packet-switched network has to deal with 

such as denial of service attacks. The phones can be hijacked and used to make calls that 

would be billed to the hospital or used in an attack on a different system [3]. 

I 
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There are many ways to help secure the VoiP environment, and each possible 

solution has its own drawbacks when it comes to quality of service. Most important to 

remember is that since VoiP is an IP network, it needed to be protected just like one 

would with a normal data network. The network needed to be protected with firewalls 

and intrusion detection/prevention systems. On a consistent basis the servers must be 

properly patched and locked down, while being monitored daily. Physical access to the 

network equipment and the servers are limited and controlled, by at least being placed 

behind locked doors. 

Additional research has been done to help create a more secure environment for 

our new voice and data network environment which include: 

• Placing the voice network on a different Virtual Local Area Network 

(VLAN) then the data network 

• Placing the entire VolP environment on a separate domain, with no direct 

access to the internet 

• External communication can be encrypted and/or sent over a Virtual 

Private Network (VPN) 

• Both internal and external communication can be encrypted 

By using these security practices, we are able to create a more secure environment 

for the hospital's network, devices, users and patients. 

2.6 Redundancy 

In the case of redundancy we ran a series of tests to ensure the fai lover systems 

implemented will operate according to the specific scenarios that we have envisioned. 
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We are using stacked switches in the main data closet at the hospital. A stack 

allows multiple switches to be linked together and appear as if they are one switch. This 

stack is the main switching area for all incoming and outgoing connections as well as 

connections at the hospital. The stack consists of a master switch and the rest are member 

switches. The stack itself is redundant since if any of the switches fail, the other switches 

take over responsibility ofthat switch's traffic. If the master switch fails the switch with 

second highest priority will then take over as the master switch. 

The stacks are also able to send all updates to any new switch plugged in, for 

expansion or replacement. This guarantees that the new equipment will get the correct 

configurations. Replacement or addition of a switch can be done while the current stack 

is operating. 

The links between the different sites are redundant by having multiple lines going 

to different devices in our main closet at the hospital. This allows for the remote sites 

and the main campus to not lose internet connection from Time Warner if one of our 

switches fails. 

Call Manager consists of a publisher and a subscriber. The system uses the 

subscriber to connect to. If that box fails, the publisher will take over as the call 

processing server, with no interruption of traffic. 

There are two main routers in the main closet at the hospital. Traffic from the 

router being used will fail over to this second router if the main router fails for any 

reason. This will help ensure a continued use of service in the event of that failure. 

/ 
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3. Deliverables 

The project was broken down into different phases, and each phase has its own set of 

requirements. The breakdown is as follows: 

• Design 

o IP Plan 

o VLAN Plan 

o Resiliency Plan (includes redundancy) 

o Dial Plan 

o Auto Attendant Plan 

o Develop WAN cutover strategy 

o Music on Hold 

o Wiring 

• lP Phone Station Design 

• Core Voice Installation and Configuration 

o Configure Hardware 

o Configure Software 

• Security 

o HIPPA Best Effort 

• Bethellnstall 

• Fayetteville Install 

• Mount Orb Install 

• BCSG Install 

• PEAK Install 

I 
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• Main Campus Install 

• Wireless Phone Deployment - Main and Remote Sites 

• Documentation 

o Drawings 

o Specifications 

o Audit Information 

4. Design and Development 

4.1 Budget 

The retail cost of this project was $1,193,556.50. The discounted cost that the 

hospital paid is as follows: 

Hardware and Software: $518,373.50 ;" 

SMARTnet (five year): $27,423.00 

Professional Services: $73,200.00 

Total: $618,996.50 

Our group volunteered our time for this project. At the time of this publication, 

we have invested 750 hours over the course of 7 months for the project. 

Appendix N shows a breakdown of the hardware and software costs. Please note 

that this break down was the first version, and does not include additional equipment 

purchased, such as the new access points, a redundant power supply and an additional 

router. 

I 
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4.2 Timeline t 1 

The project was implemented in seven phases. A complete breakdown of the timeline 

can be viewed in Appendix 0: 

• Phase 1 - Preparing the current environment for transition 

• Phase 2 - Create communication plan 

• Phase 3 - Core Voice installation and configuration 

• Phase 4 - LAN, Gateway and IP phone installation at remote sites 

• Phase 5- LAN, Gateway and IP phone installation at main campus 

• Phase 6- Wireless phone/data deployment remote sites and main campus 

• Phase 7 - Documentation 

5. Proof of Design 

Having implemented the new network environment, we are able to see many 

benefits that the old network could not provide. The utilization and management of the 

network has been simplified from multiple systems and multiple manufacturers to a 

single manufacturer solution provided by Cisco. The convergence of the voice and data 

networks has made the management and maintenance of the new system more centralized 

and overall easier. The new VolP system is also helping the hospital cut costs by 

eliminating most Plain Old Telephone System (POTS) lines and reducing long distance 

charges. The scalability aspect of the new network environment has made adding new 

devices to the network more cost effective compared to the old system, which required 

expensive upgrades to be able to add extra phones and other devices. Having an easily 

10 

/ 



manageable, scalable and converged network will save BCGH much of the money that 

used to be lost with the old system. 

6. Conclusion and Recommendations 

6.1 Conclusion 

By upgrading and converging the two networks users have notice a considerable 

bandwidth increase, while adding multiple phone features. Interconnected wireless 

throughout main campus and the remote sites has increased mobile communication 

capabilities. Future projects at BCGH will include implementing tablet PC 's and Radio 

Frequency Identification tags (RFID). The completion of this project allows for capacity 

to move forward with such projects. 

6.2 Recommendations 

Cisco CaliManager does not provide broadcast intercom paging capabilities over 

the phones. A third party solution, such as Berbee's InformaCast, could be purchased 

and implemented. The implementation ofVolP drastically reducers operating cost while 

increasing capacities. VolP networks are a fixation of the future , with many companies 

tuming to it as their new telephony solution. 
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Appendix A 
Previous Monthly Recurring Costs 

Monthly Recurring Costs 
Location Vendor Line Item Monthly Expense 

All Cisco IP Telephony System 

All lime Warner Fiber Remotes and Internet Service $2,750 

BCGH NEC NEC Phone System Support $1 ,000 

BCGH Cisco SmartNet $500 

Fayetteville IDS Phone Lines $275 

Fayetteville IDS DSL Service $130 

Bethel Cincinnati Bell DSL Service $300 

Bethel Cincinnati Bell PRI $800 

All Qwest Long Distance $2,000 

All Qwest Data Services $3,500 

BCSG Verizon North Data Services $225 

Peak South Verizon North Data Services $400 

BCSG Verizon North Phone Lines $400 

BCGH Verizon North PRI $2,005 

BCGH Verizon North Long Distance $425 

Peak South Verizon North Phone Lines $430 

Mount Orab Verizon North Phone Lines $600 

Peak North Verizon North Phone Lines $155 

Totals $15,895 
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Appendix B 
Previous remote Site and Internet Connections 
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Appendix C 
Previous Telephony Environment 
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Appendix D 
Previous Data Network Environment 
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Appendix E 
Dayton LATA Map (937 area code) 
BCGH, Mt. Orab, Peak South and BCSG are located in this LATA 
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Appendix F 
Cincinnati/Northern Kentucky LATA Map (513 area code) 
Bethel is located in this LATA 
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Appendix G 
New Remote Site and Internet Connections 
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Appendix H 
New Data Network Environment 
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Appendix I 
Remote Site Closet Diagram 
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Appendix J 
WAN Routing Scheme 
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Appendix K 
Toll Bypass Diagram 
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Appendix L 
Improved Operating Costs 

~CoeationiJ v·:'·"''Vendor 11'~~·.::.:;~;~·: Line Item ·~, •:<~t>t·•e-~".- 11 -"i'~-I.t-: Before·---11 -·Afterll • . . lat:.., _ .•• , illliiW•''·";:;L_ . ~~-~ ~"' ·•1·,• , . Sl 

All Time Warner Fiber Remotes and lntemet Ser\1ce $2,750 $2,750 

BCGH NEC NEC Phone System Support $1,000 $0 
BCGH Cisco Smart Net $500 $0 
Fayetteville TDS Phone Lines $275 $55 
Fayetteville TDS DSL Ser\1ce $130 $0 
Bethel Cincinnati Bell DSL Ser\1ce $300 $0 
Bethel Cincinnati Bell PRI $800 $800 
All Qwest Long Distance $2,000 $800 

All Qwest Data Ser\1ces $3,500 $0 
BCSG Verizon North Data Ser\1ces $225 $0 

Peak South Verizon North Data Ser\1ces $400 $0 

BCSG Verizon North Phone Lines $400 $55 
BCGH Verizon North PRI $2,005 $2,005 

BCGH Verizon North Long Distance $425 $0 

Peak South Verizon North Phone Lines $430 $55 
Mount Orab Verizon North Phone Lines $600 $55 
Peak North Verizon North Phone Lines $155 $0 

Totals: $15,895 $6,575 

Monthly Savings: $9,320 

Yearly: $111,840 

After 5 Years: $559,200 
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Appendix M 
Before and After Closet Pictures 
Closet 0, the Core Switch Stack in the Server Room 

,I 
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Closet 2, Ambulatory Closet 
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Closet 3, East Wing Basement 
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Appendix N 
Budget Breakdown 

Hardware and Software 

Catalyst 3750 Switch 

Catalyst 3560 Switch 

GE SFP, LC connector SX transceiver 

4-Port Voice interface Card FXO 

Cisco 1242 Ai ronet Access Points 

Cisco 1252 Ai ronet Access Points 

Cisco 4402 Wireless Controllers 

5 GHz 4.5 dBI Diversity Omni Ant 

2.4 GHz, 2 dBi Divers , Omni Ceiling Ant 

5 GHz 3.5 dBi Black Dipole Antenna 

2.4 GHz, 2.2 dBi Black Dipole Antenna 

Power Sup pi i es for 1250 series 

4400 Series WLAN Controller 

10 Base-T SFP 

WCS Standard K9 AP location license only 

New location apliance- successor to 2700 

ASA 5510 Appliance 

7921G Wireless phone 

7921G Extended Battery 

7921G Holster 

7921G Desk Top Charger, power supply, AC power cord 

7911G IP phone 

7941 I P phone 

7961 I P phone 

7945 IP phone 

7971G-GE 

2811 Voice Bundle 

64 to 256MB CF upgrade and 256MB USB Flash token 

PVDM2 16 channel to 32 channel upgrade 

2811 AC/IP power supply 

4 port FXS or DID VIC 

2 port Voice Interface Card FXO Universa I 

3M Duplex MMF Cable LC/SC 65.5/125 Fiber 

Call Manager License 100 units 

License Unified CM 6.0 7825 Appliance 1,000 seats 

Unified CM 6 .0 7825-H3 Appliance 0 seats 

CCX 5.0 ENH Seat Qty 1 

Unity UM or VM 4 .0 ugp server license from 16 to 32 

One Unity UM for Exchange User 

UCSS for UCM 3 years, 100 seats 

Unity UCSS UM user three year 100 pack 

VG224 Multi Pack 

/ 

Quanity 

7 

6 

18 

1 

22 

5 

2 

22 

22 

5 

5 

5 

2 

4 

1 

1 

1 

100 

200 

100 

100 

10 

274 

15 

15 

5 

4 

4 

4 

4 

4 

4 

18 

17 

1 

2 

5 

1 

150 

3 

3 

8 

Unit Cost Total 

$7,697.25 $53,880 .75 

$3,572.25 $21,433.50 

$275 .00 $4,950.00 

$440.00 $440.00 

$494.45 $10,877.90 

$714.45 $3,572.25 

$937.25 $1,874.50 

$153 .45 $3,375.90 

$153.45 $3,3 75 .90 

$31.35 $156.75 

$31.35 $156.75 

$32 .45 $162 .25 

$10,997.25 $21,994 .5 0 

$217 .25 $869.00 

$3,297.25 $3,297.25 

$8,247 .25 $8,247 .25 

$4,397.25 $4,397.25 

$288 .75 $28,875.00 

$52.25 $10,450.00 

$19 .25 $1,925 .00 

$104.50 $10,450.00 

$123 .75 $1,237 .50 

$189 .75 $51,991.50 

$244 .75 $3,671.25 

$272.25 $4,083.75 

$434.50 $2,172 .50 

$2,032 .25 $8,129.00 

$467 .50 $1,870 .00 

$412.50 $1,650 .00 

$220.00 $880.00 

$440 .00 $1,760 .00 

$220 .00 $880.00 

$33.00 $594.00 

$2,750.00 $46,750.00 

$3,297.25 $3,297.25 

$3,850.00 $7,700 .00 

$687.50 $3,437.50 

$3,025 .00 $3,025 .00 

$74.25 $11,13 7 .50 

$837 .65 $2,512.95 

$1,100 .00 $3,300.00 

$2,268.75 $18,150.00 

Total: $372,991.40 
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Appendix 0 
Timeline 
Task Name Durlllion Start Fini~h ___ Predec. ~November l Dec_!'mber:__!}onuary- February f March Aprl Moy 

Data Collectron and Analysrs 45 days' Mon 1213!07 Fn 211108 

Actrve D~rectory Modrfrcatrons 45 days' Mon 1213107 Fn 2ti.Q8 

IP Phone Design 11 days? Thu 1 t24.Q8 Thu 217.Q8 -Analog Line Mapprng 11 days? Thu 1131108 Thu 2114108 .. 
VWing Closet Planning 11 days? Thu 1131.Q8 Thu 2.~ 4.Q8 

Pr OJOO Plannrng 16 days' Tue 215.Q8 Tue 2t26.Q8 ~ 
- Create Communication Plan 24day>J? Tue 2/5108 Fri 317108 • .. 

Create Training Plan 16 days? Tue 215.Q8 Tue 2t26.Q8 -Document LAN and Wan QOS Plan 16 days? Tue 215.Q8 Tue 2t26.Q8 

Document Call Roule Plan 16 days' Tue 215108 Tue 2126.Q8 ~ 
Document Call Res1ricttons 16 days? Tue 215108 Tue 2!26108 

Document WLANs 16days' Tue 215108 Tue 2!26108 

VorceWLANs 16 days? Tue 215108 Tue 2126108 

Staff! Data WANs 16 days' Tue 215.Q8 Tue 2t26.Q8 

Vrs4rng MD WLANs 16 days? Tue 215/08 Tue 2t26.Q8 

Guest \I\ILANs 16 days? Tue 215108 Tue 2t26.Q8 ~ 
L2L VPN Tunnel Migratron plannrng 16 days? Tue 215108 Tue 2t26.Q8 -Adhoc VPN Tunnel Mrgratron Plannrng 16 days' Tue 215108 Tue 2126.QB -DMZ Mrgratron Planning - new pubijc Ips 16 days' Tue 215.Q8 Tue 2!26108 

Prepare Recetvng and stagtng area 16 days' Tue 215108 Tue 2!26108 -Core Votce lnstalla1ton and Conftguratton 15 days? Mon 2118108 Fn 317.Q8 -- Call Manager Servers 21 day>J? Mon 2118108 Mon 3117108 ........ 
Unity Servers 15 days' Mon 2118108 Fn 317/08 -· Call Queing Server 15 days? Mon 2118108 Fri 317108 -· Rouler 15 days? Mon 2118108 Fn 317108 -· Wt eless ControUers 15days? Mon 2118108 Fn317108 -ASA 15 days? Mon 2118108 Fn317108 ... 
Ftrew sll 15 days' Mon 2118108 Fn 317108 -· VPN 15 days? Mon 2118108 Fn 317108 -IPS~DS 15 days? Mon 2118108 Fn 317/08 -Swrtches 15 days> Mon 2118.()8 Fn 317108 -· Bethel Install LAN, WLAN, Gateway, IP Phonr 6 days? Mon 3110108 Mon 3117108 • 

Fayettevrlle Install LAN, WLAN, G81eway , IP Phor 6 days? Mon 3117AJ8 Mon 3!24108 • 
Mount Orab Install LAN, WLAN, Gateway, IP Phor 6 days? Mon 3!24108 Mon 3131108 • 
BCSG Install LAN, WLAN, Gstewav, IP Phone 6 days? Mon 3/31108 Mon 417/08 • 
PEAK Install LAN, WLAN, Gateway, IP Phone 6 days? Mon 417108 Mon 4114108 Iii 
BCGH Install LAN, WLAN, Gateway, IP Phone 15 days? Mon 4114108 Frr 5!2108 

WLAN and W1reless IP phones BCGH 10 days? Mon 4!21108 Fn 5t2.Q8 

Tra1n.ng 10 days' Mon 515108 Fn 5116108 -
1~ ... 
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