
CECH Cloud Lab 
With Virtual Machine Self Service 

 
 
 

By 
 
 
 

Joey Alexander 
Aaron Dick 
Jon Hacker 

Damen Hicks 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A Proposal Submitted to 
The Faculty of the Information Technology Program 

In Partial Fulfillment of the Requirements for 
The Degree of Bachelor 

In Information Technology 
 
 
 
 

University of Cincinnati 
College of Education, Criminal Justice, and Human Services 

 
 
 
 

1 June, 2012 
 
 



1 

CECH Cloud Lab 

With Virtual Machine Self Service 
 

By 
 

Joey Alexander 
Aaron Dick 
Jon Hacker 

Damen Hicks 
 

 
A Proposal Submitted to 

The Faculty of the Information Technology Program 
In Partial Fulfillment of the Requirements for 

The Degree of Bachelor 
In Information Technology 

 
 

University of Cincinnati 
College of Education, Criminal Justice, and Human Services 

 
 

1 June, 2012 
 

________________________ 

Joey Alexander 

 

________________________ 

Signature 

 

________________________ 

Date 

 

________________________ 

Aaron Dick 

 

________________________ 

Signature 

 

________________________ 

Date 

 

________________________ 

Jon Hacker 

 

________________________ 

Signature 

 

________________________ 

Date 

 

________________________ 

Damen Hicks 

 

________________________ 

Signature 

 

________________________ 

Date 

 

________________________ 

Mark Stockman 

 

________________________ 

Signature 

 

________________________ 

Date 



2 

Acknowledgements 

 

We would personally like to acknowledge our partners that made our project possible. 

We faced many challenges in the research and development of our private cloud environment; 

however our load was tremendously lightened financially with the combination of donated 

hardware and software.  We would like to make special mention of the Belcan Corporation for 

the provided server and additional computer hardware necessary for the infrastructure. We 

would also like to acknowledge our software partners: Microsoft and vKernel for providing 

licensing through prior software agreements and newly formed relations. We extend gratitude 

to the University of Cincinnati for their donated hardware, and support through the 

cooperation of the University’s Network Operation Center.  Lastly, we would like to thank 

Professor Stockman and Nyland for their ongoing assistance during the development of our 

project. 

 

 

 

 

 

 

 

 

 

 



3 

Table of Contents 

 

Section               Page 

Acknowledgements 2 

Table of Contents 3 

List of Figures 5 

Abstract 7 

 

1 Statement of the Problem 8 

2 Description of the Solution 9 

2.1 Design Protocols 10 

3 Deliverables 14 

3.1 Virtual Environment 14 

3.2 vKernel - vOperations Suite 15 

4 Project Planning 15 

4.1 Software Requirements 17 

4.2 Hardware Specifications 19 

4.3 Budget 20 

4.4 Timeline 21 

5 Proof of Design 22 

5.1 Network Infrastructure 31 

5.2 Remote Access Capability 31 

5.3 Students can Manage Their Own VMs 32 

5.4 Professors can manage the VMs of Their Class 34 

5.5 Firewall 36 

5.6 System Center Operations Manager / vKernel 37 

6 Testing 41 

6.1 Testing Scenarios - Virtual Infrastructure 41 

6.2 Access Self Service Web Site 41 



4 

6.3 Student Can Create Own VMs 41 

6.4 Student Can Start/Stop and Delete VMs 41 

6.5 Student Can Connect to VM 42 

6.6 Professors Can Create Templates/VMs 42 

6.7 Lab Admin Can Manage All Student/Professor VMs 43 

6.8 Testing Scenarios - vKernel 43 

6.9 Access vKernel Appliance 44 

6.10 Calculating Capacity 44 

6.11 Viewing Capacity for Host and Clusters 44 

7 Conclusions and Recommendations 45 

7.1 Host (Server 2008 R2 Datacenter Server Core) 45 

7.2 Guest 45 

7.3 Details 45 

 

Appendix A 52 

1 Documentation 52 

1.1 Add Server Core to Domain 52 

1.2 WinRM Issues - Disable IPv6 54 

2 SCVMM Port Numbers 55 

3 Server Information 57 

4 Testing Scenarios Grid 58 

Notes 63 

1 Partner Contact Information 63 

1.1 Microsoft - Keith@KeithMayer.com – Keith Mayer, Enterprise Learning Architect and 

Team Leader at Microsoft 63 

1.2 vOPs/vKernel - JNadeau@vkernel.com - Jeff Nadeau, Account Manager - 

OH/IN/VA/WV Direct: 978.289.6334 63 

 

 

 



5 

List of Figures 

 

Figure 1 - Use Case Scenarios 11 

 

Figure 2 - Final Physical Hardware Specifications 19 

 

Figure 3 - Final Budget 20 

 

Figure 4 - Project Planning Timeline (Gantt) 21 

 

Figure 5 - Network Diagram - CECH Physical Student Lab (i.e. Prior Networking Lab, Teacher’s 

College) 23 

 

Figure 6 - Network Diagram - CECH Cloud Lab w/ Self Service Portal - Physical Infrastructure 24 

 

Figure 7 - SCVMM Dashboard; User view 25 

 

Figure 8 – Users Virtual Machine; User View 26 

 

Figure 9 - Create a Virtual Machine; User View 27 

 

Figure 10 - Virtual Machine Connection; User View 28 

 

Figure 11 - SCVMM - User Roles, Admin View 29 

 

Figure 12 - SCVMM - Templates and ISO files, Admin View 30 

 

Figure 13 - Forefront - Firewall Configuration 31 

 

Figure 14 - Virtual Machine Management, User View – Self Service Web Portal 32 



6 

 

Figure 15 - Virtual Machine Management, User View - SCVMM RDP 33 

 

Figure 16 - Connecting to a Red Hat Virtual Machine, User View 34 

 

Figure 17 - Professors have access to the System Center Virtual Machine Manager 

Administration Console 35 

 

Figure 18 - Virtual Machine Properties Menu, Staff View 36 

 

Figure 19 - Forefront - Firewall Configuration, Isolation 37 

 

Figure 20 - Systems Center Operations Manager, Monitoring 38 

 

Figure 21- Systems Center Operations Manager, Agents Managed 38 

 

Figure 22 - vKernel Login 39 

 

Figure 23 - vKernel, Agents Capacity Viability 39 

 

Figure 24 - vKernel, Host and Cluster Capacity 40 

 

Figure 25 - vKernel, Infrastructure Overview 40 

 

 

 

 

 



7 

Abstract 

 

CECH Cloud Lab with Virtual Machine Self Service was designed to address remote 
access issues with the current Networking Lab. Our solution provides students a virtual desktop 
interface (VDI) which can be accessed from anywhere on campus or remotely through UC’s 
VPN. In order to give students more control with virtual machine creation, we have added the 
functionality of a Self Service portal. With the use of virtualization, cloud computing can provide 
for less overhead along with centralized storage and administration. Additionally the use of thin 
clients (or zero clients) could be implemented, which could potentially save money on 
hardware and infrastructure operation costs. This feasibility study involves the deployment of a 
private cloud utilizing Microsoft’s Hyper-V technology. 

Once the environment was fully configured, we began running various tests to 
determine the amount of processing power, memory, storage, and network utilization our 
infrastructure could handle. We have also generated reports with real world price projections 
to analyze the operation costs and feasibility of scaling the infrastructure from a prototype to a 
complete implementation. Additionally we have provided insights on the recommendations for 
the required networking and hardware necessary to fully deploy our solution. 

With the recent advent and popularity of cloud computing, this is now a major 
consideration for corporations and universities alike who are considering replacement of old 
bulky hardware to a newer, much more scalable platform.  CECH Cloud Lab with Virtual 
Machine Self Service offers much needed insight and analysis of the evolving technology 
through the use of Microsoft’s enterprise virtual desktop platform Hyper-V. 
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1 Statement of the Problem 
At the University of Cincinnati, the most technologically savvy students in the Information 

Technology program are forced to the constraints of limited operating hours in the available 

Information Technology labs. The students taking Networking classes rely on the operation and 

access to the Teachers College Networking Lab, as well as the lab staff to be able to complete 

assignments. Students are limited to the computers, and software available in the labs; and 

working students may be challenged even further because conflicting hours of a busy work and 

school schedule. Lab access at the University of Cincinnati has been an ongoing issue for many 

years.  

With the recent transition of colleges, it is becoming nearly inconceivable for many students to 

successfully complete assignments without limitation. With the time limitations that current 

students face with work, co-op, and commuting alike; students are up against an inevitable 

roadblock for completing assignments and their learning opportunities are limited. For what 

may seem to be manageable tasks, are in reality the results of the adaptation of students who 

have gotten use to these restrictions.  Students are constantly upgrading their software and 

hardware on their personal computers to perform the tasks required for learning.  When 

speaking with many students they have stated that they have simply given up on relying on the 

lab; which additional student fees pay for, and have taken it upon themselves to complete 

assignments independently by modifying their own machines (10). 

With the telecommuting age upon us, and technology being used to eliminate the binds of a 

commute being so prevalent in work and schools everywhere one may ask why the University 

of Cincinnati lacks so far behind. At this point, there isn’t a feasible way for students to log in 

outside of the segmented network in the third floor lab within their own college domain. With 
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the ability of the Information Technology students to adjust to new technology and the 

seemingly low learning curve, there is no reason for this to be accepted as the status quo. 

 With the current climate and aptitude required for students to enroll in the Information 

Technology program at the University of Cincinnati, it is evident that students can easily adjust 

to a new technology. 

 

2 Description of the Solution 
Our proposed solution virtualizes the third-floor Networking Lab (Teachers College Networking 

Lab). Through the use of hardware and software this concept allows Information Technology 

students to have access to the networking lab while in class, on campus during staffed open lab 

hours, as well as from the device of the users choice be it on or off the campus network. 

Additionally it provides for reduced hardware and operation costs associated with a single 

physical location by providing each student a virtual lab environment accessible from anywhere 

with essentially unlimited resources.  

The software solution uses an all-inclusive Microsoft software environment. We chose 

Microsoft because of the current relationship that the University of Cincinnati has with 

Microsoft. When the University of Cincinnati adopts our solution; this will provide more cost 

effective software licensing in a production environment with the utilization of shared lab keys. 

This private cloud provides a solution to the following problems the University Of Cincinnati 

currently faces: 

 Mobility/Accessibility of access the IT Networking Lab 

 Infrastructure and lab staffing costs 

 Reliability of lab equipment 
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 Administrative overhead 

To enhance and optimize our project we have opted to use the vKernel’s vOperations Suite. 

This software package gives us the opportunity to truly test the virtual environment. This 

testing gives us the ability to stress test the current virtual machine configuration in ways that 

would otherwise not be possible with current infrastructure restrictions. It also allows us to 

foresee what changes would be necessary to upscale the system beyond a limited prototype to 

a fully functional production environment and predict accurate fair market cost analysis of 

operation. 

2.1 Design Protocols 

The CECH Cloud Lab with Virtual Machine Self Service project consists of several human actors 

whom contribute to the overall functionality of the complete system. There are three 

contributing actors to the system: the student, professor, and lab administrator. Our solution 

fulfills all of the three user groups. Figure 1 displays the use case scenarios in our system. 
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Figure 1 - Use Case Scenarios 

 
 

The student group can access the system through use of a self-service portal in which they may 

choose to delete, mange, or create their virtual machines from a library of pre-selected VM 

templates. They additionally have access to launch their previously created VM’s.  Once the 

student connects to the VM, their interaction with the system is then identical to the current 

system in place. They are presented with a login screen for Windows or Linux, and further 

interactions remain the same as if they were to be directly in front of a desktop computer. 

The professor group has a limited ability of being able to create VM templates for his students 

to select from through the self-service portal. The professor may also create, delete, and 

manage his VM’s. Additionally, the professor group has the same user interaction as a student. 

The lab administrator group has the administrative authority in the system. The interaction is 

directly with SCVMM (Service Center Virtual Machine Manager), which may require some 
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additional training. The lab administrator group performs all system administration for the 

system, which includes monitoring the Hyper-V servers, supporting users with issues with 

virtual machines, and also having the capability of adding new templates with the addition of 

being able to remove previously created templates. Additionally, the lab administrator group 

has access to the vKerenel vOperation suite to monitor zombie VM’s, and has the ability to 

scale up or down resources provided to each virtual machine as needed. 

In physical terms, the computer can be connected locally to a Remote Desktop Service on a 

thin-client (aka: zero client) machine and be readily configured for the user to enter their 

username and password to login to the active directory domain in what appears to them as a 

standard Windows 7 login screen. 

In terms of accessibility remotely, the student or professor actor is required to use the Remote 

Desktop feature on their home computer connected through the UC VPN and must enter the 

DNS (Domain Name Service) address for the Self-Service Gateway. This then initiate a VM 

session on the cloud based server which brings them to the familiar Windows 7 login screen 

with the ability to login with their provided username and password. In a cloud infrastructure 

this ability, known as elasticity “enables the perception of infinite capacity by allowing IT 

services to rapidly scale up and back down based on utilization and consume demand” (2). 

Once they gain access into the system via remote or local means, the student, or professor end 

user then has a pre-configured Windows 7/Linux desktop in which they can access the 

applications they are familiar with. Colors, themes, and background images are standardized 

across the enterprise by the means specified in the back-end for the Students and Professors 

image deployed by the lab administrator. Due to policies also set up by the lab administrator, 
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the user does not have permissions to modify the look and feel of their system unless access is 

granted on a per user basis. 
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3 Deliverables 

3.1 Virtual Environment  

3.1.1 Remote Access Capability – Students and professors will be able to login to the 

system using the UC VPN and Microsoft Web Client. 

3.1.2 Students can Manage Their Own VMs – Once logged in the students will be able to 

create, start, stop, delete, and connect to their own virtual machines.  Once 

connected the student will be able to use the VM to complete all lab tasks.  

Students cannot change any network settings on the back end, but multiple 

templates will be created with different network configurations.  Students will not 

be able to manage other students VMs.  Templates will be available for Windows 

Server 2008 R2, Windows 7, and Redhat Linux. 

3.1.3 Professors can Manage VMs of their Class – Professors will be able to create custom 

VM templates for each class and manage the VMs of the students in their class.  

Using the SCVMM console professors will be able to start, stop, and remove 

student VMs.  They will also be able to reconfigure the back end networking of the 

VMs if necessary. 

3.1.4 Firewall – We will configure a firewall to isolate the virtual environment from UC’s 

network.  The firewall will only allow very specific traffic in and out of the virtual 

network. 
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3.1.5 The physical prototype will include: “4 Hyper-V” servers, 1 “Domain Controller”, 1 

“Utility” server (DC back-up), 2 “File Store” servers, 1 “Forefront” firewall server, 

and 1 “Service Center Operations Manager” server, and 1 “vKernel vOperations” 

server running as a Hyper-V virtual machine in the environment. 

3.2 vKernel - vOperations Suite 

3.2.1 We used vKernel vOperations suite to model the Hyper-V environment. vKernel 

allowed us to assess the internal resource usage and flow analysis of the Hyper-V 

environment.  

3.2.2 Hardware Recommendations – We used vKernel vOperations suite to stress test 

our current infrastructure to provide insight on hardware requirements necessary 

for a production cluster.  We used the resulting specifications of the current 

hardware along with industry standard recommendations to calculate entry to 

high-level hardware requirements necessary for a production environment. 

 

4 Project Planning 
Our cloud infrastructure was designed as a prototype of a full-scale enterprise campus 

environment. In order to fully accommodate these specifications in production we would need 

very concentrated hardware, which would include a more robust storage solution, and higher 

end servers with faster multi-core CPU’s, additional RAM, and SAN storage. With consideration 

of the current software agreements the University of Cincinnati has with Microsoft, the solution 

could be achieved without additional software licensing costs. The only additional costs 

incurred would be for the vKernel vOperations Suite, and cost of support staff to fully monitor 
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the environment. Further licensing agreements could be established with the relationships 

incurred during the development of the project. 
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4.1 Software Requirements 

4.1.1 Hyper-V - The virtual machines (VMs) are running on Microsoft’s Hyper-V 

hypervisor.  This requires that all Hyper-V hosts be running a Windows Server 2008 

or higher operating system.  Windows Server 2008 R2 Server Core Datacenter was 

chosen for its low resource footprint.  This allows for more of the server’s hardware 

to be used to host different VMs. 

4.1.2 System Center Virtual Machine Manager (SCVMM) - The management of the VMs is 

handled by Microsoft’s System Center Virtual Machine Manager (SCVMM) 2008 R2.  

The SCVMM controls all aspects of the environment including permissions, the 

Hyper-V hosts, and the library of resources available to users.  SCVMM centralizes 

all management to a single, intuitive console that can be used by anyone.  Access to 

the SCVMM console is restricted to only the technicians charged with managing the 

infrastructure.  All other users have access the system through the SCVMM Self-

Service portal.   

4.1.3 The SCVMM Self-Service portal is a web page setup for users to create and manage 

their own VMs. - Upon logging into the Self-Service portal, users can view the 

machines that they have created and their status.  Each user is able to start up a 

predetermined amount of VMs.  Each VM has a quota points attached to it and 

each user is granted a number of quota points.  This quota system keeps a single 

user from using all of the resources in the Hyper-V hosts. 



18 

4.1.4 Forefront Threat Management Gateway (FTMG) - A firewall is setup to segment the 

virtual environment from the rest of UCs network.  Microsoft’s Forefront Threat 

Management Gateway (FTMG) 2010 Enterprise is being used on a dedicated server.  

To ensure compliance with UC policies, the firewall must be configured to allow 

web traffic and remote connectivity through but block all other traffic.   

4.1.5 Remote Access VPN - Students will need to access the system from remote 

locations.  The virtual environment is accessible from anywhere on UCs network.  

Coupled with the UC SSL VPN, students are able to access the resources from 

anywhere with an Internet connection. Since the Self-Service portal resides on an 

internal web server, the site must be published on the outside of the firewall.  The 

firewall then passes the request onto the internal web server and allows the 

student access to their VMs. 

4.1.6 Windows Server Update Services (WSUS) - Windows Server Update Services (WSUS) 

manages updates for the systems.  The WSUS server caches updates and deploys 

them to the servers and VMs upon approval from an Administrator. 

4.1.7 SQL Server 2008 - Microsoft’s SQL Server 2008 is setup as a database engine for the 

environment.  SCVMM uses a database to store the information on the Hyper-V 

hosts, library servers, and user actions.  SCVMM automatically sets up this database 

during installation.  WSUS is configured to use a database to store information 

about the updates for the systems and the status of all the systems in the 

environment. 
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4.1.8 Group Policy - A custom group policy has been created for the environment.  This 

ensures that all the systems in the environment are configured the same for easier 

management and consistency.  Group Policy ensures that settings cannot be 

accidentally changed breaking the environment. 

4.1.9 VKernel vOperations Suite - vKernel was installed through a virtual machine, which 

directly interacts with Microsoft’s Operation Manager. This software provides the 

ability to right size the VM’s to allow for maximum capacity on our current 

hardware, monitoring of performance, and cost analysis. The use of vKernel also 

allows for capacity planning. 

4.2 Hardware Specifications 

 

Figure 2 - Final Physical Hardware Specifications 
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4.3 Budget 

The budget for our project is listed in Table 2. As you can see, we have zero costs incurred, due 

to the collaboration and cooperation of many vendors and our current licensing agreement 

with the University of Cincinnati and Microsoft. A typical setup of an infrastructure of this scale 

would collectively run around the $30,000 mark, for licensing and hardware. We were able to 

eliminate all costs at this point from hardware donations, and free software licensing and are 

on track to complete the project with very limited cost incurred.  

 

Figure 3 - Final Budget 
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4.4 Timeline 

The following Gantt chart lays out the timeline for the entire project from start to finish. 

 

Figure 4 - Project Planning Timeline (Gantt) 
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5 Proof of Design 
We are taking a limited physical environment as seen in Figure 5; and evolving that 

environment into a better scalable virtual environment. All of the servers have an operating 

system installed and the major roles have been installed.  The four Hyper-V servers have 

Windows Server 2008 R2 Server Core installed and Hyper-V enabled on them.  System Center 

Virtual Machine Manager (SCVMM) has been installed and configured to point to our database 

server.  The Hyper-V hosts have been configured to communicate with the SCVMM 

management server.  The firewall server is operational and is in the process of being configured 

to allow only specific traffic through.  WSUS has been installed and configured to apply updates 

to the client servers and VMs. 

The Self-Service portal has been installed and configured to allow remote access to our 

environment. The firewall has been configured to accept requested for 

http://forefront1.dyer.uc.edu or https://forefront1.dyer.uc.edu.  HTTP traffic is redirected to 

HTTPS and the firewall forwards the request to the internal web site for processing.  The 

website requires the student to accept the certificate of the internal website to allow 

connectivity.  Students can login to the Self-Service website from anywhere on UCs network 

and can control VMs.  UCit has configured UCs DNS to point requests for our Hyper-V host 

servers to our firewall. In the following Figure 6 displays the physical infrastructure that the 

virtual environment resides in. 

http://forefront1.dyer.uc.edu/
https://forefront1.dyer.uc.edu/
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Figure 5 - Network Diagram - CECH Physical Student Lab (i.e. Prior Networking Lab, Teacher’s College) 
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Figure 6 - Network Diagram - CECH Cloud Lab w/ Self Service Portal - Physical Infrastructure 
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Figure 7 - SCVMM Dashboard; User view 

 

 

After logging in the student is presented with a dashboard showing what VMs are running and 

allows the student to manage and connect to any VMs. Figure 7 shows main dashboard that a 

user sees upon logging in.  Along the right side of the window are options to start/stop a VM, 

create a new VM, and connect to the VM. 
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Figure 8 – Users Virtual Machine; User View 

 

 

To create a new VM, a student will click the New Computer link and will be presented with the 

window in Figure 8. The student will have to select the necessary template, give the new VM a 

display name, hostname, and admin password.  Once this information is entered, the student 

will click the Create button as seen in Figure 9 and the new VM will automatically be created. 
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Figure 9 - Create a Virtual Machine; User View 

 

 

To connect to a VM a student can use the Connect to VM link on the right side of the screen.  

The student will then be able to use the VM as if he/she were sitting at a console screen.  Figure 

10 shows what the student will see when connecting to a VM. 
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Figure 10 - Virtual Machine Connection; User View 

 

 

The SCVMM has been installed and is managing the Hyper-V hosts.  User groups have been 

setup within SCVMM to manage student, professor, and technician permissions. Figure 11 

shows the different role groups, within SCVMM, that we have established.  Each of the groups 

can be customized to allow for different permissions, templates and quota levels. 
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Figure 11 - SCVMM - User Roles, Admin View 

 

 

The file server and the management server have been setup as library servers to hold VM 

templates and ISOs for the users to use. Figure 12 shows the different templates and ISO files 

that are stored within the library servers.  Templates saved in the library can be made available 

to users for deployment within the User Roles above. 
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Figure 12 - SCVMM - Templates and ISO files, Admin View 

 

 

Forefront Threat Management Gateway has been installed on the firewall server and is 

successfully routing and blocking traffic.  The firewall rules are in the process of being 

configured to block traffic that is against UCs network policy. Figure 13 shows the firewall 

configuration.  Any traffic not explicitly allowed through is explicitly denied by the final Deny All 

rule.  The Hyper-V hosts and the Self-Service portal have been published through the firewall so 

that they can be accessed from outside the environment.  The first rule is the web listener that 

accepts requests for the Self Service page and passes it to our internal web page.  The Hyper-V 

Connectors group accepts requests for the Hyper-V connections and passes them to the Hyper-

V hosts.  This allows students to connect to and work on their VMs. 
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Figure 13 - Forefront - Firewall Configuration 

 

 

5.1 Network Infrastructure 

Our project is utilizing of a single physical 192.168.0.0/24 network connected through a Cisco 

Catalyst 3500XL 24-port switch. There are also two virtual networks which include an internal 

and external virtual switch configured through Hyper-V.  The internal virtual network routes to 

our 192 network. The external network routes traffic to the University of Cincinnati’s backbone 

to make Internet accessibility possible. 

 

5.2 Remote Access Capability 

Our first deliverable was to provide remote access to our system.  We were able to achieve this 

functionality by using UC’s SSL VPN and the Self Service Portal for Microsoft’s System Center 
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Virtual Machine Manager.  The system can be access from any computer connected to UC’s 

network, either directly or through the SSL VPN. 

5.3 Students can Manage Their Own VMs 

Once logged into the system students need to be able to create and manage their own VMs.  

This functionality is achieved through the Self Service Portal.  Students can create VMs using 

the “New Computer” link.  The student is presented with a window showing the available 

templates that the student can create, as shown in Figure 14. 

 

 

Figure 14 - Virtual Machine Management, User View – Self Service Web Portal 

 

 

 

 

 

Once the VM is created, the student will be taken back to the main screen.  From the main 

screen the student has complete control over his/her VMs.  Using the controls on the right of 
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the screen the student can start, stop, delete, and connect to the VMs.  Figure 15 shows the 

options available to the students for managing their VMs. 

 

 

Figure 15 - Virtual Machine Management, User View - SCVMM RDP 

 

 

 

Using the “Connect to VM” link, students can connect to their VMs.  This allows them to control 

their VMs as if they were any standard computer, as shown in Figure 16. 
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Figure 16 - Connecting to a Red Hat Virtual Machine, User View 

 

 

 

5.4 Professors can manage the VMs of Their Class 

Professors have access to the System Center Virtual Machine Manager Administration Console 

(SCVMM AC).  To access the SCVMM AC the professor must use the Remote Desktop Protocol 

(RDP) to remote into the management server and launch the Admin Console on the computer.  

From the SCVMM AC, the professor can view all of the VMs that are running on the managed 

Hyper-V hosts.  Figure 17 shows the SCVMM AC displaying all of the current VMs in the 

environment. 
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Figure 17 - Professors have access to the System Center Virtual Machine Manager Administration Console 

 

 

Using the filters on the left hand side of the window, a professor can limit the display to a 

certain owner to help find the specific VM needed.  Also from the SCVMM AC, the professor can 

turn VMs into templates that the students can then deploy as needed for a specific lab.  In 

preparation for a class a professor can create multiple VMs and assign them to students.  Figure 

17 shows the ability of the professor to change the owner of a VM to a student.  The student 

then has complete management control over the VM through the Self Service Portal. 
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Figure 18 - Virtual Machine Properties Menu, Staff View 

 

 

 

From the Properties menu in Figure 18, the professor can change all aspects of the VM 

including hardware and network configuration.  Using the SCVMM AC the professor can 

completely control all VMs in the system. 

5.5 Firewall 

As part of our system we setup a firewall using Microsoft’s Forefront Threat Management 

Gateway.  We configured the rules, as shown in Figure 19, to completely isolate the system 

from UC’s network.  The firewall blocks all unwanted traffic from leaving the internal network.  

Anything not explicitly allowed through the firewall is explicitly denied with the final rule in the 

Access Control List. 
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Figure 19 - Forefront - Firewall Configuration, Isolation 

5.6 System Center Operations Manager / vKernel 

To assess performance and make recommendation on how to scale our prototype environment 

we installed a software package from vOPS called vKernel. It resides in the Hyper-V virtual 

environment via a Linux based virtual appliance. This appliance will scrape data from the virtual 

network and report back useful information such as resource use, dormant or zombie virtual 

machines, and trend data given adequate time to amass such data.  

The use of vKernel does require the installation and configuration of Microsoft System Center 

Operations Manager (SCOM). It also requires, for proper reporting, that the SCOM agent be 

installed on every virtual machine to be assessed. SCOM and vKernel both have robust system 

resource requirements we would recommend that in a production environment these software 

suites be allocated a separate physical server to run efficiently. Figures 20-25 display the 

interfaces of both SCOM and vKernel. 
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Figure 20 - Systems Center Operations Manager, Monitoring 

 

Figure 21- Systems Center Operations Manager, Agents Managed 
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Figure 22 - vKernel Login 

 

Figure 23 - vKernel, Agents Capacity Viability 
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Figure 24 - vKernel, Host and Cluster Capacity 

 

Figure 25 - vKernel, Infrastructure Overview 
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6 Testing 

6.1 Testing Scenarios - Virtual Infrastructure 

The testing below assumes the student, professor, or lab tech is connected to the UC network 

either directly or via the SSL VPN and that he/she has access to Internet Explorer and a RDP 

client. 

6.1.1 Preconditions:  

6.1.2 Step 1: Connected to UC network 

6.1.3 Step 2: Login with valid username and Password. The user can access UC resources 

via being directly connected to the UC network or the UC VPN. 

6.2 Access Self Service Web Site 

Launch Internet Explorer and navigate to the web page for the Self Service Portal 

(https://forefront1.dyer.uc.edu.)  Login using the supplied login credentials.   

6.3 Student Can Create Own VMs 

Login to the Self Service Portal as outlined in Section 6.1.  Click the “New Computer” link on the 

right side of the window.  Select the appropriate template in the “Creation Source” section.  

Enter a Name and Description for the VM as well as any other required information in the 

“System Configuration” section of the window.  Once all necessary information has been 

entered, click the “Create” button.  Verify that the VM is being created by locating it in the list 

of VMs on the main page of the Self Service Portal. 

6.4 Student Can Start/Stop and Delete VMs 

Login to the Self Service Portal as outlined in Section 6.1.  Select the VM to start or stop.  Click 

the appropriate “Start” or “Stop” button on the right side of the window to start or stop the 

VM. 

https://forefront1.dyer.uc.edu/
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To delete a VM, make sure the VM is stopped using the “Status” column on the main page.  If 

necessary stop the VM using the “Stop” button.  Once the VM is stopped, click the “Remove” 

button on the right side of the Self Service Portal window.  Confirm that the VM has been 

removed from the list. 

6.5 Student Can Connect to VM 

Login to the Self Service Portal as outlined in Section 6.1.  Select the VM to connect to and 

ensure that it is running using the “Status” column on the main page.  Click the “Connect to 

VM” button on the right side of the main page.  A new window will open displaying the desktop 

of the VM.   

6.6 Professors Can Create Templates/VMs 

Login to the Virtual Machine Manager Administration server using RDP.  Launch the 

Administration Console using the icon on the desktop or in the Start Menu.  Click the “New 

Virtual Machine” link in the “Actions” menu on the right side of the window.  Configure the VM 

with the necessary hardware and software requirements.  Once the software is configured, 

shut down the VM and click the “Install virtual guest services” link to install the necessary VM 

components. 

Once a VM has been configured, click the “New Template” link in the “Actions” menu on the 

right side of the window.  The VM must be stopped for the link to be active.  Follow the “New 

Template” wizard to create a template of the VM.  The VM will be destroyed during this 

process. 

To make the template available to students, go to the “Administration” section of the 

Administration Console.  Double click on the “Self-Service User” group that the template needs 

to be available to.  Go to the “Create VM” tab and click the “Add” button.  Select the 
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appropriate template from the list and click the “OK” button.  Verify the template has been 

successfully added by logging into the Self Service Portal and checking that the template is 

visible in the “New Computer” link. 

6.7 Lab Admin Can Manage All Student/Professor VMs 

Login to the Virtual Machine Manager Administration server using RDP.  Launch the 

Administration Console using the icon on the desktop or in the Start Menu.  Go to the “Virtual 

Machines” section of the Administration Console.  Select the VM to manage and use the 

“Actions” menu on the right side of the window to manage the VM.  Actions include starting, 

stopping, removing, migrating, and cloning VMs. 

Hardware and network configurations can be changed in the “Properties” window by right 

clicking the VM and clicking “Properties.”  Reconfiguration of the hardware and network is done 

in the “Hardware Configuration” tab. 

6.8 Testing Scenarios - vKernel 

6.8.1 Preconditions:  

6.8.2 A vKernel VHD (Virtual Hard Disk) is installed and running with a static IP on the 

internal network 

6.8.3 Connected to UC network 

6.8.4 Login with valid username and Password to the vKernel Appliance. 

The testing below assumes the professor, or lab tech is connected to the UC network either 

directly or via the SSL VPN and that he/she has access to a web browser and a RDP client. 



44 

6.9 Access vKernel Appliance 

Launch a web browser and navigate to the web page for the vKernel appliance 

(http://192.168.0.14) Login using the appliances login credentials.   

6.10 Calculating Capacity 

Following logging into the vKernel appliance, select the “Capacity Manager” button, and then 

click on “Availability” and “Capacity Availability.” From here on the side calculator, the average 

utilization of VM’s statistics can be selected or a custom hardware specification may be 

entered. Once a selection is made, click on the “Recalculate” button. Verify that the predictions 

on the right hand change once the button is pressed. 

6.11 Viewing Capacity for Host and Clusters 

Upon recalculating, on the right hand side of the frame of the vKernel window a list of current 

Hyper-V host are listed. This tells you in your current infrastructure how many VM’s are 

currently running, the max available VM’s and how many additional VM’s each Hyper-V host 

can support. This will also list the constraining resources on your current hardware. If you put 

your mouse over each individual host or click on a selected Hyper-V server a further drill down 

will be available for the maximum VM’s allowed calculated from the server’s CPU, RAM, 

Storage Capacity, and Disk I/O. Verify that all Hyper-V hosts are showing up properly and that 

the amount of running VM’s is correct. 
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7 Conclusions and Recommendations 
Our current deployment is enough to operate as a proof of concept.  To scale this to the 

demands of the university the following requirements were used for calculation: 

7.1 Host (Server 2008 R2 Datacenter Server Core) 

7.1.1 Minimum 2GB of RAM. 

7.1.2 10 GB of Disk Space, recommended 40GB. 

7.1.3 Minimum Processor 1.4 GHz x64 processor that supports Hardware Virtualization. 

7.2 Guest 

7.2.1 32MB for first GB of RAM + 8 MB per additional GB of RAM. 

7.2.2 Our current is 512 MB per VM (544MB per VM) 

7.2.3 Minimum 10 GB of Disk space, recommended 40GB.  We have thin provisioned 

40GB. 

7.3 Details 

To support two classes at the same time, and to accommodate an additional class of students 

working outside of the networking lab we would need to have the hardware to allow 72 

students access.  To support this at a minimum we will need 40GB of RAM and 400GB of 

storage to allow one VM per student.  Students will need more than one VM.  We would expect 

on average 2-5 VM’s per student would be required.  We would recommend at least 3 servers 

with 48GB of RAM, and some form of SAN storage focused on IOPS over Storage capacity.  The 

use of four hosts this would provide a measure of future proofing and allow the infrastructure 

to support all the services necessary to host the VM’s. 
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From the capacity-planning tool found in vKernel’s vOperations Manager, we have found our 

constraining resource is primarily the amount of RAM in each of our servers. For further 

recommendations we would suggest the option of moving the infrastructure from a private 

cloud to either Amazon EC2 or Microsoft’s Azure platform. When we communicated directly 

with Microsoft, they had mentioned that unfortunately at this point in time the Azure 

infrastructure could not handle an implementation of a Hyper-V cloud for our specific 

application. If the University would prefer to host the servers locally they would need more 

robust hardware to handle the required amount of students as mentioned previously. 

 Furthermore, we would make a recommendation to explore the new 2012 suite of the 

Microsoft technologies we incorporated; this software was not available through Microsoft’s 

MSDNAA at the conception of our project. However, towards the completion of our project the 

2012 suite of the software is now available free for download through UC’s software 

agreement.  

Additionally, due to the requirement of agent monitoring we would also recommend looking 

into other virtualization planning, optimization, and monitoring software which is not offered 

by vKernel. Through the use of SCOM in a production environment each distributed VM image 

deployed would need to come with the SCOM Agent pre-installed in order to utilize all of the 

monitoring functions. Unfortunately, vKernel vOperations Suite provides for capacity planning 

with the current hardware, however it does not allow for as many real world projections as we 

had initially hoped for as far as the specific hardware needed. It does however give a very 

granular look at what limiting resources exist on an implemented infrastructure in order to 

maximize the ROI (Return on Investment) of your existing server equipment. 
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Lastly, we would recommend if the University of Cincinnati choose to implement this solution 

that they would need to fully integrate or provision user accounts. This could be done one of 

two ways; either by a script ran by the Blackboard team during the creation of each Information 

Technology student or through linking up with the Universities current AD (Active Directory). 

UC’s IT group would also need to collaborate to provide a signed SSL certificate to eliminate the 

certificate errors we received on the HTTPS (Hyper Text Transfer Protocol with Secure Socket 

Layer) through the self-service portal. 
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Appendix A 

 

1 Documentation 

1.1 Add Server Core to Domain 

Run the Following commands in order.  System/user specific items will be outlined in <>. 

 

 

 

 

 

 

 

 

Intentionally left blank 
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1.1.1 Rename Computer: 

netdom renamecomputer %ComputerName% /NewName:<NewComputerName> 

Shutdown -r -t 00 

1.1.2 Configure Networking: 

netsh interface ipv4 show interfaces 

netsh interface ipv4 set address name="Local Area Connection" source=static 

address=<IP> mask=255.255.255.0 gateway=192.168.0.254 

netsh interface ipv4 add dnsserver name="<interface name>" address=<DNS IP> 

index=1 

reg add hklm\system\currentcontrolset\services\tcpip6\parameters /v 

DisabledComponents /t REG_DWORD /d 255 

1.1.3 Join Domain: 

netdom join %ComputerName% /domain:<DomainName> /userd:<UserName> 

/passwordd:* 

shutdown -r -t 00 
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1.2 WinRM Issues - Disable IPv6 

If you incur issues with WinRM (Windows Remote Management), disable IPV6.  Restart. 

1.2.1 (Use this for R2) 

netsh advfirewall firewall add rule name=”ICMPv4 Inbound” dir=in action=allow 

enable=yes profile=any localip=any remoteip=any protocol=icmpv4:8,any 

interfacetype=any edge=yes 

1.2.2 Enable WinRM 

WinRM quickconf 

1.2.3 Disable WinRM 

winrm delete winrm/config/Listener?Address=*+Transport=HTTP 

1.2.4 List available features via command line 

dism /online /get-features 

1.2.5 Enable features via command line 

 dism /online /enable-feature 
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2 SCVMM Port Numbers 

Connection type Protocol Default port Where to change 

the port setting 

VMM server to VMM agent on 

Windows Server–based host 

(control) 

WS-

Management 

80 During VMM setup, 

registry 

VMM server to VMM agent on 

Windows Server–based host (file 

transfers) 

HTTPS (using 

BITS) 

443 (Maximum 

value: 32768) 

Registry 

VMM server to remote Microsoft 

SQL Server database 

TDS 1433 Registry 

VMM server to P2V source agent DCOM 135 Registry 

VMM Administrator Console to VMM 

server 

WCF 8100 During VMM setup, 

registry 

VMM Self-Service Portal Web server 

to VMM server 

WCF 8100 During VMM setup 

VMM Self-Service Portal to VMM 

self-service Web server 

HTTPS 443 During VMM setup 

VMM library server to hosts BITS 443 (Maximum 

value: 32768) 

During VMM setup, 

registry 

VMM host-to-host file transfer BITS 443 (Maximum 

value: 32768) 

Registry 

VMRC connection to Virtual Server 

host 

VMRC 5900 VMM Administrator 

Console, registry 

VMConnect (RDP) to Hyper-V hosts RDP 2179 VMM Administrator 

Console, registry 

Remote Desktop to virtual machines RDP 3389 Registry 

VMware Web Services 

communication 

HTTPS 443 VMM Administrator 

Console, registry 

SFTP file transfer from VMWare ESX 

Server 3.0 and VMware ESX Server 

SFTP 22 Registry 
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3.5 hosts 

SFTP file transfer from VMM server 

to VMWare ESX Server 3i hosts 

HTTPS 443 Registry 
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3 Server Information 

Hostname IP Services Primary Use 

AD1 192.168.0.1 Active Directory 
DNS 
Virtual Machine Manager 
File Services 

Domain Controller 
DNS Primary 
SCVMM Management 
Server 
SCVMM Library Server 

SD-
FileStore1 

192.168.0.3 
192.168.0.4 

File Services 
SQL Services 

WSUS and SCVMM 
Database 
SCVMM Library Server 

SCOM1 192.168.0.15 SCOM System Center Operations 
Manager 

Utility1 192.168.0.6 Active Directory 
DNS 
WSUS 
IIS 

DC Backup 
DNS Backup 
Update Services Manager 
SCVMM Self-Service Portal 
Host 

ForeFront1 192.168.0.254 Forefront Threat Management 
Gateway 

Firewall and Gateway 

Hyperv1 192.168.0.9 
192.168.0.10 

Hyper-V Hyper-V Host 

Hyperv2 192.168.0.11 Hyper-V Hyper-V Host 

Hyperv3 192.168.0.12 Hyper-V Hyper-V Host 

Hyperv4 192.168.0.13 Hyper-V Hyper-V Host 
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4 Testing Scenarios Grid 
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Notes 

 

1 Partner Contact Information 

1.1 Microsoft - Keith@KeithMayer.com – Keith Mayer, Enterprise Learning 

Architect and Team Leader at Microsoft 

1.2 vOPs/vKernel - JNadeau@vkernel.com - Jeff Nadeau, Account Manager - 

OH/IN/VA/WV Direct: 978.289.6334 
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