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Abstract 
 
 

Network threats on IPv6 networks can no longer be ignored.  To remain secure, networks 
need to be monitored for both IPv4 and IPv6 threats.  Most organizations only run IPv4 
internally without realizing that IPv6 is active and automatically configured on their network 
interfaces.  These networks are being monitored and secured for IPv4, but the local IPv6 network 
is left functional, unmonitored, and open to exploitation.  Our solution consists of two parts, the 
first being a preconfigured Intrusion Detection System that can be added to a network to monitor 
the existing unmanaged IPv6 network.  This IDS provides alerts and reporting if any known 
vulnerabilities are present on the network.  The second part is a collection of materials for 
reference and education to assist the small business network administrator in better 
understanding IPv6 security.  This documentation explains some of the vulnerabilities that may 
be exploited, and provides resources for further learning.  By better understanding IPv6 security 
on their own internal networks, network administrators are better prepared to implement IPv6 on 
external facing networks as the internet begins to transition from IPv4 to IPv6. 
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Addressing IPv6 Vulnerabilities on Small Business Networks 

1. Statement of the Problem 

1.1 Definition of the Need 

 As of February 2011, the IPv4 address pool is exhausted, according to IANA, the Internet 

Assigned Numbers Authority (1).  IPv6 is beginning to see wider usage across the internet at 

large, and is just beginning to see tests at the ISP consumer level (2).  Although the protocol was 

designed with security features in mind, many security vulnerabilities are appearing with the 

imminent transition to IPv6 approaching.  In addition, there is much less experience 

administering IPv6 on live networks compared to IPv4.  Many of the vulnerabilities known from 

IPv4 are being overlooked in initial IPv6 implementations (3).  Although it would be ideal to 

have a cutover date from IPv4 to IPv6, the reality is that many consumer devices do not support 

IPv6, and until those are functionally obsolete, the internet will continue to need to route traffic 

on both IP stacks (4).  Additional methods that will maintain IPv4 well into the next decade 

include tunneling IPv6 over IPv4 networks and using gateway devices to convert IPv4 to IPv6.  

All of these IP routing solutions create additional security vulnerabilities above and beyond the 

basic known vulnerabilities that are present in IPv6. 

 Many of the network equipment vendors do not have IPv6 security in mind when 

designing products.  An IPv6 network brings many issues to the network, including but not 

limited to: dual stack issues, header manipulation issues, flooding issues, rogue IPv6 traffic, IPv6 

tunnels, and built-in ICMP and multicast (5)(6)(7).  For instance, Cisco IOS has a known 

vulnerability that could allow an unauthenticated remote attacker to cause a reload of an affected 

device that has IPv6 enabled (8).  Although IPv6 is not implemented by default on Cisco IOS 

products, a poor implementation of IPv6 or accidentally turning IPv6 support on during network 
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configuration can leave a network vulnerable.  The vulnerabilities that exist in enterprise class 

network equipment can leave a network vulnerable.  The vulnerabilities that exist in enterprise 

class network equipment will also pose problems to consumer grade equipment as IPv6 support 

is enabled on newer home and small office network equipment.  Figure 1 shows the rate of 

growth for known IPv6 vulnerabilities.  The upward trend is projected to continue when IPv6 is 

more common place in consumer equipment (9). 

 

Figure 1: IPv6 Vulnerability Growth 

A properly configured network is more likely in an enterprise environment that has a 

dedicated network and security staff.  Home offices and small businesses do not have the 

infrastructure to require more than a handful of IT staff roles under titles such as IT 

Administrator or IT Support, if they have any dedicated IT staff at all.  The small office needs a 

solution that is cost-free and easy to implement and which provides security against the IPv6 
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vulnerabilities and secures their networks until IPv6 security is better implemented across the 

internet as a whole.  Programs exist that can detect and block many of the vulnerabilities 

presented by IPv6, but they can be challenging to configure and require the collaboration of 

multiple programs to create a solid defense against attacks.  Small business IT administrators do 

not have the time to invest into learning the intricacies of every program and the intricacies of all 

security vulnerabilities.  Their current role in the company likely has them managing everything 

from the network to the servers to the workstations; all while filling the helpdesk role and maybe 

doing some development work.  They need a solution that not only has a proven record of 

success, but is also reliable and low cost. 

The scope of vulnerabilities to address is large.  One of the most easily exploited areas in 

smaller networks is a single broadcast domain consisting of many Windows devices, which have 

IPv6 enabled by default (10).  IPv6 has the ability to auto configure within a single layer two 

network segment.  It will assign the network interface a link-local IPv6 address which can 

communicate with other devices within the broadcast domain, but is not routable to other subnets 

or to the internet at large.  However, this is still an exploitable attack vector, and already many 

scripts are written that can compromise the entire subnet if run from a connected device.  It could 

enter the network via IPv4 and be executed from inside, effectively crippling the 

communications of all devices on that subnet.  Many smaller networks have every device 

connected to a single switch without VLANs or subnets implemented, so every device on the 

network is vulnerable if a script can gain access to that subnet. 

1.2 Definition of the Solution 

 A preconfigured intrusion detection system has been created in response to this need.  

The IDS can be quickly implemented on a small business network without the need to set up 
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more than the static IPv4 address from which the device can be accessed from the existing 

network.  Currently, the market has a lack of publicly available IPv6 preconfigured software 

(11).  This IDS is poised to address that deficiency.  It monitors the link-local IPv6 network for 

malicious activity and alerts an administrator to when activity is detected, thereby assisting in the 

identification of the source of network problems that would otherwise occur without detection, 

logging, or tracking. 

 The setup for the IDS virtual machine is relatively quick on a small business network 

compared to fully installing and configuring all the tools correctly.  An administrator who does 

not have the time to learn the intricacies of each program and how to integrate them with each 

other, but who has some experience with Linux, the command line, and understands the basics of 

TCP/IP networking is able to activate the IDS on the network with ease.  An accompanying 

configuration manual is provided with the virtual machine.  This solution is meant to be a 

temporary solution until IPv6 security is better addressed and implemented at all cost levels. 

 The IDS has three tasks; namely, automatically download updates, monitor the link-local 

IPv6 network, and send alerts through the IDS dashboard or through email to the administrator. 

 In addition to the preconfigured IDS, the solution also consists of a collection of 

documents.  One part of this collection is a primer on known vulnerabilities.  The second part is a 

reference guide of additional sources for the proper implementation and securing of IPv6 

networks. 

 Figure 2 shows a basic network and where the IDS will fit into the existing network 

topology.  This solution is added to the network on the same broadcast domain as all the other 
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workstations and servers on the network.  Many times these smaller networks have everything 

plugged into one switch, as shown here. 

 

Figure 2: Basic location of IDS on existing network 

The IDS will only monitor for threats on the single broadcast domain it is a part of, so if a 

network employs subnets or VLANs, or otherwise requires routing between network segments, 

an additional IDS must be added to that network segment as well.  Alternatively, an 

administrator with more advanced understanding may opt to add another network interface to the 

IDS and place that interface on the additional network segment, however, that is outside the 

expected knowledge of the target audience. 

 The IDS solution consists of several pieces of software that work together to monitor and 

alert the administrator.  Snort is an open source network intrusion detection monitor.  It is 

employed in this IDS as the sensor on the network that monitors the traffic and looks for 

problems.  OSSEC is the graphical frontend to Snort that provides a user interface for managing 
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alerts and triggers.  This is the primary interface through which the IDS is monitored.  Both 

Snort and OSSEC are part of a project called Security Onion which is an implementation of 

Xubuntu that eases some of the common initial configuration woes, while also providing 

preconfigured menus for updating and adding custom rules.  Security Onion serves as the 

foundation upon which Snort and OSSEC run, and is where the custom rules to monitor IPv6 

traffic are created. 

1.3 User Profile 

Only one type of user has direct interaction with the system; that is, the systems or network 

administrator.  Figure 3 shows the different types of users who may interact with the network at 

large, but only the system administrator interacts with the IDS itself. 

EmployeeAttacker

System Administrator

Control Access Ensure Privacy Ensure Integrity

Compromise Internal, Unconfigured
IPv6 Network

Access Network
Resources

 

Figure 3: IPv6 Network User Types and Interaction 

The standard employee is not included in the scope of the project, but it is important to consider 

how they interact with the network to understand that they could be either an attack vector or a 
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victim of malicious activity.  Additionally, someone with malicious intent will have indirect 

interaction with the network, but they will not have any direct interaction with the IDS.  

Acknowledgement of intruders is made only to identify where malicious attacks may originate. 

 The only user of the IDS is the systems or network administrator responsible for the 

health and function of the network and computer systems within a business network.  The IDS is 

designed specifically for an administrator at a small to medium sized business who is acting as 

either the sole IT administrator, or as part of a small team.  The system administrator will not 

have much interaction with the product after the initial configuration tasks are completed to 

install it on the network.  Further interaction is performed through either the web UI for 

monitoring purposes if desired, or through alert notifications sent via SMTP. 

 The administrator should be comfortable with command line basics, though the IDS can 

be almost entirely managed using graphical menus.  The administrator should also have a general 

understanding of networks and the IPv6 protocol, but does not need to be an expert in any area in 

order to effectively implement the system.  Knowledge of networks and IPv6 merely serve to 

make the alerts more meaningful and easier to address. 

2. Design Protocols 

2.1 Network Diagram 

 The network diagram on the following page (figure 5, page 15) shows the test network 

used in configuration of the IDS.  This network topology is similar to that of the small business 

network the IDS is designed to monitor.  In this network diagram, the IPv6 addresses are 

automatically configured link-local addresses.  The second interface on the Snort/OSSEC IDS 

has a statically assigned IPv4 address that is changed by the administrator in order to access the 
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machine remotely.  The Windows 7 hosts along the bottom of the diagram are fully patched 

hosts that auto configured with the noted IPv6 addresses.  They simulate the network to which 

the IDS will be added.  The remaining devices on the top of the diagram exist primarily for 

testing.  Internal1 is a Scientific Linux host machine used for general testing.  BackTrack5 is the 

source of test attacks.  Internal 2 simulates the administrator’s computer that is on the standard 

IPv4 network and is configured with an address that can access the IDS. 

 

Figure 4: Detailed Network Diagram 
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2.2 Use Case Diagram 

 The system administrator is the only one to have direct interaction with the IDS.  Figure 3 

shows the main ways a system administrator interacts with the system. 

IPv6 IDS

Configure Network
Interface

System Administrator

Software Package
Updates

Security
Definition Updates

View Dashboard
Trends

Test Effectiveness

 

Figure 5: System Administrator Use Case Diagram 

The administrator configures the IPv4 network interface to allow remote access to the device 

from the existing network.  The administrator also can manually pull updates to software 

packages and security definitions, as well as manually create new ones if desired, although the 

updates are configured to occur automatically.  Updates can be manually triggered through a 

menu option.  Also on the menu is a direct link to the file where additional rules can be manually 

entered.  The third way the administrator interacts with the IDS is to consistently check the 

dashboard to notice trends in alerting.  Optionally, regular reports can be generated and emailed 

to the administrator. 
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2.3 IDS Design 

The IDS virtual machine is composed of many different software packages that work 

together to provide a comprehensive monitoring and alerting system.  Figure 6 shows the overall 

compilation of tools used in Security Onion that are utilized to provide IDS functionality. 

 

Figure 6: IDS Overview 

The three main areas used are updates, interface, and backend.  In Figure 6, the update programs 

are shown, as well as how they work together to keep the system current. 

 

Figure 7: Package and Rule Updaters 
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APT is used to update the Linux packages.  This can be accomplished from the command line, 

but in this case, as Security Onion provides a GUI itself, the updates can be accessed from the 

menu bar, shown in figure 8, by clicking the red download arrow with the exclamation mark on 

it.  This will launch the package updater GUI (figure 9) and allow an administrator to do 

download and upgrade the packages to keep the system safe from software vulnerabilities. 

 

Figure 8: Package update from menu bar 

 

Figure 9: Software package update GUI 

This is common practice on any server and should be performed on this IDS server as often as 

any other production server. 

 The IDS rules themselves also need to be periodically updated for new vulnerabilities.  

The authors have created custom rules for IPv6 vulnerabilities, but the IDS itself has the built-in 
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capacity to pull new vulnerability definitions from the Snort repositories.  Over time, it is 

expected that Snort and the other software packages will get better IPv6 support, and rules will 

begin to be published in the Snort rule repositories.  These rule repositories are accessed using 

Pulled Pork, which pulls down the Snort rules to the localhost.  To get these rules, a shortcut has 

been added to the Applications menu that will automatically pull the rules down upon execution.  

Figure 10 shows the location on the menu. 

 

Figure 10: Rule Update Menu 

Once executed, Pulled Pork uses the IPv4 connection on the IDS to query the databases on 

remote servers and pull down the new rule sets, as shown in figure 11. 
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Figure 11: Pulled Pork getting updated rules 

Figure 12 on page 14 shows the intricate mesh of backend packages that provide the 

actual IDS service.  These services work together to show the updates to the administrator, 

without any further configuration beyond entering the correct email address. 
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Figure 12: Backend IDS Packages 
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Libpcap is a packet capture package that interfaces with each NIC on the IDS to capture packets.  

This package is used by Snort to view the traffic passing on the network.  The spp_ipv6 plugin 

does some of the pre-processing to accommodate the fact that the Snort database and log files do 

not completely function properly with IPv6 yet.  Snort then uses the snort configuration file to 

parse the data for specific signatures and alerts that have been defined.  The configuration file 

contains all the custom alert signatures written to detect IPv6 vulnerabilities.  These signatures 

were developed by looking at the attacks themselves, and then determining what makes them 

unique, and finally writing the snort alert to match that uniqueness.  Once Snort detects 

something, it is written to log files in /var/log.  These log files are read by OSSEC which parses 

them and classifies their severity and occurrence, then displays the information on the web GUI 

and sends email alerts to the administrator. 

3. Deliverables 

 Both tools and documentation are available upon completion of the project.  The IDS VM 

is provided in a preconfigured state so that minimal configuration is needed to begin monitoring 

a network for IPv6 threats.  A configuration document (Appendix A) accompanies the IDS to 

assist in initial setup tasks, such as integration with the existing network and enabling of email 

notifications. 

 The second part of the deliverables consists of two documents.  The first is 

documentation of resources containing additional information regarding specific vulnerabilities 

(Appendix B), and the second is documentation of resources for implementing IPv6 correctly 

(Appendix C).  Both these documents are meant as a starting point for further exploration of the 

protocol’s security for those who become interested as a result of working with the IPv6 IDS. 
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4. Project Planning 

4.1 Timeline and Accomplishments 

 The project spanned most of the 2011-2012 academic year, culminating in the 

presentation to the IT faculty and students, and the Tech Expo for the judges and public. 

4.1.1 Senior Design I 

• Discuss viability of project with IT faculty members 

• Begin initial research 

• Proposal 

4.1.2 Senior Design II 

• Determine specific vulnerabilities to counter 

• Choose software for IDS 

• Implement a few vulnerabilities on a test network 

• Modify IDS for IPv6 support 

• Detect vulnerabilities on network 

• Design freeze presentation and document 

4.1.3 Senior Design III 

• Complete implementation of vulnerability signatures 

• Configure IDS for GUI integration 

• Implement email notifications for alerting 

• Implement automatic updates 

• Create primer on known vulnerabilities 

• Create proper IPv6 implementation resource 

• Final report for senior design 
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• Final presentation for senior design 

• Tech Expo 

4.2 Gantt Chart 

The following Gantt chart in figure 13 shows the third quarter project plan.  The third quarter 

was the most productive quarter in terms of product and documentation development, while the 

previous two quarters leaned heavily towards research and planning. 

 

Figure 13: Gantt Chart 
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4.3 Project Cost 

 Budgeted 
Cost 

Market 
Price 

Actual Cost 

Software    
Wireshark 0 0 0 
Snort 0 0 0 
OSSEC 0 0 0 
Scapy 0 0 0 
THC-IPv6 0 0 0 
SciLinux 0 0 0 
Backtrack 5 0 0 0 
Windows 7 Professional 0 199 x2 0 (MSDNAA) 
VMWare Workstation 8 0 199 x3 0 (VMware Partnership) 
    
Hardware    
Development PCs 0 3500 0 (Owned) 
    
Unplanned Expenses 500 500 0 
    
TOTAL 500 4995 0 
Table 1: Project Budget 

 A $500 budget was established for any unexpected and unaccounted for expenses.  

However, the extra budgeted money was not used.  Additional resources were available before 

the budgeted money was needed.  Table 1 above shows the budgeted costs for this project broken 

out by resource.  Due to the low monetary cost of this project, it is funded entirely by the testers.  

If a company were to use this product, it would be a low cost endeavor because the company 

likely will already have existing equipment and software. 

5. Proof of Design 

 The following sections demonstrate the implementation of the intrusion detection system.  

The documents to accompany the IDS can be found in Appendices A, B, and C at the end of this 

report. 
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5.1 Security Onion and Snort 

 Security Onion is the core of the IDS.  It is based on Xubuntu 10.04, and makes no 

modifications to the operating system.  It is a collection of many common network security tools, 

such as Snort, Suricata, Sguil, Squert, Snorby, Bro, NetworkMiner, and many others.  Security 

Onion is made for IPv4, and has a configuration menu item to get it running quickly.  The 

authors used this to do initial setup of the VM. 

 Upon selecting the Security Onion setup menu item, the menu in figure 13 appeared. 

 

Figure 14: Quick Setup 

Quick setup is useful for getting the sensor to work on the network.  Snort is not an easy program 

to configure, and the setup was easier with the guide.  It sets the time zone to UTC, which is 

preferred for network monitoring, deletes any existing configurations, creates a Sguil server, a 

Sguil user, a Snorby user, and configures Snort and Bro to monitor the interfaces.  The only part 
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that is helpful here is the configuration of Snort, but it was worth using the setup assistant to get 

that part configured. 

At this point, Security Onion is configured and monitoring IPv4 traffic on the interface.  

It can be accessed from a web GUI such a Snorby.  However, it is not monitoring IPv6 traffic, 

and Snorby does not support IPv6 on the GUI or CLI yet because of an incompatibility with the 

Barnyard2 database schema.  Both Barnyard2 and Unified2 are being refactored to support IPv6, 

at which time Snorby will also be refactored.  At some future point, anyone will be able to have 

IPv6 monitoring and reporting set up with only a few mouse clicks.  As that is not the case yet, 

the authors use this base configuration as a starting point to build a custom integrated software 

collection that does have the capabilities. 

5.2 spp_ipv6 

 Though Snort technically supports IPv6, it does not have any processing or specific 

signatures implemented by default.  During the course of implementation, a development team 

out of Germany released a Snort plugin called spp_ipv6 that contains a preprocessor to monitor 

IPv6 neighbor discovery messages and adds some basic signatures for IPv6 network actions like 

ping to the Snort signature repository.  These signatures are not vulnerabilities necessarily, but 

are common network tasks that Snort was not flagging natively.  This plugin gives some idea of 

the network activity, but does not address the network vulnerabilities. 

5.3 snort.conf rule set 

 The snort.conf file contains the custom created IPv6 rules that were created by examining 

the traffic generated by vulnerability scripts from The Hackers Choice IPv6 Toolkit.  The sid for 
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each type of vulnerability was then determined based on that traffic type, and a rule was added to 

snort.conf.  Figure 15 shows some of the alerts configured in snort.conf. 

 

Figure 15: snort.conf extension headers 

Snort.conf contains many other sections of defined alert rules, covering flooding, signs of THC 

toolkit as noted by the way the scripts run, alerts for use of experimental IPv6 values, DHCPv6 

requests and replies, ICMPv6 traffic, neighbor discovery, and hop limits. 

5.4 OSSEC 

 OSSEC is a host-based intrusion detection system.  It is similar to Snorby but has IPv6 

support.  Snort was configured to write to log files instead of to unified2 database so that it could 

be read by OSSEC.  The standard method of logging snort alerts to databases does not yet 

support IPv6 address lengths, so writing to rotating log files functions as a workaround in order 

to have a functioning GUI that can read the alerts from somewhere. 
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5.4.1 Setup 

OSSEC is included in the Security Onion distribution, but is not configured by the automated 

setup program.  After configuring snort and adding rules to snort.conf, any triggered alert is 

written to a log file.  Below is an example of the output as seen in via command line. 

 

Figure 16: Snort CLI output 

Without OSSEC, the IDS is functioning, but it is not easy to categorize and understand the 

values by only looking at the IDS, so OSSEC was also configured to show the alerts with a GUI.  

The configuration for OSSEC was simple, because it is only a frontend for the logs. 

 Lighttpd is the server running on the VM that serves the web UI.  Once this is turned on, 

and the OSSEC server is started, the only additional configuration was to point it to the correct 

log file in /var/log, then the service automatically begins reading in the logs and creating the 

alerts.  Some of the alert file locations from the ossec.conf file are listed below in figure 17. 

 

Figure 17: ossec.conf log file locations 
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After configuring OSSEC to read the logs, the log level to trigger alerts was set.  This is also 

done in ossec.conf.  Figure 18 shows the relevant section of the config file 

 

Figure 18: Alert level configuration 

The logs were set to alert at level 1 and send email alerts at level 3.  The level of severity for 

each alert was configured in the snort.conf file previously.  These were the only section besides 

the email address that was edited in the ossec.conf file. 

5.4.2 Email Notifications 

Once OSSEC was configured to read the log files, the next setup step was to add an email 

address to which all global events could be sent.  The ossec.conf file was edited to include the 

lines in figure 19. 

 

Figure 19: Email notification configuration 

These few lines are the address to which alerts should be sent, the SMTP server to use, and the 

address from which the alerts should come from.  Once this is added to the config file, email 

alerts that are above the email alert level will be sent to that address.  Figure 20 on page 24 

shows a few examples of alerts that were sent to our test Gmail account. 
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Figure 20: Email alerts example 

5.4.3 Web GUI 

The web GUI required no additional setup after starting lighttpd.  The web UI is an easier 

to read and sort version of the log files.  On the main page, shown in figure 21 on page 25, the 

latest events are displayed, along with the tabs to get to other sections of the interface.  
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Figure 21: OSSEC main page 

  It also provides the ability to search the logs, as shown in figure 22. 

 

Figure 22: OSSEC alert search options 
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Statistics by severity and rule are quickly accessible from the stats tab, shown in figure 23. 

 

Figure 23: OSSEC Statistics page 
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Each alert is read from the log file and broken down into a few parts.  Figure 24 is an example of 

one alert from the web GUI. 

 

Figure 24: A single alert on the GUI 

The date, the rule ID, the severity level, location, source IP, and alert text are parsed from the 

alert logs and displayed in an easier to read format, similar to how the email alerts are formatted. 

6. Testing 

 The sections below describe the testing scenarios used to validate that each of the major 

requirements of the IDS development were met. 

6.1 Verify Network Connectivity 

 To test network connectivity, first the link local IPv6 address for the IDS and for a 

standard Windows workstation on the same subnet were found. 

• Windows workstation: fe80::45a1:326b:410b:dd6d%11 

• IDS: fe80::6c11:239d:d1ff:cb25 

Next, for the purposes of this test, a firewall rule was made on the Windows computer to allow 

incoming ICMPv6 Echo requests so that a response would be sent back to the IDS from the 

Windows device.  Windows blocks these requests by default, but connectivity still exists.  By 

allowing the response to be sent, this can be more easily shown.  When a ping request is sent 
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from one device to the other, a response is returned, as shown in Figure 25.

 

Figure 25: Network connectivity test 

This ping test establishes that even though IPv6 link local networks are not configured and are 

non-routable, they can still pass traffic between devices on the same subnet and VLAN, and so 

should be considered an attack vector worth monitoring.  Establishing network connectivity also 

demonstrates that the IDS will be able to monitor traffic passing between all devices on a link-

local IPv6 network, which exists by default in current versions of Windows OS. 

6.2 Verify that the Network is Vulnerable 

To determine that the network is vulnerable, we executed a scripted vulnerability to flood the 

network with fake IPv6 router advertisements.  From Backtrack5, the flood_router6 script was 

executed.  Figure 26 shows the script being executed from the THC_IPv6 toolkit. 

 

Figure 26: flood_router6 script execution 
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On a connected Windows device, Wireshark shows the incoming routing advertisements, as 

evidenced in figure 27. 

 

Figure 27: Incoming routing advertisements 

Next, the Windows task manager is opened.  The Windows computer will become unusable and 

require a reboot if it does not crash due to the processing requirements to process the incoming 

router advertisements.  These router advertisements are being sent to every device on the 

network, and every Windows device will attempt to accept them all and eventually lock up in a 

similar manner.  If a command prompt is opened and ipconfig /all is entered, some of the new 

routers will be shown. Even this is not a comprehensive list because the computer cannot keep 

up with the incoming request volume.  A screenshot of ipconfig /all is provided in figure 28 on 

page 30. 
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Figure 28: IPv6 address flooding 

6.3 Verify that the IDS can Pick Up on Vulnerabilities 

 To test that the IDS can pick up on vulnerabilities, a vulnerability was executed from an 

attack machine.  The flood_router6 script was executed.

 

Figure 29: flood_router6 script execution 
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On the IDS, the appropriate alert was triggered when snort detected the malicious traffic on the 

interface.  The ICMPv6/NS flooding alert shows that the IDS was able to pick up on the 

vulnerability. 

 

Figure 30: IDS picking up on flooding 

6.4 Verify that the IDS can notify administrators by email 

 An IDS is most useful when it can send real-time notifications that something has just 

occurred.  One of the easiest and most common ways to implement this is to enable email 

notifications to an administrator email address or distribution list.  To test this functionality, first 

verify that the email address listed for the administrator in OSSEC is valid.  Next, trigger a 

notification by executing a scripted vulnerability.  The vulnerability will trigger an alert, and this 

alert will be emailed to the administrator’s email address.  If this works properly, a message 

similar to the following will appear in the administrator’s email inbox. 

 

Figure 31: Email notification from the IDS 
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6.5 Verify that the IDS can retrieve updates to packages and security definitions 

 The IDS gets updates for installed packages and security definitions from two different 

sources using two separate update programs.  Section 2.2, IDS Design, covers the update process 

in detail.  In order to test this process, the following steps were performed. 

 To update the security rule definitions, click Applications, then IDS Rules, then Rule 

Update.  This starts a Pulled Pork script that brings down the rules from the remote server.  If it 

is successful, the terminal window will close on completion.  If the network is not responding, a 

notification will display and the terminal will not close.  The updates use the IPv4 interface in 

order to access the internet. 

 To update the Linux host packages, click the red arrow on the menu bar which will open 

the apt GUI updater.  Upon starting, the GUI has a button for install updates.  Clicking this 

begins the download and updating of installed packages as well as any new dependencies.  If it 

fails, a notification will appear.  When it completes successfully, a green checkmark appears and 

the user may close the updater.  

7. Conclusions and Recommendations 

 This project successfully combined and configured multiple software packages to create 

an intrusion detection system for IPv6 networks.  The project addressed a need for low cost 

monitoring solutions for IPv6 networks, which the market has not provided.  The IDS is capable 

of detecting threats, vulnerabilities, and intrusions on typically unmonitored networks.  The tools 

and programs integrated to achieve this have not been used together for IPv6 network monitoring 

and notifications until this project.  The technology for IPv6 IDS monitoring is still lagging 

behind the threat level, though development is underway within the open source community to 
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rewrite IPv4 specific tools to work with both IPv4 and IPv6.  Until such projects are more 

mature, monitoring IPv6 networks will remain somewhat complex to set up, and the use of a 

preconfigured and integrated IPv6 networking monitoring solution will be an attractive option, 

especially to smaller businesses without the resources to develop such integration on their own.  

The configured IDS is able to display alerts for many common vulnerabilities on a web GUI, as 

well as send direct email notifications to an administrator.  
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Appendix A: Initial IDS Configuration 

The IDS is mostly configured.  One network interface is on the link local IPv6 network, and the 
other is on the existing IPv4 network, configured via DHCP.  The only remaining step is to 
configure the email address so that email alerts will function.  In order to configure it, follow the 
three steps below. 

Global E-Mail address destination 

The destination email address and mail host should be configured inside the <global> section of 
the /var/ossec/etc/ossec.conf. 

<ossec_config> 
    <global> 
        <email_notification>yes</email_notification> 
        <email_to>me@example.com</email_to> 
        <smtp_server>mx.example.com..</smtp_server> 
        <email_from>ossec@example.com</email_from> 

Set the alert levels that will send notifications 

The minimum email_alert_level can be set inside the <alerts> section of the 
/var/ossec/etc/ossec.conf file. 

<ossec_config> 
    <alerts> 
        <email_alert_level>10</email_alert_level> 

Restart OSSEC to complete the changes 

OSSEC needs to be restarted for the change to take effect. 

# /var/ossec/bin/ossec-control restart 
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Appendix B: Vulnerability Primer 

THC-IPV6 
http://www.thc.org/thc-ipv6/ 
 
IPv6 Security Issues 
http://www.infosecwriters.com/text_resources/pdf/IPv6_SSotillo.pdf 
 
Five Security Flaws in IPv6 
http://www.darkreading.com/security/perimeter-security/208804503/five-security-flaws-in-
ipv6.html 
 
IPv6 Deployments: Is Security An Afterthought (again)? 
http://ripe61.ripe.net/presentations/97-RIPE_IPv6_Seminar.pdf 
 
  

http://www.thc.org/thc-ipv6/
http://www.infosecwriters.com/text_resources/pdf/IPv6_SSotillo.pdf
http://www.darkreading.com/security/perimeter-security/208804503/five-security-flaws-in-ipv6.html
http://www.darkreading.com/security/perimeter-security/208804503/five-security-flaws-in-ipv6.html
http://ripe61.ripe.net/presentations/97-RIPE_IPv6_Seminar.pdf
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Appendix C: IPv6 Implementation Resources 

NIST Guidelines for the Secure Deployment of IPv6 
http://csrc.nist.gov/publications/nistpubs/800-119/sp800-119.pdf 
 
SANS Security Features in IPv6 
https://www.sans.org/reading_room/whitepapers/protocols/security-features-ipv6_380 
 
Architecting a Secure IPv6 Deployment Solution 
http://ripe61.ripe.net/programme/tutorial-secure-ipv6/ 
 
Linux IPv6 HOWTO 
http://tldp.org/HOWTO/html_single/Linux+IPv6-HOWTO/ 
 

http://csrc.nist.gov/publications/nistpubs/800-119/sp800-119.pdf
https://www.sans.org/reading_room/whitepapers/protocols/security-features-ipv6_380
http://ripe61.ripe.net/programme/tutorial-secure-ipv6/
http://tldp.org/HOWTO/html_single/Linux+IPv6-HOWTO/
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