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Abstract 
 
Smart home technology has really matured in recent years and has become more cost 

friendly as well. I wanted to see if it was possible to make the management of rental 

properties easier and more efficient. Installing this equipment in my properties will allow 

me to validate usage of this equipment in the rental segment and let me make an informed 

decision on whether to install it in all of my properties.
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Smart Home Technology 
 

1. Project Description and Intended Use 
 
1.1 Statement of Problem 
 
As the owner of several apartment buildings, I often struggle with the management of 

them.   There are many times that I would like to check up on a property, but something 

always comes up and prevents me from doing so.  I also travel quite a bit for work, so 

this makes property management a long-distance problem as well.  I can always seem to 

count on something going wrong when I am not close by.  Sometimes it’s not necessarily 

problems that I’m interested in, but rather tenant behavior. If my tenants are propping 

open doors or if they have several windows open in the middle of winter, I would like to 

know about it.  This way all of the heat that I pay for is not escaping to the outside world 

for hours and hours.  I would also like to know what the temperatures are in all of the 

apartments to verify that the heat is working properly and to make sure that my water 

pipes are not in danger of freezing. If one of my tenants turns a furnace off when they go 

out of town and the temperature drops too low, I could have an expensive repair bill on 

my hands.  I would also like to be able to see and control the buildings’ locks remotely. 

This way I can see if the buildings’ exterior doors are secured, especially after hours.  

Also, several times I have received phone calls in the middle of the night asking me to 

drive to a building and let a tenant in because they had locked themselves out.  Another 

item I would like to monitor is water pressure. Several times I have gotten water bills that 

are 3 or 4 times the normal amount because of leaky faucets or toilets that tenants fail to 

notify me of.   
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1.2 Description of Solution 
 
I am proposing the install of smart house technology in my rental properties. This 

technology has come a long way in recent years and offers a multitude of different 

capabilities. You can connect just about anything that you can imagine, but I only 

focused on items that I felt would give me the best return on my investment.   I put a 

smart home controller that was connected to devices that are monitoring different items 

such as temperature, water pressure, open doors, open windows, and electronic locks.  

This controller will continually monitor the devices and capture any state changes. The 

controller has a built in web page that shows a real time dashboard of the status of all 

connected devices.  Once the devices are installed, setup, and working correctly then I 

can define what acceptable and unacceptable conditions for the system are.  Once I have 

my conditions defined, then I can setup what should happen if a condition is violated.  I 

will setup email alerts and text message alerts on items that I want to be notified about.  

For my system, I have setup conditions on the length of time that a door or window is 

open.  If I knew that one of my doors was propped open for 30 consecutive minutes, I 

could take corrective action.  If I saw the air temperature in one of my apartments 

steadily dropping, I know that I will need to stop by to find out what is going on and see 

if the furnace is no longer functioning properly or if it was done purposely. The second 

major thing that was installed and configured was electronic locks.  These types of locks 

provide many advantages over the traditional keyed locks.  These locks work by using a 

reader and a keyfob or keycard.  If a valid keyfob is placed by the reader then the lock 

will open and allow them access into the building or their apartment.  This benefits me in 

several ways. First, it will eliminate the need for me to change the locks every time a 
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tenant moves out.  If they do not return the keyfob, I can easily delete it from the system 

and assign a new keyfob to the new tenant.  Secondly, it limits the tenants’ ability to 

make a copy of a key and pass it out to anybody that they feel needs to have access to 

their apartment.  Thirdly, it will prevent me from carrying several dozen keys and 

fumbling around with them whenever I need access to a particular building or apartment.  

I will be able to configure a single keyfob to allow access to all locations.  Lastly, it will 

allow me the ability to control the locks remotely.  This will come in handy for a couple 

of reasons.  If a tenant forgets their keyfob or has locked themselves out, instead of 

driving to the building and letting them in I can just open the door for them remotely.  

Also, all of my gas and electric meters are located in the basement, and during meter 

reading day I just leave the door unlocked for the duration of the day since they can’t 

give me an accurate time of their arrival.  If they can call me when they arrive and I can 

remotely unlock the door for them, this saves me a potential security issue by leaving the 

door unlocked for the entire day. 

 
 

1.3 User Profile 
 
There will be a number of different user profiles; one of them is the system 

installer/system administrator.  This user will be responsible for the initial install of all 

the components and the initial configuration of the components and the network settings.  

This user will verify all of the equipment is functioning and setup according to what the 

building manager wants to see.  The second user profile will be the building manager.  

They will be primarily using the web site to see what the status of the monitored items on 

each property is.  They will also be the one receiving any alerts that have been setup by 
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the system administrator. The remaining user profiles will be tenants.  They will be using 

the electronic locks to gain entry to the buildings and to their individual apartments. They 

will also have the option on using a smart phone to gain access to the thermostat of their 

apartment.  This way they can make adjustments when on the road in case they forget to 

set it before they leave the house. 

 

Figure 1 User Diagram 
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2. Design Protocols 
 
The smart home controller that I installed is called the Vera 3, made by MiCasaVerde. 

The Vera home controller is based on open source and runs a Linux operating system 

with a back end based on lua. Lua is a powerful, fast, lightweight, embeddable scripting 

language developed in 1993. It combines simple syntax with powerful data description 

constructs based on associative arrays and extensible semantics. Lua is dynamically 

typed, runs by interpreting bytecode for a register-based virtual machine, and has 

automatic memory management with incremental garbage collection, making it ideal for 

configuration, scripting, and rapid prototyping. (A) 

By being based on lua, this enables anybody to write add-ins to enable additional 

functionality.  There are sections in the user interface that allow you to test out code, 

import existing code, and create new devices. This is the biggest benefit of this particular 

controller.  If the controller cannot do something that you need it to do, just write the lua 

code yourself to enable the functionality.  The possibilities are endless because of this 

powerful feature. 

Another one of the great features on the Vera unit is that it allows you to create scenes 

(B).  Scenes are a group of commands that you execute based on something else 

happening.  For example, when you leave your house you may want to turn off all the 

interior lights and turn on the porch light.  There are an infinite number of possibilities 

within scenes.  You can also setup timers and events within the automation section of 

Vera.  Timers tell Vera to do things at fixed intervals, such as every 15 minutes, or 

certain hours of the day.  After you specify the options for your timer, you tell Vera what 



6 
 

you want it to do much like what you do when you setup a scene.  An event is how you 

tell Vera to run a scene in response to something happening. There are a few common 

events: 

- A sensor is tripped 

- An armed sensor is tripped 

- A light is turned on/off 

In my system, I enabled 3 different scenes.  The first scene that I needed to create was the  

‘send alert’ scene.  The only thing this scene does is send me a text message and an 

email.  I needed to create this scene first because the next 2 scenes that I create will call 

upon this scene.  The second scene that I created was a low temperature scene utilizing 

the temperature probe in the basement.  I set a threshold of 60 degrees and once the 

temperature drops below the threshold the send alert scene is called upon to let me know 

about this.  The third scene that was created was the ‘door open’ scene.  This scene 

constantly checks the status of the door sensor.  Once it notices that the door is open, it 

starts to count the time that it is open.  I created a threshold of 10 minutes for this scene.  

Once a door has been open for 10 consecutive minutes then the send alert scene is called 

upon to notify me of the situation. 

Most of the wireless devices supported by the Vera home controller use the Z-Wave 

protocol (C). Z-wave is a proprietary wireless communication protocol.  It was developed 

in 2005 by a United States company, Zensys.  They still own the rights to the protocol but 

license it to different manufactures’. It uses low-power radio waves that easily travel 

through walls, floors and cabinets. One of the best benefits of the protocol is that it 
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creates a routed mesh network.  This means that devices can communicate with the 

controller by using other intermediate devices and actively route around obstacles or 

radio dead spots that might occur.  A message from node A to node C can be successfully 

delivered even if the two nodes are not within range, providing that a third node, node B 

can communicate with nodes A and C. See figure 2 below for a diagram of a routed mesh 

network. If the preferred route is unavailable, the message originator will attempt other 

routes until a path is found to the "C" node. Therefore a Z-Wave network can span much 

farther than the radio range of a single unit; however with several of these hops a delay 

may be introduced between the control command and the desired result.  

 

Figure 2 Mesh Network 

The Vera home controller is also compatible with Insteon and X10 technologies which 

were precursors to the Z-wave protocol.  These 2 older technologies established smart 
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home technology in the market place and verified its abilities. Z-wave takes the best 

features of these technologies and improves upon them.  

I also wanted to include smoke detectors as well as carbon monoxide detectors in my 

apartments.  I had trouble finding any that were compatible with the Zwave protocol, and 

after further research it seems there is an Ohio law that requires any smart home smoke 

detectors to be connected to a monitored security system.  There are several security 

systems that are compatible with the Vera unit that I considered, but I felt that the 

additional components would add additional complexity to the project that I did not have 

the time for. 

 
 
3. Objectives of the Project (Deliverables) 
 
The lists of deliverables to implement the smart home technology are as follows: 
 

• Setup Vera home controller and configure it on the network properly 

• Install and pair compatible thermostat to control heat and AC 

• Install and pair compatible door contacts 

• Install and pair compatible window contacts 

• Install and pair compatible door lock 

• Install and configure compatible motion sensor 

• Install and configure compatible camera 

• Validate equipment functionality 

• Setup scenes and scenarios based on my needs 

• Setup remote access to Vera 

• Document the setups, configurations, and any code required  
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4. Project Planning 
 
4.1 Budget 
 
I did not have an initial budget planned for this project.  I was not completely sure how 

much of the system that I would be able to make work, so I started by purchasing the core 

components and made sure that I understood how these devices worked before 

purchasing anything else.  After this, I started buying items one at a time and building the 

system in modules.  The table below (Table 1) is the initial estimated costs versus the 

actual costs of components that I used in my setup.  

 

Table 1 - Budget 

 

 

 
 
 
 
 

Item Estimated Cost Actual Cost 
MiCasaVerde Smart home controller $270.00  $299.99 
2Gig smart enabled thermostat $100.00  $88.99 
Door sensor $50.00  $49.95 
Window sensor $50.00  $49.95 
Kwikset deadbolt lock $160.00  $173.00 
IP camera $125.00  $88.99 
Integrated alarm panel $189.00  Not in final design 
smoke detector $45.00  Not in final design 
carbon monoxide detector $45.00  Not in final design 
Motion Detector Not included 79.99 
   
Total $1,034.00  $829.87 
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4.2 Timeline 
 
 
My timeline changed over the course of the project because I ran into some issues with 

the devices themselves not working as expected.  I also needed to learn the basics of Lua 

before I could complete a major component that I wanted to implement.  For me, this was 

harder than I initially anticipated for a few reasons.  The main reason was the Lua 

programming guide that I was referencing was outdated.  A number of design features 

had changed in a newer release of Lua and I was programming for the previous release.  

This lead to confusion and frustration on my part because I didn’t understand why some 

things were working and others were not.  This added an additional 3 weeks of 

troubleshooting to the project that was not initially forecast. 

The physical installation of the thermostat was also lengthier than expected.  I was under 

the assumption that all thermostats were created equal.  Not all installations use the same 

color wires, so you might be connecting a red wire to a terminal that reads yellow.  The 

only way to be certain was to test with a multimeter.  Another issue with my particular 

thermostat install is that there was no +12V wire coming from the furnace itself.  My old 

thermostat was more of a mechanical one and did not require this.  I had to run a wire 

from the transformer on the furnace all the way up to the thermostat.  This took me the 

balance of a weekend to make sure that I had done it correctly. 
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5. Proof of Design 
 
I reviewed many different types of smart home technology controllers, weighing the pros 

and cons of each.  I had trouble ultimately deciding which technology to go with because 

the pros and cons of each are at extreme ends of the spectrum.  If you go with any of the 

proprietary systems, then you are committed to using their hardware and only their 

hardware.  The proprietary systems also cost double and sometimes triple what the open 
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source units cost.  The main benefit of going with a proprietary system is that everything 

is guaranteed to work out of the box, and if it doesn’t there is technical support available 

to assist.  If you go with an open source system, you will save a bunch of money on the 

hardware but you have to piece a system together using items from several manufactures 

which aren’t guaranteed to work with each other.  The other negative about open source 

systems is that sometimes you need to develop code or plugins to get your hardware 

working as expected and this can be extremely daunting to a person with no experience 

with this technology. 

 

In the end I decided to go with an open source technology for a couple of reasons.  The 

first reason is that it will save money, and in case I decide not to use it, I am not out 

thousands of dollars.  The second reason is that I think I can get a better understanding of 

how the smart house technology works behind the scenes.  I want to actually be able to 

interact with the system and change how things work and understand why they work. 

 

So far, I have put together the main smart home controller, Vera, along with a set of door 

contacts, a thermostat, a temperature sensor, a motion sensor, a camera, and a door lock 

set. I have a couple of other items on the list that I want to incorporate, but I want to 

make sure that I can get the other things working first.  First, I setup the Vera and 

incorporated it on my network.  It had an ‘easy’ setup mode which I used just to get up 

and running.  After the initial setup, I did a custom network setup that was more 

appropriate.  The next thing that I did was install a Vera compatible thermostat.  I wish 

this was as easy as it sounds, I thought every thermostat had the same exact connections.  
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After a bit of googling and probing using a multimeter, I was able to get the correct wires 

hooked up to the new thermostat.  After getting it hooked up, I paired it with Vera and 

make sure that the communication was working.  Next, I installed a door contact on my 

basement door.  It took me several tries to pair it with Vera since there was no 

documentation included with the sensor.  After my initial frustration, the device works 

better than expected. 

Figure 23 below shows the dashboard of the Vera unit.  This is where you start with the 

system.  The dashboard allows you to access all the functions of the unit. Figure 24 

shows the devices tab.  This is where you go to add devices or to make changes to 

existing devices.  You will also go to here to check on the status of devices. Figure 25 

shows the thermostat that I have added to the system, notice the current temperature of 

the room is 69 degrees. Figure 24 show a multitude of items, the top items are readings 

from a Google weather plugin for zip code 45248.  The Google weather plugin shows the 

low temp, high temp, and current temp.  The line below that are readings from sensors in 

the basement. The lights are turned off, the motion sensor is not tripped, the temperature 

in the basement is 62 degrees, and the door sensor is not tripped either. Figure 27 shows 

the camera that I have added to the system.  Figure 28 shows the kwikset lock that I have 

added to the system as well as its status of locked.  Figure 29 shows the scenes that I have 

created.  I have three scenes so far.  The door timer scene polls the status of the sensor on 

the basement door every 10 minutes.  The lua code that actually makes the happen is 

referenced in appendix 8.3. The second scene that I have is the low temperature scene.  

This scene monitors the temperature in the basement and will send me an email if the 

temperature gets below 60 degrees.  The third scene listed is the send alert scene that is 
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used in both of the other scenes to send a message to myself when I need to be alerted.  

The lua code that makes this happen is referenced in appendix 8.3   

 
6. Testing 
 
I tested my setup over the course of several months. The equipment was initially installed 

on a workbench in my basement.  I set it up this way so that all of the components were 

as close to each other as possible. This would help rule out any Zwave or wi-fi 

communication issues in the beginning.  It would also allow me to configure the devices 

easier since they were all within reach.  After I felt comfortable with how the components 

were working, I installed all of the devices in my own home.  This allowed me to test and 

manipulate the devices in a live setting.  I had some issues in the beginning with the 

Zwave network range not living up to expectations (D).  After I moved the controller the 

Zwave communications were much more reliable.  After having the equipment in my 

own home for a few months, I decided that I needed to test it out in one of my 

apartments.  From the beginning, I had a particular tenant in mind because he is very tech 

savvy, has an engineering degree, and travels frequently for business.  After approaching 

him about the idea, he was very receptive and agreed to help me install the items.  I 

installed the thermostat and motion sensor in his apartment, but I didn’t feel comfortable 

enough installing the lock on his front door.  After talking it over, we decided to install it 

on the laundry room door since it also requires a key for entry.  I also wanted to test the 

functionality of the IP camera, so we installed that in the laundry room as well.   

After doing the initial install, I thought everything was working flawlessly but some of 

the initial tests that we ran were not successful.  After looking thru the logs I noticed a 

whole lot of retries related to the Zwave and wi-fi communications.  This meant that the 
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signal was not getting to the devices reliably.  His apartment was larger and more spread 

out than my home so this was not something that I could have tested at my house.  His 

apartment is on the second floor of a 2 family and the laundry room is in the basement.  I 

moved the Vera unit to the side of the house closest to the laundry room and did more 

testing. The lock was working every time now and I didn’t see any of the Zwave retries in 

the system logs any longer. The IP camera was still showing signs of intermittent 

behavior so I moved the wireless access point over to the same side of the house as the 

Vera unit.  After more testing this did not seem to help out because I could not get a 

consistent camera feed.  We tried moving the access point several more times, but the 

testing was still unsuccessful.  I decided that running a cat 5 cable to the camera was our 

best option.  After a couple of hours the cable was run, I reconfigured the Vera and the IP 

camera to use the new hard line and re-ran my tests.  This time I was able to view the live 

feed as long as I wanted and I didn’t see any retries in the logs related to the camera. 

 
7. Conclusions and recommendations 
 

7.1 Conclusions 

Smart home technology was successfully deployed in a live scenario for this project but it 

was not as easy as I had initially anticipated.  There are almost too many scenarios that 

the manufactures of the smart home controller try to take into account. This makes the 

unit unstable and instead of doing a few core things really well, they support an extensive 

number of devices but not very well. Overall, for as much trouble as the system gave me, 

it did also give me much needed insight into the property that it was installed in. I found 

it extremely useful and it captured tenant behaviors that I was not aware of. 
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7.2 Recommendations 

Smart home technology really has the potential to be a life changing technology, but I 

believe that the open source technology still needs major refining before it’s ready for the 

casual user.  There are too many challenges facing the technology when it comes to 

standardizations.  There are many manufactures making similar smart home devices and 

none of them are coded exactly the same.  This causes many issues.  Makers of smart 

home controllers want their controllers to be compatible with as many devices as 

possible, so they have to program all of the different manufactures’ settings in their 

devices.  With so many different settings across the devices there seems to be many 

devices that need additional tweaking to get them to work, and sometimes 100% of the 

functionality is still not there. While I think smart home technology is a fantastic 

technology, I do not believe that the Vera unit is suitable for non-technical users.  There 

are too many design flaws in the user interface and a lot of things require in depth 

technical knowledge to setup.  The unit requires too much babysitting and is not self-

sufficient enough to be placed in a remote setting where you don’t have physical access 

to the device at all times. I would recommend a proprietary unit that is fully backed and 

supported by a manufacturer if you are planning on putting this in a remote location and 

you expect it to work 100% of the time. 
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8. APPENDIX 

8.1 Install Pictures 

8.1.1 Lock Install 

 
Figure 3 Laundry Room Door 
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Figure 4 Old Lock Removed 
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Figure 5 Outside Handle Installed Side View 
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Figure 6 Outside Handle Installed Front View 
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Figure 7 Inside Plate Installed 
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Figure 8 Eletronics Hooked Up 
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Figure 9 Inside Handle Installed 
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Figure 10 Exterior Handle Installed 
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8.1.2 Camera Install 

 
Figure 11 Camera Mounted Front View 

 
Figure 12 Camera Mounted Side View 
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Figure 13 Camera Installed - Far view 
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8.1.3 Thermostat 
Pictures of thermostat install in the apartment. 

 
Figure 14 Old Thermostat 

 
Figure 15 Old Thermostat open 
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Figure 16 Old Baseplate 

 
Figure 17 Old Baseplate Wiring 
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Figure 18 Thermostat Removed 

 
Figure 19 Smart Enabled Thermostat 
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Figure 20 Test Mounting 

\ 
Figure 21 Final Mounting 
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Figure 22 Paint Touched Up 

 

 8.2 User Interface Pictures 

 

Figure 23 Main Dashboard 

 

 
Figure 24 Devices Dashboard 



33 
 

 

 
Figure 25 Thermostat Controls 

 

 
Figure 26 Temperature and Motion Controls 

 
Figure 27 Camera Controls 

 
Figure 28 Lock Controls 
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Figure 29 Automation Controls 

 
 
8.3 Code Snippets 

Send Alert Scene 

local smtp = require("socket.smtp") 
 
        local SMTP_SERVER = "smtp.zoomtown.com" 
        local SMTP_AUTH_USER = "SD_Class@zoomtown.com" 
        local SMTP_AUTH_PW = "*******"         
        local SMTP_PORT = "25" 
        local USER_SENDING = "Property1@vera.com" 
        local USER_RECEIVING = "rkru***@gmail.com" 
 
        local from = USER_SENDING 
        local rcpt = {USER_RECEIVING} 
 
        local mesgt = { 
            headers = { 
                to = USER_RECEIVING, 
                subject = "Alert about your property" 
            }, 
            body = "Vera Alert." 
        } 
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        local r, e = smtp.send{ 
            from = from, 
            rcpt = rcpt,  
            source = smtp.message(mesgt), 
            server = SMTP_SERVER, 
            port = SMTP_PORT, 
            user = SMTP_AUTH_USER, 
            password = SMTP_AUTH_PW 
        } 
 
        if (e) then 
            luup.log("Door is open " ..  e) 
        end 
 
Door Timer Test 
 
local deviceNo = 4 
  
local DoorSensor = "urn:micasaverde-com:serviceId:SecuritySensor1" 
  
local armed = luup.variable_get(DoorSensor, "Armed", deviceNo) or "0" 
if armed == "1" then 
    local tripped = luup.variable_get(DoorSensor, "Tripped", deviceNo) or "0" 
    if tripped == "0" then 
        luup.variable_set("urn:micasaverde-com:serviceId:SecuritySensor1", "TripPeriod", 
"0", 4) 
    else 
        local tripPeriod = luup.variable_get(DoorSensor, "TripPeriod", deviceNo) or 0 
        tripPeriod = tonumber(tripPeriod) 
        tripPeriod = tripPeriod + 1 
        luup.variable_set(DoorSensor, "TripPeriod", tripPeriod, deviceNo) 
        if tripPeriod > 1 then 
            luup.call_action("urn:micasaverde-com:serviceId:HomeAutomationGateway1", 
"RunScene",       {SceneNum = "4"}, 0) 
return true 
        end 
        tripPeriod = 0 
    end 
end 
  
return false 


