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Abstract 
 

Data Loss Prevention (DLP) has become a common piece of technology over the 

last few years due to the amount of digitally stored assets being stolen.  DLP software 

that can detect and block unauthorized network traffic that attempts to gain private data is 

the result of a growing need, but do the security protocols in DLP back their own claims? 

One aspect of this paper discussed how effective DLP is at preventing different 

levels of security breaches depending on various factors.  The other aspect of this paper 

discussed current DLP solutions and the various components that create modern DLP 

solutions and how they operate to protect data.  Once the different DLP solutions were 

installed and configured, a demonstration on how a DLP solution can be compromised 

took place.  The main objective of the demonstration was to either retrieve the protected 

data or the location of the protected data. 
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1 Introduction 
1.1 Background 

As companies incorporate more technology into their everyday business, the IT 

infrastructure becomes more sophisticated.  For companies that develop security 

products, this gives them an ability to develop and test new products against new and 

more complex threats.  But in their attempt to push a new product to the market, the 

device may not be fully tested or patched before being released.  Even after release, 

companies put forth little resources to fix exposed vulnerabilities, except when threatened 

by outside parties to release the vulnerabilities to the public [10].   

To prove that DLP (Data Loss Prevention) solutions contain vulnerabilities, I 

have demonstrated how an attacker can modify a DLP solution to acquire sensitive data.  

This demonstration only represented one of many DLP solutions and the results from the 

demonstration was generated from the research of security experts.   

1.2  Objectives 

This project was focused on a few aspects of DLP.  The first aspect of this project 

discussed what components created a DLP solution.  Another aspect of this project 

focused on the different types of attacks that an attacker might use to gain access to the 

network and steal sensitive data.  The last aspect of this project evaluated OpenDLP as a 

DLP solution and how it can be compromised and modified to acquire sensitive data. 
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2 Data Loss Prevention Architecture 

2.1 What is Data Loss Prevention? 

With organizations using more advanced technologies, the amount of digital data 

stored on organizations servers has increased dramatically.  As a result, knowing the 

whereabouts of the data can be very difficult.  Most of today’s workforce will either use 

sensitive data or create it as part of their everyday tasks.  This data is then being accessed 

from various devices, including laptops, smartphones, tablets, workstations, and different 

services like email, business applications, or cloud-services.  In most cases it is very 

difficult for administrators to manage the amount of data being used and the problems 

don’t stop there.  Administrators also need to determine how sensitive data is and who 

should have access to what data [4] [5] [10]. 

DLP is a new type of security technology that attempts to secure sensitive data 

automatically without user interference.  A DLP system uses policies to ensure that no 

sensitive data is accessed, stored, or sent without proper authentication, while still letting 

users to use the necessary services and tools needed to finish their tasks.  Unlike 

application control and blacklisting, a DLP system only restricts actions when sensitive 

data is involved.  For example, sending emails with sensitive data will be blocked by the 

DLP system unless the user has the appropriate credentials to access the sensitive data.  A 

DLP system also has the capabilities to recognize various levels of data sensitivity within 

different applications [4] [5] [10]. 

Besides protecting sensitive data, a DLP system should be flexible, portable, and 

have minimal interference with users.  Flexible means that the DLP system can function 
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properly in various environments and be configured to accommodate the different sizes 

of businesses.  Portable means that the DLP system can still protect the data, even when 

foreign devices attempt to connect to the company network or when a company device is 

being used on a private network.  Unfortunately, current DLP systems only accomplish 

these requirements to a certain level.  DLP technology is still a fairly new technology, but 

most vendors have created and maintained standards on the basic functionality that 

defines a modern DLP solution [3] [4] [5]. 

2.2  THREAT ELEMENTS  

Before discussing the internal functions of a standard DLP system, a 

summarization of threats a DLP system is supposed to prevent will be presented.  Data 

loss occurs in various forms and identifying how it happens can help prevent data loss.  

The different threat elements have been broken down into three different categories of 

data loss as follows:  accidental data loss, internal attacks and external attacks.  

Unfortunately, some threats are not prevented by DLP systems and these threats are also 

discussed to show some of the limitations of current DLP systems [3] [4] [7]. 

2.2.1 ACCIDENTAL DATA LOSS  

A normal occurrence for accidental data loss is employees not recognizing or 

properly following company policies.  Basically, employees do not understand the 

sensitivity of the documents they interact with or they do not properly follow the proper 

computer security policies created by their company.  One example of this is sending 

documents containing sensitive data unencrypted through e-mail.  Another example is 

saving documents to an untrusted external storage device or even uploading files to an 
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untrusted or unsecure server.  Another cause of accidental data loss is the lack of proper 

training available to employees.  If an employee doesn’t know what data is considered 

sensitive or know the proper methods to protect it, like using encryption, how can 

sensitive data be protected [3] [4] [7]?   

When data leaves company property, most control over the data is lost.  A 

company’s IT department can only assume employees are using best practices, like 

sending emails through a secure connection, or that documents are being encrypted 

before being saved to external storage devices that could be lost or stolen.  DLP systems 

attempts to fix these problems by forcing data to travel through authorized ports defined 

by policies created by the company.  Although DLP systems can determine what files 

should be classified as sensitive data and automatically encrypt them, training should be 

provided to employees to prevent accidental data loss [3] [4] [7]. 

 2.2.2 INSIDER ATTACKS 

The information that is released by journalists associated with WikiLeaks.org is a 

prime example of an insider attack with the intent to release classified documents 

publically.  But insider attacks are not always motivated for political advocacy.  Other 

causes for someone to plan insider attacks are generally for financial gain or having 

bitterness against their company or someone within the company [2].   

The CyberSecurity Watch Survey is a yearly report which provides information 

and statistics associated with insider attacks.  In the 2014 survey 28% of 557 reported that 

an insider attack occurred.  Amongst the attacks, 32% of respondents said that insider 

attacks caused more damages than external attacks.  Insider attacks also caused the 
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highest percentages of the following incidents:  Private or sensitive data unintentionally 

exposed (82%).  Confidential records stolen or compromised (76%).  Customer records 

stolen or compromised (71%).  Employee records stolen or compromised (63%) [2].   

The capabilities of a DLP system is challenging to measure for an insider attack.  

The first thing to consider about an inside attack is the technical knowledge of the 

attacker.  Next, one has to determine the access level the attacker has to various systems.  

For example, if the attacker is someone from a technology department with a high 

security clearance, different security systems, including the DLP system, will probably be 

compromised and the attack will be more devastating as a result [4][5].   

A DLP system is not an alternative to any other security devices, especially access 

control devices.  The security experts in a company to determine the appropriate access 

level for its employees based upon their job position and create a separate data level 

based upon the data’s sensitivity.  The DLP system does not do anything unless a user is 

accessing sensitive data.  The DLP system allows users to view the sensitive data (an 

access system would allow the same thing), but the DLP system verifies that the data is 

not used in a reckless way [4] [5]. 

Even if an attacker compromises the DLP system, the events performed by the 

attacker may still be noticed.  Before an attacker disables certain security systems, the 

attacker might have prompted alarms while searching through the network.  If the 

security experts are alerted of suspicious activity, they can prevent or limit the amount of 

data stolen.  In instances where attacks are not prevented by the DLP system, it can still 

provide important forensic evidence of the attack.  Most DLP systems create and store 

log files that contain information of who accessed what information at what particular 
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time.  In these instances, the DLP system does not prohibit data loss, but still provides an 

extra security measure to limit or prevent the loss of data.  Attempts to steal data may be 

prevented if users recognize a DLP system is being used being they will notice a potential 

risk for being detected when attempting to steal data [4] [5]. 

Insider attacks may not be stopped on the technological side.  Irritated employees 

or ones that are about to leave the company for various reasons are the types of people to 

perform an insider attack.  In places where sensitive data is constantly being accessed, it 

is necessary to evaluate the human factor when sensitive data is being used [1] [8].   

. In places s where highly sensitive data is in use, it is important to focus on this 

human layer. The following points help in addressing these social issues [1] [8] [10]:  

1. Clear policies: Explaining the company policy in an easy and clear manner 

will increase the possibility that an employee will read and understand it.  

The policy should provide basic rules, behaviors, and requirements of 

what is expected of every employee.  These policies should also include 

all of the activities that are considered illegal or prohibited, which is 

critical for the operation of DLP solutions.   

2. Good training:  Providing detailed training about proper security measures 

and explaining the importance of security policies is vital in an 

employee’s understanding of the security process and how they affect it. 

3. Background checks:  Performing background checks can prevent the 

hiring of suspicious or untrustworthy employees before they can cause any 

potential damage. 
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4. Physical security:  Verifying that vital IT infrastructure and storage units

containing sensitive data is kept secure to limit the ability for an attacker

to steal sensitive data.

DLP solutions should not be a substitute for any existing security devices and is 

meant to properly function with other security technologies.  DLP solutions are only 

limited to policy enforcement and access controls.  Company policies that allow personal 

devices, like smart phones, to connect to the company’s network is outside the 

capabilities of the DLP solution.  A company can create the toughest, strictest security 

policies, but these policies cannot prevent an attacker from physically memorizing the 

sensitive data [1] [8] [10]. 

2.2.3 EXTERNAL ATTACKS 

Version releases a yearly report called the Data Breach Investigations Report and 

contains information about data breaches.  In 2012, Version reported there were 855 

corporate data breaches with 174 million compromised records.  Ninety eight percent of 

these breaches occurred from external sources.  Four percent of the breaches occurred 

from insider attacks.  The overlap of two percent indicates a breach with both internal and 

external sources [11]. 

The average person considers a traditional hacker attack to be an external attack.  

Essentially, an attacker attempts to compromise a system through a remote connection, 

like the internet, and uses the compromised systems to acquire sensitive data, upload 

malware, or cause network disruptions.  Attackers attempt these attacks for a variety of 

reasons, but the most common reason is for some form of a financial gain.  According to 
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the Version report, it was less common for a company to be a targeted attack (21% of 

cases) than just random opportunity (79% of cases).  The reason these companies 

suffered a random attack was mainly due to vulnerable software being exposed [11]. 

A DLP solution’s capabilities in an external attack greatly depends on the 

attacker’s familiarity of the devices on the network.  Some DLP solutions use certain 

signatures to detect and remove malware that is designed to acquire sensitive data.  If the 

DLP solution is fully functional, then the DLP solution may be able to detect and alert a 

network administrator about the installation of malware on endpoint machines [3] [4] [5] 

[10].   

But if an attacker discovers a DLP solution exists on a network and through other 

methods acquires administration or root privileges to an endpoint machine, then the DLP 

endpoint protection could easily be suspended or uninstalled.  If done correctly, the 

network administrators and servers will be tricked into thinking that the endpoint 

machine is offline due to being powered off and the DLP solution will not send alerts of 

suspicious activities.  A DLP solution can also be fooled by using an encrypted TOR 

(The Onion Router).  An attacker with administrative or root privileges can use an 

encrypted TOR to avoid detection by the DLP solution when attempting to acquire 

sensitive data [3] [4] [5] [10].   

If an attacker successfully gained access to a network, a network administrator 

can view the actions performed by the attacker through the logs created by the DLP 

solution.  These logs can be used as forensic evidence.  But a major issue with external 

attacks is that a person, company, or government agency may not have jurisdiction to 

prosecute the attacker even with evidence that the attacker stole sensitive data from them.  
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For example, if an attacker from Russia breached a company’s network and stole data 

from an American company, the Russian government may refuse to help in the 

investigation of the attack and the American company has no way to proceed with legal 

action against the attacker.  The other issue with prosecuting an attacker to a breach is 

connecting the attacker to the IP address or addresses of where the initial breach 

occurred.  This is difficult because of the use of proxies or TORs [3] [4] [5] [10].   

In summation, adding a DLP solution to an existing network could improve the 

current security measures by detecting and potentially preventing attacks.  However, 

using traditional security devices, enforcing strong security policies and providing 

employee training is still better in preventing attacks [3] [4] [5] [10].   

3 Vulnerabilities in DLP Technology 

 The DLP solution that was evaluated during this project was OpenDLP.  Figure 1  
 
shows the network diagram for OpenDLP. 
 

 
Figure 1:  OpenDLP Network Diagram 

Data Loss Prevention Systems and Their Vulnerabilities     9 
 



 
 

 

3.1 Evaluating OpenDLP 

 OpenDLP is an open-source, agent or agentless based DLP tool released under the 

GNU General Public License.  If a person acquires valid network Windows, UNIX, 

MySQL, or MSSQL credentials, OpenDLP has the ability to simultaneously find 

sensitive data at rest across hundreds of various Linux or Windows machines [5] [12] 

[13]. 

OpenDLP consists of two basic components.  The first component is a web application 

that manages Windows agents or Windows/Linux agentless scanners and the results of 

the scan.  The second component is a Microsoft Windows agent that is used to perform 

hundreds of scans simultaneously across various devices [5] [12] [13].  

 The Windows agent was created in the C programming language with no 

WINDOWS.NET framework requirements.  The agent only runs on Windows XP, 

Windows 7, Windows 8, Windows Server 2008 and beyond, as well as most modern 

Linux distributions.  It operates as a low priority service so users are not affected during 

the scan.  If a system reboot is required, the agent will automatically resume when the 

system is turned on, without the need of a user to restart it.  It also will securely send scan 

results to the central management web application defined by the user through a two way 

trusted SSL connection.  To find sensitive data, OpenDLP uses Perl Compatible Regular 

Expressions (PCREs) to scan compressed files (e.g. zip, rar) and for default or user 
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defined pattern matching.  Finally, the user can set physical memory limits of the device 

being scanned so the device isn’t slowed down when files are being scanned [5] [12] 

[13]. 

The web application distributes, deploys and starts the Windows agents over NetBIOS 

(Network Basic Input/Output System) or SMB (Server Message Blocks).  When a scan is 

finished, it automatically stops itself, recursively uninstalls itself, and then deletes any 

agents deployed on the device.  OpenDLP also has the ability to pause, resume, and force 

the agents to uninstall agents before a scan is complete.  During an agentless scan, the 

OpenDLP server, not the Windows agents, processes all of the information during the 

scan [5] [12] [13].   

 The results from scans are received securely and simultaneously from one 

to hundreds of deployed agents, as defined by the user, over a trusted, two way SSL 

connection.  Then the web management interface provides the users the ability to 

generate PCREs for finding any sensitive data at rest.  But to start a scan, a user must first 

create a scan profile.  A user can create a reusable profile in the web management console 

for scans that have the option to include whitelisting or blacklisting directories as well as 

file extensions.  OpenDLP also has an option to mark false positives before a scan is 

initiated.  Once the scan is complete the results are exported as XML files for further 

review [5] [12] [13].   

 Unfortunately, OpenDLP only has the capabilities to protect data at rest on 

endpoint devices.  OpenDLP is also only capable of searching for PCREs found in 

plaintext.  This is a major issue since encryption tools can prevent OpenDLP to search for 
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PCREs because encryption converts plaintext into an unreadable form, making PCRE 

scans meaningless [5] [12] [13].    

3.1.1 Test Environment 

 When OpenDLP was tested, all the products used were installed in VirtualBox as 

a virtual machine (VM).  The products used during this project were OpenDLP, which 

was installed in the current version of Ubuntu Server, one Windows 7 machine with 

installed endpoint agents, and one Windows 8 machine to act as the host that controls 

OpenDLP’s web application [5] [10].   

3.1.2 Penetrating the System 

 For this project, OpenDLP was installed and configured as a virtual machine 

(VM).  OpenDLP was installed on a modified version of Ubuntu Server with the 

Windows services sc.exe, winutil.exe, and modified SQL injection based malware.  An 

attacker can run this version of OpenDLP on a compromised endpoint machine or do a 

direct install on the servers themselves.  But if OpenDLP is directly installed on the 

servers, then additional components must also either exist on the servers or be installed, 

which could cause more issues during an attack.  But running OpenDLP as a VM on an 

endpoint machine will seem less likely like an attack since it is normal for an endpoint 

machine to communicate with servers on the network.  Figure 2 showed what the main 

page of the web application looked like [5] [10].     
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Figure 2:  OpenDLP Main Page 

 For OpenDLP to initialize a scan, a profile with valid network credentials must be 

created.  Then simply choose the type of system that is going to be scanned with the 

appropriate PCREs to deploy to Windows agents.  Figure 3 showed an example of a 

submitted user profile [5] [10].   

Figure 3:  OpenDLP New User Profile 

 Now, once a new scan is started (Figure 4 showed an example of a new scan 

profile) the malicious installer will attempt to deploy the infected agents on the endpoint 
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devices and if successful, the agents will start scanning automatically.  The attacker can 

determine the amount of agents deployed at once, from one to a few hundred, in a 

specified time interval [5] [10].    

 

Figure 4:  OpenDLP Scan Page 

 After the agents have been fully deployed, the status of all the scans can be 

monitored through the web application.  Figure 5 showed an example of a finished scan.  

Scan data is uploaded and updated about every minute to the web application with all of 

the sensitive data that the agents have discovered at that exact moment.  And if an 

attacker feels they have been caught, they can stop and delete all deployed agents 

immediately through the web application [5] [10].     
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Figure 5:  OpenDLP Scan Results Page 

 When the scan is fully completed, the agents automatically and recursively 

uninstall themselves from the endpoint device and the final scan results are uploaded to 

the web server along with the location and the actual sensitive data itself.  The sensitive 

data can then be transferred from the endpoint device to the host machine.  When 

transferring the data from the compromised device to the host machine, normal channels 

like HTTP and HTTPS can be used along with any other encryption method.  But since 

the data was encrypted before the scan, any devices listening to the DLP’s activity will be 

meaningless because they will not be able to analyze the contents of the encrypted data 

[5] [10].       

 Then when the sensitive data is being transferred from the endpoint machine to 

the host machine, the attacker has the opportunity to remove any tracks they may have 
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left behind.  This is accomplished by either modifying or deleting any logs that was 

created by OpenDLP that contains evidence that the attack occurred and if this is 

successfully accomplished, then the DLP services that are running on the endpoint 

machines are restored to the settings before the breach occurred.  Figure 6 showed an 

example of a log file [5] [10].     
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Figure 6:  OpenDLP Log Results Page 

4 Conclusion 

Modern DLP solution’s main method to prevent attacks is through signature and 

pattern based detection.  As shown earlier, an attacker with some advanced skill will 

have many options to disable the protection on endpoint machines.  But if the DLP 

solution is used alongside traditional network security devices, the DLP solution will be 

a huge asset in reducing the amount of stolen data.  As an example, if data is stored in 

different servers or machines across the entire network, a DLP solution has the 

capabilities to find and condense to data to a different, more secure server or machine [3] 

[5] [10]. 

Keeping sensitive data constantly secure is an extremely difficult task.  A network 

with all the traditional security devices and a DLP solution is a solid attempt to complete 

this task, but sometimes fails at securing sensitive data.  Companies that currently use or 

are to purchase a DLP solution should determine where the problems exist in the company 

beforehand because a DLP solution may not fix the internal issues [3] [5] [10]. 
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DLP solutions are a new technology, the first one being introduced in 2006.  As the 

new trend in network security, many DLP solutions were created or rebranded and pushed 

to the market to generate sales.  A majority of these solutions are still in use today and 

many of them have been proven to be ineffective and outdated.  As a result, many 

companies have stopped creating DLP solutions because consumers discovered how 

ineffective they were and did not want to risk compromising their networks.  Certain DLP 

solutions operate with outdated or corrupted technology that is susceptible to known 

vulnerabilities or contain major security flaws [3] [5] [10].   

During evaluation, OpenDLP demonstrated a severe lack of security protocols.  

OpenDLP was created by one person with limited experience in DLP technologies. 

Through a demonstration, when OpenDLP was compromised, it proved to be an asset in 

acquiring sensitive rather than a security measure to prevent it.  This could have been 

avoided if OpenDLP was not installed on the network, but for some companies the 

advantages of a DLP solution is greater than the risks.  The issue presented here is not the 

theory of a DLP solution, but rather than the ineffective products that companies sell on 

the market [3] [5] [10]. 

Companies need to add more features or improve current security measures to create 

more advanced DLP solutions.  Another important factor in improving DLP solutions is 

to advertise and make consumers aware of the importance of securing sensitive data. 

Expecting third party researches to find and fix vulnerabilities is not the proper solution to 

this issue.  Alternatively, consumers should demand DLP solutions go through extensive 

tests and be patched by the vendors rather than third party researchers [3] [5] [10].   
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4.1 Budget 

The budget spent was zero dollars.  Only one open-source DLP solution was used 

to demonstrate the potential vulnerabilities in DLP solutions.  The two Windows 

machines used during this project was free through the University of Cincinnati’s 

Campus Agreement for Microsoft desktop products for personal and departmental use. 

4.2 Time 

Figures 7 shows the timeframe in which different tasks were completed. 

Figure 7:  Table of Tasks Completed 

Task Mode Task Name Duration Start Finish 
Manually 
Scheduled Project Planning 11 days Mon 9/1/14 Mon 9/15/14 

Manually 
Scheduled 

   Determine 
Potential Project 
Ideas 

0 days Tue 9/2/14 Thu 9/4/14 

Manually 
Scheduled 

   Meet With Faculty 
Advisor 0 days Thu 9/4/14 Thu 9/4/14 

Manually 
Scheduled 

   Get Project 
Approved by Faculty 
Advisor 

0 days Thu 9/4/14 Thu 9/4/14 

Manually 
Scheduled 

   Determine 
Technologies Used in 
Project 

0 days Fri 9/5/14 Mon 9/15/14 

Manually 
Scheduled Research 14 days Tue 9/16/14 Fri 10/3/14 

Auto 
Scheduled 

   Research DLP 
Software 7 days Tue 9/16/14 Wed 9/24/14 

Auto 
Scheduled 

   Locate Real World 
Examples of DLP 
Being Compromised 

7 days Thu 9/25/14 Fri 10/3/14 

Manually 
Scheduled First Semester 48 days Sat 10/4/14 Mon 12/8/14 

Auto 
Scheduled 

   Complete First 
Draft of Paper 30 days Wed 10/22/14 Mon 12/1/14 
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Auto 
Scheduled    Configure OpenDLP 25 days Tue 10/14/14 Fri 11/14/14 

Auto 
Scheduled 

   First Test of 
OpenDLP 6 days Mon 11/17/14 Mon 11/24/14 

Manually 
Scheduled    First Presentation 1 day Mon 12/8/14 Mon 12/8/14 

Manually 
Scheduled    Final Semester 91 days Mon 12/15/14 Mon 4/20/15 

Manually 
Scheduled 

      Configure 
McAfee DLP 11 days Mon 12/15/14 Mon 12/29/14 

Manually 
Scheduled 

      Configure 
TrendMicro DLP 11 days Mon 12/15/14 Mon 12/29/14 

Manually 
Scheduled 

      Penetrate 
OpenDLP 11 days Mon 1/5/15 Mon 1/19/15 

Manually 
Scheduled 

      Penetrate 
McAfee DLP 10 days Tue 1/20/15 Mon 2/2/15 

Manually 
Scheduled 

      Penetrate 
TrendMicro DLP 11 days Tue 2/3/15 Tue 2/17/15 

Manually 
Scheduled 

      Create Tech Expo 
Poster 26 days Mon 1/26/15 Mon 3/2/15 

Manually 
Scheduled       Test OpenDLP 7 days Wed 2/18/15 Thu 2/26/15 

Manually 
Scheduled 

      Test TrendMicro 
DLP 7 days Thu 2/19/15 Fri 2/27/15 

Manually 
Scheduled       Test McAfee DLP 7 days Sat 2/28/15 Mon 3/9/15 

Manually 
Scheduled 

      Finalize Tech 
Expo Poster 6 days Mon 3/2/15 Mon 3/9/15 

Manually 
Scheduled 

      Complete Rough 
Draft of Paper 41 days Mon 1/12/15 Mon 3/9/15 

Manually 
Scheduled 

      Complete Final 
Paper 25 days Tue 3/17/15 Mon 4/20/15 

Manually 
Scheduled 

      Final Live 
Demonstration 1 day Mon 4/6/15 Mon 4/6/15 

Manually 
Scheduled       Tech Expo 1 day Tue 4/14/15 Tue 4/14/15 
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4.3 Future Work 

A DLP system is a rather new piece of technology and there are some areas of 

improvement based upon the issues discovered during the evaluation process [3] [5] [10]. 

The use of an agent and server model is nothing new and not exclusive to DLP 

technologies.  Anti-virus software is an example of another security device using the 

agent and server model.  If machines running anti-virus software can be compromised by 

attacks using malware or SQL injections, then DLP systems are just as vulnerable.  

Compared to tested, proven enterprise anti-virus solutions, DLP solutions will not stand a 

chance against experienced attackers.  Improved security measures amongst other 

security devices is needed to determine if these issues pose a concern in different areas.  

For example, an intruder could compromise a backup server from a centralized backup 

location and acquire the sensitive from that location instead [3] [5] [10].   
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4.4 Demonstration Video 
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